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Abstract. NLS is a stream cipher which was submitted to eSTREAM project. A
linear distinguishing attack against NLS was presented by Cho and Pieprzyk, which
was called as Crossword Puzzle (CP) attack. NLSv2 is the tweak version of NLS which
aims mainly at avoiding the CP attack. In this paper, a new distinguishing attack
against NLSv2 is presented. The attack exploits high correlation amongst neighboring
bits of the cipher. The paper first shows that the modular addition preserves pairwise
correlations as demonstrated by existence of linear approximations with large biases.
Next it shows how to combine these results with the existence of high correlation
between bits 29 and 30 of the S-box to obtain a distinguisher whose bias is around
2737, Consequently, we claim that NLSv2 is distinguishable from a random process
after observing around 27* keystream words.
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1 Introduction

NLS is one of stream ciphers submitted to the eSTREAM project [5]. The second phase of
the eSTREAM included NLS in both profiles 1 (Software) and 2 (Hardware). During the
first phase, a distinguishing attack against NLS was presented in [3]. The attack requires
around 250 keystream observations.

NLSv2 is a tweaked version of NLS to counter the distinguishing attack mentioned above.
Unlike in the orignal NLS, NLSv2 periodically updates the value Konst every 65537 clock.
The new value of Konst is taken from the output of the non-linear filter. In [4], the lin-
ear approximation from non-linear feedback shift register (NFSR) was derived and the sign
of bias can be either positive or negative depending on the value of Konst. Thus, a ran-
domly updated Konst is expected to “neutralize” the overall bias of approximations, which
eventually minimizes the bias of distinguisher.

In [3], the authors presented a distinguishing attack on NLS by Crossword Puzzle attack
(or shortly CP attack) method. The CP attack is a variant of the linear distinguishing
attack which was specifically designed to work for NFSR based stream ciphers. The attack
concentrates on finding approximations and combining them in such a way that the internal
states of NFSR cancel each other.

Being more specific, the authors showed that, for the attack on NLSv2, the effect of Konst
could be eliminated by using ’even’ number of NFSR approximations. A distinguisher was
constructed by combining eight NFSR approximations and two NLF approximations, for
which 296 observations of keystream are required. However, due to the explicit upper limit
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of 280 on the number of observed keystream imposed by the designers of the cipher, this
attack does not break the cipher.

In this paper, we have improved the linear distinguishing attack on NLSv2 presented in the
latter part of [3]. We still use the CP attack from [3] for our distinguisher. However, we have
observed that there are linear approximations of S-boxes whose biases are much higher than
those used in the previous attack.

Using those more effective approximations, we can now construct a distinguisher whose bias
is around 2737, Therefore, we claim that NLSv2 is distinguishable from a truly random
cipher after observing around 27* keystream words which are within the limit of permitted
observations during the session with a single key.

This paper is organized as follows. Section 2 presents some properties of multiple modular
additions which are useful for our attack. Section 3 presents the structure of NLSv2. Section
4 presents the technique we use to construct linear approximations required in our attack.
Section 5 contains the main part of the paper and presents the CP attack against NLSv2.
Section 6 concludes the work.

Notation :

1. H denotes the addition modulo 232,
2. x5k represents the 32-bit = which is left-rotated by k-bit,
3. x(;) stands for i-th bit of the 32-bit string =,

These notations will be used throughout this paper.

2 Probabilistic properties of multiple modular additions

The attack explores a correlation between two neighboring bits. This Section describes the
behavior of neighboring bits in modular additions and establishes the background for our
further considerations. Suppose that z = x [Hy where z,y,z € {0,1}3? are independently
uniformly random. According to [2], there exist the following relations among x(;,y(;) and
Z(i)t
i—2 (i—-1)
20) = TOBY0: 20 = 10OV BT-nY-) DY 7o) ] @w®yw), 1<i<3l
=0 k=j+1
Definition 1. I; denotes a linear masking vector over GF(2) which has ’1’ only on the
bit positions of i and i+ 1. Then, given 32-bit x, I'; - © = x(;y © T(j11), where - denote the
standard inner product.

Definition 2. The carry R(z,y) generated in modular addition is defined as follows.
(i—1) i
R(z,9)0) = z0)¥©0), R(.9)6) =20)ye @ Z () Y(j) H () @ymwy), 1=12,...
=0 k=j+1
It is clear that R(z,y)(; can be determined using the following recursive relation:
R(z,9)6) = z@yya) @ (26) ® ya) R(@, y) (-1

Now we are ready to present a collection of properties that are formulated in the lemmas
given below. These results are essential for setting up our attack. In the following, we assume
that all the variables are independently uniformly random.
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Lemma 1. Given x,y € {0,1}32, then the probability distribution of the carry bits can be
expressed as follows
1

PrR(x,y)u) = 0] = 5 +2772 fori=0,...,30.

Proof. The proof is given by induction.

(1) Let ¢ = 0. Then the carry occurs only if z() = 1 and y) = 1 so Pr[R(z,y)q) =
Ty =0l =3=3+27

(2) In the induction step we assume that Pr[R(z,y);—1) = 0] = 3 + 27", Then, from the
recursive relation, we have
Prizgyyq =0 =3 if R(z,y)i—1 =0
Pr R Z, ) = 0 = g g 47 . )
[R(2,y) ) = 0] { Prizayu © (xm) ®yw) =01 = 1, if R(z,y)-1) =1
Hence, the following equation holds
3 1 . ) )
Pr|R N=0l==-(= 2—1—1 Z(Z _ 2—2—1 — 2—1—2.
r[B(z,y)p =01= 7 (5 + )+ 75 )=5+

This proves our lemma. a

1

Corollary 1. Given x,y € {0,1}*2, the following approximation holds with the constant
probability as

Prili_q - R(z,y) =0] = fori=1,...,31.

3
4
Proof. By definition, we obtain

i1 R(z,y) = R(z,y)i-1) © R(T,9) ) = T@yye) © (T@) © Y © DR, y) 1)
Hence, from Lemma 1, we get

Pr(l;- - R(z,y) = 0] = g : (% +27 ) 4+ % : (% —27 ) = g
and the corollary holds. ad
Due to Corollary 1, the following approximation has the probability of %, as stated in [3].
- (z8Hy) =1 - (zdy), i=0,...,30
Lemma 2. Suppose that x,y,z € {0,1}32. Then, the following linear approzimation
I-(cHyHBz) =1 - (2 0y @ 2)

holds with the probability of% - %Q_Qi_l fori=0,...,30.
Proof. See Appendix B.

Lemma 3. Suppose that x1,Ta,...,Tn, k € {0,1}32 where n is an even number. Then, the
following linear approximation

I - (miE#Ee)e L (zeHE)® -0 - (2, BE) =1 - (21 Qa2 ® - Day)

holds with the probability of around 2(7;:;21) fori=1,...,30.
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Proof. See Appendix E.
Corollary 2. Given x,y,z € {0,1}32, the following linear approzimation
Li-(@BHy)e - (zHz) = I - (y & 2)

holds with the probability of 3 + 227272 fori=0,...,30.

Proof. See Appendix F.

Lemma 4. Given x,y, z,w € {0,1}32, the following linear approzimation
I -8Byl - Hw)=I; - (Bz) e I; - (yHw)

has the probability of % + %2_2i_2 fori=20,...,30.

Proof. See Appendix C.

Corollary 3. Let x,y,z,w € {0,1}32, then the following linear approximation
Li-(BHy)e L - (cHz) e [ - (yHw) =TI - (2 0 w)

holds with the probability of % + %2‘2i_4 fori=0,...,30.

Proof. See Appendix D.

For convenience, in the rest of the paper we are going to use bias of approximation rather
than probability that an approximation holds.

3 Brief description of NLSv2

NLS is a synchronous, word-oriented stream cipher controlled by a secret key of the size
up to 128 bits. The keystream generator of NLS is composed of a non-linear feedback shift
register (NFSR) and a non-linear filter (NLF) with a counter. In this section, we describe
only the part of NLS which is necessary to understand our attack. The structure of NLSv2 is
exactly the same as that of NLS except a periodically updated Konst [5]. For more details,
refer to [5] and [6].

3.1 Non-linear Feedback Shift Register (NFSR)

At time ¢, the state of NFSR is denoted by oy = (r[0],...,7[16]) where 7:[i] is a 32-bit
word. Konst is a key-dependent 32-bit word, which is set at the initialization stage and is
updated periodically. The transition from the state o to the state o441 is defined as follows:

(1) re1li] =i+ 1) for i =0,...,15;

(2) m41[1 ] F(re O]9 EH (r [15}<<<9) [ Konst) @ r,[4];

(3) if t = 0 (modulo f16), then

) 7¢+1[2] is modified by adding ¢ (modulo 23?),

) Konst is changed to the output of NLF,

) the output of NLF at ¢t = 0 is not used as a keystream word,
here f16 is a constant integer 2'6 4+ 1 = 65537.

(a
(b
(c
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Konst
T [0]<<< 19 4{}7 Tt[15}<<<9
w
,,,,,,,, WH)
! w(g) : most significant byte of w
S-box | |Skipiack QuT |! o) : most significant byte of o
»(D '
77777777 N ’Jl’ a(r) : first 24 bits of «
@ w
Q(H) QL) I ‘C)‘
n) —P
Y
Tt+1[16]

Fig. 1. The update function of NFSR

The f function The function f is defined as f(w) = S-box(w(g)) © w where w(g is the
most significant 8 bits of 32-bit word w. The main S-box is composed of two independent
smaller S-boxes: the Skipjack S-box (with 8-bit input and 8-bit output) [8] and a custom-
designed QUT S-box (with 8-bit input and 24-bit output). The output of main S-box in
NLSv2 is defined as a concatenation of outputs of the two smaller S-boxes. Note that the
input of Skipjack S-box (that is w(g) is added to the output of Skipjack S-box in advance
for fast implementation. Since the output of the main S-box is added to w again, the original
output of Skipjack S-box is restored. See Figure 1 for details.

3.2 Non-linear Filter (NLF)
Each output keystream word v; of NLF is generated by the following equation.

vy = NLF (o) = (r¢[0] EH r¢[16]) @ (r:[1] EH 7:[13]) @ (r+[6] B Konst). (1)
Note that there is no output word when ¢ = 0 modulo f16.

4 Building linear approximations

In this section, linear approximations of NLF and NFSR are developed for the CP attack
against NLS and NLSv2. The main effort is to derive new approximations of NFSR, which
have a higher bias than those presented in [3]. Note that we adapt the following definition
of the bias for analysis.

Definition 3. A bias € is defined as follows.
1
P= 5(1—i—e),1 le] >0

! ¢ is also known in the literature as the correlation or the imbalance.
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where P is the probability that an approximation holds.

The advantage of the definition is that the bias of the combination of n independent ap-
proximations each of bias € is equal to €™ as asserted by the Piling-up lemma. [7]

4.1 Linear approximations of NFSR

We investigate the bias of the approximation of linear combination of two neighboring bits
of a = S-box(w(g)). As w(gry is an 8-bit input, the bias ¢; can be calculated as follows

256 ’

€; =

Table 1 shows the results obtained by exhaustive search.

lii+1] & [lii+1] e i+l e [ii+1] & |
0,1 0 8,9 [—273%78[[16,17 0 24,25 =275
1,2 275 9,10 | —27° [[17,18] 27 *15 || 25,26 | —271
2,3 21 10,11 | 273578 118,19 —27° [[ 26,27 —27°
3,4 0 11,12 0 19,20 —27° |[27,28] 27°
4,5 | —27% [[12,13] 27° 20,21 [—27 %[ 28,29 —27°
5,6 |—27378[113,14] 27° 21,22 [—27%115][29 30[—27%3
6,7 0 14,15 —27% [ 22,23 27**5 [ 30,31 0

7,8 | —27° 15,16 [—27357%[[ 23,24 —27°©

Table 1. Bias of linear approximations of two adjacent output bits of S-box

According to Table 1, the linear approximation a9 @ asp = 1 has the largest bias of 2723,
We notice that these two bits are involved in Skipjack S-box and this weakness has already
been observed by Biham et al. in 1998. [1]

Since f(w) = S-box(w(g)) @ w, it is clear that the following output approximation has the
bias of 2723,
Iy (W f(w)) =1 (2)

Having Approximation (2), we derive the best approximation of the NLF function. From
the structure of NLF, the following relation is always true.

I - (f(w)e @ 14[4] ® re41[16]) = 0
By combining the above relation with Approximation (2), we obtain the approximation
FQQ . (wt D ’l"t[4] &) Tt+1[16]) =1 (3)

that has the bias of 2723,

4.2 Linear approximations of NLF

The best linear approximation of NLF for our attack is similar to the one which was given
in [3] except that we use the bit position 29 and 30 instead of 12,13,22 and 23. However,
we provide a proof of the bias of the approximation which was not given in [3].
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Lemma 5. Given two consecutive outputs of NLF which are vy and viy1, the following
approximation.

Fi . (Vt ©® Vt—‘,—l) = Fz . (T’t[o] S5 T’t[2] ©® ’f’t[G} 5] Tt[’?} S5 Tt[lg] D T’t[14] ©® T’t[lﬁ} S5 Tt+1[16])
has the bias of 3= (14 2771)2,
Proof. From the non-linear filter function (1), we know that
vy ® vpyp1 = (r:[0) 4 [16]) @ (r¢[1] EH7[13]) & (r4[6] EH Konst)
&3] (I‘t+1[0} BE]TtJrl[lG]) &) (’l"tJrl[l] = Tt+1[13}) D (Tt+1[6] = KOIlSt)
for two consecutive clocks (t,t 4+ 1). Note that r[1] and Konst are used twice in above
expression. Hence, according to Corollary 2, the following two approximations have the
probability of (14 & + £2721) each.
F’L' . (’I"t [6] H KOIlSt) D Fz . (Tt+1[6] H KOHSt) = Fz . (’I"t [6] D Tt+1[6])
[y (ve[2] B [13]) & 13 - (e1[0] B s [16]) = I3 - (14[13) & r4.4[16))
In addition, due to Corollary 1, the approximation given below has the probability of %(1 +
271, respectively.
I - (re[0] B 7 [16]) = I - (74 [0] @ 7[16])
L (resa [ B [13]) = I - (rega [1 © 744 [13])

Hence, the overall bias is (3 + $27271)2 x 272 = (1 4 27271)2, o

Therefore, the best linear approximation of NLF for our attack is
F29 . (Vt D l/t+1) = FQQ . (Tt [0] (&) Tt [2] D Tt [6] D T‘t[7] D ’I"t[l?)] ® ’f't[].4] D ’I"t[].G] D ’l"t+1[16] (4)
that has the bias of 4<(1 4 272%2971)2 2752,

4.3 Linear property of NFSR
Due to the update rule of NFSR, r4;[j] = r44;[i] where 4,5 > 0.

5 Crossword Puzzle (CP) Attack on NLSv2

In NLSv2, the Konst is updated by taking the output of NLF at every 65537 clock. In [3],
authors showed that Konst terms could be removed from the distinguisher by combining
two consecutive approximations of NLF. In this section, the similar technique is adapted
for our attack. That is, the distinguisher are derived by combining the approximations of
NFSR and NLF appropriately in such a way that the internal states of the shift register are
canceled out.

However, we develop more efficient attack on NLSv2 using Approximation (3) and (4) at

clock positions n which are
n=1{0,2,6,7,13,14,16,17}

Note that Approximation (3) consists of non-linear terms and linear terms: Ihg - wy and
Ing - (1¢[4] @ r441[16]), respectively. In the following section, we develop the bias of two
approximations X; and Y; separately which are defined as

Xt = @Fw “(regnld] © reprya[16]), Y= @Fw Wik
ken ken
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5.1 Bias of X,
Due to Approximation (4) and the linear property of NFSR, we know that

Xe =@ oo (resil4] © o141 [16]) = @D Too - (resalk] © rear[k])
ken ken

=I%9 - (Vig4a @ Viys ® Vip17 D Vegas) (5)

The bias of (5) is 2786, The calculations of the bias are given below. The definition of vy
from Equation (1) gives the following equation

Iag - (Vi @ Vigs @ V17 ® Viq1s)

= Ig - (T444[0) EH 74 4[16]) @ Iog - (ve4a[l] EHre1a[13]) ® o - (r144[6] H Konst)

© T - (Tess[0] B ross[16]) @ Tog - (ress[1] BB ress[13]) @ Io - (res5]6) F Konst)
©Io - (rey17[0] EHrir17[16]) @ Ihg - (reya7[1] Hrip17[13]) @ g - (re417(6] H Konst)
@I - (re418[0] H 1e418[16]) & Iag - (rey18[1] EHrep18[13]) @ Ig - (r1415[6] FH Konst)

We can see that several terms are shared due to the linear property of NFSR. Hence, the
approximations are applied separately into four groups as follows.

1. According to Corollary 3, we get

Iyg - (reta[l] e a[13]) © Iog - (rp417[0] B 1117[16]) © I - (re45[0] H ey 5[16])
= Fgg . Tt+17[16] D Fgg . Tt+5[16]

that has the probability of 53 + 327229~ ~ 1(1 4 2729).
2. Due to Lemma 3, the approximation

Iog - (ri45[1] EHre45[18]) & I - (re418[0] E e 418[16]) & Iag - (veq17[1] B ret17[13])
= Ig - (T445[1] © 144513 © 11418[16] © 74417(13])

has the probability of around 2 = (1 +272).
3. Lemma 3 also asserts that the approximation

Iyg - (r¢4+4[6] H Konst) @ Iz - (r¢15[6] H Konst) @ I - (r.417[6] EH Konst)
EBFQQ . (Tt+18[6] = KOIlSt) = Fgg . (7‘,54_4[6} D 7‘t+5[6} S5 Tt+17[6] (&) Tt+18[6D

has the probability of around % = %(1 +2723),
4. Corollary 1 says that the approximation

Iog - (r444[0] B 7y 14[16]) © Iog - (¢418[1] EHre418[13])
= Iag - (1144[0] © 7444[16]) @ T - (14418[1] © 74418[13])

has the probability of 3(1 4 272).

Therefore, the bias of Approximation (5) is 2723 x 272 x 2723 x 272 = 2786,
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5.2 Bias of Y}

Recall that
wi = (r[0]) E (4 [15]?) E Konst

Due to Lemma 2, w; has the following approximation.

Iog - w = Iy - (1[0]"? @ ry[15]Y @ Konst)
= g - 14[0] & Ing - 1¢[15] B 9 - Konst

that has the probability of 2 — £272%2971 ~ 1(1 + 2716). Due to Lemma 5, Y; can be
approximated as

Y, = @Fzg Witk = @(Fw T4 k(0] @ oo - 7441 [15] & a9 - Konst)
ken ken

=T (1 ®vip1) B oo - (Vit15 B Vig6) (6)

The bias of (6) is at least 27104, The detail analysis on the bias will be discussed in Section
5.4.

Notice that Konst terms have disappeared since the binary addition of eight approximations
cancels Konst as presented in [3]. Due to the lack of a keystream word at every f16-th clock,
we can see precisely when Konst is updated. Since the updated Konst has been effective
to all states of registers after the first 17 clocks, the observations generated from the first

17 clocks should not be counted for the bias. Hence, Konst is regarded as a constant in all

approximations 2.

5.3 Bias of the distinguisher

The bias of distinguisher for NLSv2 is derived as follows. From (3), the following approxi-
mation has the bias of 272:3%8 by the Piling-up Lemma [7].

D oo - (wesn @ resnld] @ rep14a[16]) = Xp @Y, =0 (7)
ken

On the contrary, by adding up the approximations of (5) and (6), we obtain the following
approximation

Xe @Yy = Iog - (Viga @ Viys ® V17 D vias) D Tio - (Ve @ viq1) ® Lo - (Veg15 D Vig16) (8)

that has the bias equal to 2786 x 27104 Therefore, by combining (7) and (8), the distin-
guisher on NLSv2 is described by the approximation

Iog - (Vg4 B Vigs B V17 B Vig1s) B Tho - (e S vig1) B Lo - (Vig15 S Vig16) =0 9)
that has the bias of around 2723%8 x 2786  9—10.4 — 9—37.4

2 By this reason, the notation Konst; is not used in the approximations.
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5.4 The bias of Approximation (6)
According to the definition of v; given by (1), we can write the following approximation

o (v © vier1) © Ioo - (Veg1s © Vitie)

= o - (r¢[0] B 7¢[16]) & g - (r[1] EHr[13]) 10 - (r4[6] EH Konst)

@10 - (re41 [0 EH 41 [16]) & o - (rea [ B 7441[13]) & o - (re41[6] B Konst)
©I%0 - (reg15[0] B 7ri415[16]) © I - (reg1s[1] B re415[13]) @ Ioo - (r4415[6] BH Konst)
©I%0 - (re416[0] D re116[16]) © Io - (re416[1] D re416[13]) © I - (r4416[6] EH Konst)
= A1 D Ay @ Az

where

Ay = T'g - (r¢[0) 74 [16]) & Iag - (14415[0) EH 74415 [16])

B0 - (rep1 [ EHre1[13]) © Tao - (re16[1] H 7e416[13])
Ag = Tg - (re[1] B re[13])) @ o - (1e415[1] EH re415[13])

®I0 -+ (re41[0] EH 71 [16]) © Ioo - (re416[0] EH rey16[16])
Az =T - (r¢[6] H Konst) @ I - (r¢415[6] EH Konst)

@I - (re41[6] H Konst) @ I'ng - (r¢416[6] H Konst)

In order to determine the bias of Ay, Ay and Az, the following two lemmas are required.

Lemma 6. Given z,y,a,b,c,d,k € {0,1}32, the following approzimation has the bias of
2731 when i > 0.

- (zBHa)® I - (yEAbD) @ I - (xHe) @ I3 - (yHd)
=T - (@EbEE) @ I} - (cHdEE)

Proof. (Sketch) We assume that x = 0 and y = 0 since the variables x and y are independent
on the expressions (¢ EHbEE) and (cEHdHE k). Then, the approzimation being considered
is simplified as follows.

—4i-1" (R(a7b) @R(CLEE]I), k)) &I (R(C’d) @R(CEE]dv k))

By using the recursive relation (11) in Appendiz B and by counting appropriate probabilities,
we get

33 1
A= (14273

59 2( + )
Since Pr{(R(a,b) © R(aEH0b,k));) @ (R(c,d) ® R(cEHd, k));) = 0] is identical to Pr[l;_; -
(R(a,b) ® R(aEHb,k)) ® Ii—1 - (R(c,d) @ R(cEHd, k)) = 0], the lemma holds. See Appendix
G for details.

Pr((R(a,b) ® R(aEHb, k) ® (R(c,d) © R(cEHd, k))@:) = 0]

Lemma 7. Given x,y,z,w,a,b,c,d, k € {0,1}32, the following approximation has the bias
of 2742 when i > 0.

Li-(zBHa)e ;- (yEHb) @ I; - (2:He) @ I; - (wHd)
=0, -«cBHyBk) oL «cBHVBE) S cHwBE) & I; - (cBHIHE) (10)
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Proof. (Sketch) Suppose k = 0. Then, the approzimation (10) is divided into two independent
approzimations as follows.

I (zHa)o ;- (yEBHbD) =1 - (xBy) o ;- (aEHD)
Li-zHo eI - (wHd) =TI - (zEHw) @ I} - (cEHd)
By applying Lemma 4 twice, we see that above approzimation has the bias 0]‘%(1—}—2_%_2)2 ~

2732 fori > 0.
For k=1,2,...,2% the bias of (10) has the following properties.

— the bias decreases monotonously for k =1,2,...,207 1,

— the bias increases monotonously for k=2"14+1,... 2%

— the bias is the highest at k = 2° and is the lowest (around zero) at k = 2¢~1.

This bias pattern is repeated for k =2 +1,...,20%2 — 1. If i > 0, the overall bias of (10) is
around a half of the highest bias, which is 2732 %« 271 = 27%2, Hence, the lemma holds.

A7 : From the definition of the rotations, we know that

Al =I5 (’I”t [0]<<<19 == Tt[16]<<<19) @ I - (Tt+15[0]<<<9 = Tt+15[16]<<<9)

@I - (re41 [ B 11 [13]5°) @ Dog - (rer16[1] < B ey 16[13] <)

According to Lemma 7, the following approximation has a bias of 2742,

Ay =Ty - (1 [O]<<<19 & rt+15[0]<<<9 H Konst) & I'ag - (r[16] K19 Tt+15[16]<<<9 [H Konst)
@l - (reg [1J< H 7‘t+16[1]<<<9 FH Konst) © Iog - (ri41[13] < B 74416[13] <" & Konst)

=TI - (Wt D wip16 B wWito D Wiy1a)

A, and Az : Due to Lemma 6, we can write the approximations

Ay = Iy - (re[1] Y EH r115[1]%) & Iyg - (r[13]1 H ry115[13]<7)
@I - (re1 [0 B 7 416[0]%) ® Dog - (1441 [16] 1 B 116[16]<7)
= Iog - (re 13 By 115 [13]° H Konst) @ Ihg - (1441 [16] < 7y 4 16[16]<<° EH Konst)
= I - (Wi13 D wit17)
Az = Ty - (r4[6] <Y E 7y 415[6]9) @ g - (Konst< H Konst<?)
DIog - (rt+1[6]<<<19 == rt+16[6]<<<9) @ Iy - (Konst<<<19 == Konst<<<9)
= Ibg - (r4[6] < B 7y 415[6] <Y H Konst) © g - (1441 [6] < Hryy16[6]<° H Konst)

= I - (Wir6 D wit7)

with the same bias of 2731, Thus, Approximation (6) has the bias of 2~ (4:2+3:1x2) — 9=10.4,

5.5 Experiments

The verification of the bias of Distinguisher (9) is not directly applicable due to the re-
quirement of large observations of keystream. Instead, our experiments have been focused
on verifying the biases of Approximation (5) and (6) independently. Figure 2 shows that the
graphs follow the expected biases of those approximations.
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X 10"

T T T T
Bias of Approximaton (5)
45+ ——u— Bias of Approximation (6) |-
- =786
4r B i

1) Lo
8 25 B
a

. . . . . . . . .
0 1 2 3 4 5 6 7 8 9 10
keystream x10°

Fig. 2. The biases of Approximation (5) and (6)

6 Conclusion

In this paper, we present a Crossword Puzzle (CP) attack against NLSv2 that is a tweaked
version of NLS. Even though the designers of NLSv2 aimed to avoid the distinguishing attack
that was constructed for the NLS, we have shown that the CP attack can be applied for
NLSv2. The distinguisher has a bias higher than 274° and consequently, the attack requires
less than 280 observations which was given as the security benchmark by the designers.
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13
A Recursion Relation

Let us remind a calculus on recursion relation. Assume that we have the recursive relation

Ty =T Tp_1+C
then, we can write

r1=71-29+cC,

To=r-21+c=1>zotrcte, -, Tp=1"-z0+c(ltrd---Fr"h).
If r #£ 1, we get

1—pn
Lbrdr?g g te 20

1—r
Thus, x,, can be expressed as follows.

1 —pn
o=y
1—r

If r =1, then z,, = 29 + ¢ n.

B Proof of Lemma 2

From Definition 2, we obtain

L (zHy@BHz) =1 - (e@yd 2) & Lo - (R(z,y) @ Rz Hy, 2)).

Thus, our task is to find Pr{l;_; - (R(z,y) ® R(zHy, z)) = 0]. Let us denote
— Li=26) ®yu © 26
— Qi = 2@)Yu) DYa)2a) D 20)Ta)
— Ti = zmye 26
Assume further that X; and Y; are defined as follows.
X; £ R(z,y)@) ® R(xBy,z)u

= Zw)Ya) DY) 26 D 2T D (T ® Yu) © 24)) (R(@,y)i—1) © R(xHy, 2)-1)) ©
R(z,y) -1 Rz By, 2)6-1)

=Qi®L;X;10Yi
Y; £ R(z,y) iRz By, 2) )

= 2y 2a) (R(@, y) -1y ® R Hy, 2)i-1)) ©

(@)Y ® Y2 © 262 6) B2, y) -y R By, 2) 61
=TiXi—1® QY51

Since Q; - L; = T;, the following relation between X; and Y; holds
Y, = Q:X; @ Q.

Let us find out the Pr[X; = 0]. We start from the equation X; = Q; ® L; X;_1 @ Y;—1 and
replace Y;_1 by V;_1 = Q;_1X; ® Q;_1, so we find

Xi=QiOLiX; 10Yi1=Qi®Qi—1 D (Li ®Qi—1)Xi—1.

(11)
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This gives us
1 1 1 1
P’I“[XZ = O] = §PT[X7;,1 == O] + 1(1 - PT‘[XZ‘,1 = 0]) == 1 + iPr[Xiil == 0]
Therefore, applying the recursion relation from Appendix A, we obtain
1 1

PriX;=0] =2+ g2*2”*1. (12)

Note that Pr[Xo = 0] = Pr{z)y0) @ ¥0)%0)  2(0)%(0) = 0] = 4. From our definitions, we
can write that

Fioi-(Rlx,y) @R(eHy,2) =Xi1@X;=Qi®(Li®1)X;_10Y;
=QiPQi1®(L;i®Qim1 @)X,

Therefore,

PriQ; ®Qi—1 =0] = %, if X;_1=0,

PT[Fi_l-(R(l’,y)@R(IEE]y,Z)) :0} _{ PT[Qz@-Lz@l:O] _ %7 if X, ;=1

By applying Equation (12), we get the final result

Prilioy- (R(z,y) @ R(z By, 2))] =

WD =W =

C Proof of Lemma 4

Our task is to determine the probability that the following approximation is true:
Li-clHy)o ;- (zHw) =1 - (e@Hz) @ I; - (yHw).

We add both sides of the approximation and are going to find the probability that it becomes
zero. So we have

I-Hy) ol - cHw) e I - («Bz) @ I; - (yHw)

=TI 1-(R(z,y) ® R(z,w) ® R(x,2) ® R(y,w))

= T © 20 W) D ()26 B Ymwa) D (26 Sy S DR, y)i-1)

D2 B wey © D R(z,w)(i—1) © (@) D 2y © D R(w, 2)(i-1) © (i) © wiy © 1) R(y, w) -1
24

Then, A; can be split into eight cases according to the values of (), Yy, 2(:), w(;)) as follows:

- (0707070)7(1717171) : R(.’E, y)(i—l) 2] R(Z, w)(i—l) D R(:E, Z)(i—l) S R(yv w)(i—l)
- (0703071)7(1317170) : R(xay)(i—l) S R(xv’z)(i—l)
- (07031,0)7(1317071) : R(Ia y)(i—l) S5 R(y7w)(i—1)
~ (0,1,0,0),(1,0,1,1) : R(w, 2)(i_1) ® R(2,w) 1)
- (170’070)7(0’17171) : R(y7w)(i71) D R(Z,’LU (i—1)
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- (0307171)7(1717070) : R(.’IZ‘, y)(zfl) @ R(sz)(ifl) @1
- (07130,1)7(1307170) : R(IE, Z)(i—l) S5 R(yaw)(i—l) &1
- (0,1,1,0),(1,0,0,1) : 0

In order to compute Pr[A; = 0], the following three probabilities are required.

— ;= Pr(R(z,y) ) @ R(z,w)s) © 1= 0]
— B = P?”[R(:E,y)(i) D R(xvz)(i) =0]
= % = Pr(R(z,y) o) © R(z,w) ) © Rz, 2) ) © Ry, w) ) = 0]

They can be used to state that

1 1 1 1
Pr[A; =0] = Zai_l + Eﬂi—l + g%‘_1 + 3

Now the probabilities «;, ; and ; are computed as follows.

(1) From Lemma 1, we get

3 1 1

I o 4:7_2722'73
o 3 + 4041 1 = o 5
(2) Using Appendix F, we write
1 1 2 1 -
=+ =01 = == + o272
B 5T 4ﬁ 1 & 313

(3) By definition, we see that

R(z,y) i) ® R(z,w) i) @ R(x, 2) ;) @ Ry, w) )
=ZH)Ye) D 20)We) D T 2a) D Yo we) D (Tae) S Ya) R(@,y) 1)

®(25) ® weey)R(z, w)(i—1) © (T(3y B 2(0)) BT, 2) (i-1) © (Y(a) © weiy) Ry, w) (i)

According to the values of (z(;), Y@, 2(:), w(i)), we consider the following cases:

- (0707070)’(1717131) :0
- (0,0,0,1),(1,1,1,0) : R(z,w)i—1) @ R(y,w)q—1)
— (0,0,1,0),(1,1,0,1) : R(z,w)i_1) @ R(x,2) (-1,
- (0,17070),(17071,1) : R(m7y)(l—l) @ R(y7w)(1—1)
- (17070’0)a(071’151) : R(xvy)(zfl) D R(xaz)(ifl)
- (0,071,1),(171,0,0) 1o R(.’E,Z)(i_l) 2] R(va)(z’—l)
- (0,1,0,1),(1,0,1,0) : 1 ® R(x,y)(i,l) ) R(z,w)(i,l)
- (0717170)’(1707031) : R(xay)(i—l) D R(Z7w)(i—1) S R(l‘, Z)(i—l) D R(yaw)(i—l)
Hence, we establish that
1 1 1 1
M= g1t 551‘—1 t3r1tg
1 —36—j—1) 1 <= —3(i—j—1) —3i 1 —3
:Zzajz J +§Zﬁj2 I 427+ o (1-27%)
Jj=0 Jj=0
_2 n 12—21‘—2

3 3

15
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Therefore, the probability given in Equation (13) becomes

1 1 1 1
Pr[/lz-:O]zzai,1+§ﬂi,1+§%,1+§

1.1 : 1.2 1 , 1.2 1 , 1

2—21—1 (= 72—27‘ (= 72—2l -

4(2 )+2(3+3 )+8(3+3 )+8

2

= 2—21 2

3+3

and gives the final result.

D Proof of Corollary 3

We take both sides of the approximation, add them and find the probability when it becomes
ZEero So

Li-(zlHy)o L - (cHz) @ ;- (yHw) & I; - (20 w)

=TI (R(z,y) ® R(z,2) © R(y, w))

=2@Yu) D (e ©yu) @ DR, y)-1) © 25 26) D (T6) D 2() © 1) R(%, 2)(i—1)
DY Wy D (Y ®wey D LR(y, w) 1)

Next, the expression I;-(R(x, y) D R(z, z) B R(y, w)) is split into the following cases according
to ()5 Y(ays 2()> Wy ):

- (0,0,0,0) : R(z,y)i—1) ® R(x,2)(i-1) ® R(y, w)i—1)

- (L,L,L,1):1® R(x,y)i-1) ® R(x, 2)(i—1) ® R(y, w)i—-1)
— (1,0,0,0) : R(y,w)—1), (O 1,1,1) : 1® R(y, w)i—1)
— (O, 1,0,0) N R(l’,Z)(Z 1) (].707 1, 1) N 1@R($7Z)(,L_1)

- (0,0,1,1) : R(z,y) -1y, (1,1,0,0) : 1 ® R(z,y)@i—1)

- (0707170)7(1717071) R(LC y)(z 1)@R(y7 )z 1)

- (0,1,0,1),(1,0,1,0) : 1 ® R(z,2)(—1) ® Ry, w)i—1)

- (0707071)7(1717170) : R(LC, )(z 1) EBR(.’E Z)(l 1)

- (0,1,1,0),(1,0,0,1) : 0

Note that there are four pairs which are complement of each other. Using the notation of
Appendix C, we get

i = Pr{1@ R(z, 2); ® R(y, w); = 0] = % _ g2
Bi = Pr(R(z,y); ® R(z,2); = 0] = Pr[R(x,y); ® R(y,w); = 0] = % + éQ*QP?
Therefore, we get the final result
Prlioy - (R(z,y) & R(z, z) & R(y, w)) = 0]
_® }2—21—4
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E Proof of Lemma 3

Let us denote @, (;) as

D iy = R(w1, k) iy © R(w2,k) iy @ -+ @ R(n, k)5

E.l1 Pr[®, ) = 0]
By definition, R(z,k)u) = z@i)ka) © (26 © kuy) R(z, k) i—1). Thus,
P (i) = ki) (T1,6) D 2,6) B+ B Ty (1) B (1,05) B iy R(@1, k) (i-1) ©
(22,(5) ® k(i) R(22, k) (5-1) ® -+ ® (20, 5) B ko)) R(@n, k) (i-1)
Then, &,, (;) has the following properties.

- Iy, x4 (;y = 0, then there exists a pair of (21,(;y, Z2,(5), - - -, Tn,(i), k(i)) Which generate
the same &,, (;). For instance, (21,;y, Z2,(iys - - - » Tn,(3), k(i) and (10x1 (), - . ., 1Dy, (3, 1D
k(iy) produce the identical @, ;).

-1 dp;, 7y ;) = 1, then there exists a pair of (z1,(;),2,3), - - - Tn, (i), k(i) Whose P, ;)8
are complement each other. For instance, (21,¢;), 2,33 - - - » Tn, (i), k@iy) and (1D x5, 1@
T (i)s -+ > 1 @ Ty (), 1 © k) produce a complement @, (;) each other.

Hence, by defining, P, ;) = Pr[@,_, R(x:, k) = 0], we get

n/2

1 n n 1 1 n
P, = 2P, (i = -+ — Py, i
n,(2) on+1 [; (27’) 2r,(i—1) + ; (27. + 1)] 4 + on ; (27_) 2r,(i—1)

where Py = 1.

Hence, when ¢ > 0,

n—+ 2
P, =~
O 9+ 1)

E.2 Pr[{)n’(i_l) (&>} @n,(i) = 0]
By definition, we can write (x EH k) ) = 23y ® k) @ R(x, k)(;—1). Thus, we get
L (B - (02BE)® - o (e, BE) ST (11 Gy @ @ 3y)
=T;_1 - (R(z1,k) ® R(x2,k) ® - ® R(xp, k))
=@y (i-1) D Pn,(s)
= k(i) (21,) B T2,5) D+ B T, (3)) D (T1,(6) B k(i) © 1) R(21, k) (i-1) D
(ﬁCQ,(i) &) k?(,-) @ 1)R(x2, k)(i—l) DD (xm(i) D k(i) @ 1) R(xy, k)(i—l)
As before, we can get the following equation

n/2

1 1 n
Pr(®y, (i—1) @ Pp,i) = 0] = 1 + o Z <2r> Py o (i1
r=0

1 1 n
! + on Z (n — 27“) Pozri-)
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Therefore, when i > 0, we have

n—+ 2

Pri®, i—1) ® Pp,i) = 0] = Wt D)

which concludes the proof.

F Proof of Corollary 2

From Definition 2, we write
R(z,y) ) ® R(,2) ) = Ti)Y) © (T@) © Ya)) R(T, y) (i-1) © )20y D (T(3y © 2(5)) R(T, 2) (i-1)
Then, according to (2(;), Y@y, 2(i)), the expression R(x,y)) @ R(x, 2)(;) is split as follows.

),(1,1,1):0

)a (17070) : R(xvy)(ifl) D R(.’L‘, Z)(ifl)

) : R(xv’z)(i—l)v (Oa 1a0) : R(xvy)(i—l)
):1® R(z,2)-1), (1,0,1): 1@ R(z,y)-1)

We can see that the third and fourth are pairwise complement with the probability of %
each. Hence,

1 1 1
Pr(R(z,y)u) © R(z,2) ) = 0] = i 2 3T ZPT[R(% Y)(i-1) © R(x, 2) 1) = 0]
1 1
=5 + ZPT[R(%Q)(FD @ R(z,2)(i-1) = 0]

Using the recursion relation from Appendix A, we state that

2 1.

Applying Definition 2, we can get

Li-lHy) el -(clHz) el - (yo 2)
— 451" (R(xay) @ R(CC,Z))
=2 Yi) D (T ©Yu) © DR, Y) (i—1) © (i) 26) © (2a) © 2() © 1) R(x, 2) (5-1)

Therefore, arguing in similar way as above, we establish that

1 1
2 ZPT[R(xay)(i—l) @ R(z, 2)(i-1) = 0]
2 1 ;

= 4072
3 + 3

Pril; - (R(z,y) ® R(x, z)) = 0]

Il
|
4

G Proof of Lemma 6

From the approximation being considered, w.l.g we assume that £ = 0 and y = 0 since the
variables z and y are independent on the expressions (¢« EHbEH k) and (cHdIH k).
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Then, the approximation is simplified as follows.

=1 1- (R(a7b) @R(aEElbv k)) &li1- (R(C’d) @R(CEE]dv k))

Using the recursive relation (11) in Appendix B, we have

(R(a,b) ® R(aEb, k)@ ® (R(c,d) ® R(cEBd, k)

= Q1,() ® Q1,(i—1) ® (L1,(5) D Q1,(i-1))(R(a,b)(i—1) © R(aEH b, k) ;1)) ©

Q2,3i) ® Qa,(i—1) ® (La,(i) ® Qa,(i—1)) (R(c,d)(i—1) © R(cEHd, k)(i-1))
where Q1) = aq)be) © bk © kaaw), Qz2,a) = ciyde ® dwka) © kacae), Lie =
ag) ® by © k(i) and Ly, ) = ¢y © dg) © Kiy-
According to the values of ten variables (a(i), b(i), C(i)> d(i), k(i), A(i—1)> b(i—l)a C(i—1)» d(i—l)a k(i—l))7
the above expression is simplified as a function of (R(a,b);—1) © R(aEHb,k);—1)) and
(R(c,d)i—1) © R(cEHd, k)i—1))-
Hence, by counting appropriate probabilities, we get

Pr((R(a,b) ® R(a@b,k)) ) @& (R(c,d) & R(cEd, k) = 0]

- %i - 634 - Pr((R(a,b) ® R(aEb,k)) -1y = 0] — 634 - Pr{(R(c,d) ® R(cEd, k)) 1) = 0]

+6£4 : PT[(R((Z, b) S¥) R(a == b, k))(i—l) 57 (R(C, d) S>) R(CEE] d, k))(z—l) = O]

From Lemma 2, we know that

1 1

Pr[(R(a,b) ® R(aEb, k));-1) = 0] = Pr[(R(c,d) ® R(cEHd,k));-1) = 0] = 3 + 32_2”1
Therefore, by the recursive relation of Appendix A, for i > 0,
3 1
Pr{(R(a,b) ® R(aBb, k)i ® (R(e,d) ® R(cEHd, k)i =0l = o5 = 5 (1 + 272

Since Pr[(R(a,b) ® R(aEHb, k)i @ (R(c,d) ® R(cHd, k));) = 0] is identical to Pr[I;_q -
(R(a,b) ® R(aEb, k) ® -1 - (R(c,d) ® R(cEHd, k)) = 0], the lemma holds.



