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Abstract

In new distributed,key-orientedaccesscontrol systems
such asSPKI,accessright aredelegatedbya freelyformed
networkof certificates.We formalizetheconceptof a dele-
gationnetworkandpresenta formal semanticsfor thedel-
egation of accessrights with certificates. Thecertificates
canhavemultiplesubjectswhomustco-operateto usethe
authority. Somefundamentalpropertiesof the systemare
proven,alternativetechniquesfor authorizationdecisions
arecomparedandtheir equivalenceis shownrigorously. In
particular, weprovethatcertificatereductionisa soundand
completedecisiontechnique. We alsosuggesta new typeof
thresholdcertificatesandproveits properties.

1 Intr oduction

New key-orientedaccesscontrol systemsoffer a fully
distributed alternative to traditional hierarchical,identity-
orientedschemes. In the new systems,accessright are
boundto a key, not to the identity of theownerof thekey.
They aredelegatedfrom key to key with chainsof signed
certificates.Thesecertificatesform a network of trust re-
lations betweenthe keys. This way, local authoritiesare
freeto form trustrelationswithout theneedfor thekind of
globalhierarchyof trustedserversas,for example,in X.509
[4].

Thegoalof thispaperis to presentanabstractmodelfor
thenetworksof delegationformedbypublic-key certificates
betweenkeys. We formalize the conceptof a delegation
networkandpresenta formal semanticsfor thedelegation.

The model is usedfor proving the equivalenceof sev-
eralmethodsfor accesscontroldecisions.In particular, we
show thatthecertificatereductiontechniqueof [5] is sound
andcompletewith respectto ourdefinitionof authorization.
Theoreticaltreatmentof thetopic allows usto focuson the
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essentialfeaturesof the systemsinsteadof lengthytechni-
calspecifications.Thismadeit possibleto developefficient
algorithmsfor accesscontrol decisionsfrom a databaseof
certificatesin [2].

Notabledifferencesbetweenout model and traditional
capability-basedsecuritymodels[9] arethatthedelegation
certificatescanbeissuedby anyonewithoutspecial“grant”
rightsandevenbeforetheissueritself hasobtainedthedel-
egatedrights. Instead,the delegatedrights are limited to
reflectthelevel of trustto thereceiving keys. Moreover, the
complexity of our model arisesfrom joint-delegationand
thresholdcertificates,i.e. certificatesthatareissuedto a set
of subjectswho mustco-operateto usetheauthority.

We representthe delegation networks as graphsand
make accesscontrol decisionsby finding paths in the
graphs. An alternative approachcould be to definea log-
ical languagefor describingdelegationand to make deci-
sionsby proving theoremsof the logic. It appearsthat the
accesscontrol calculusof Abadi et al. [1, 6, 10] could be
adaptedfor thepurpose.However, thecalculuswasdevel-
opedbeforekey-basedsystemsandit doesnotdirectlysup-
portanonymouskeys in thecertificatechain.

Thethreemostprominentproposalsfor distributedtrust
managementon opencommunicationsnetworks areSPKI
certificates[5] by Ellisonetal.,SDSIpublickey infrastruc-
ture[8] by RivestandLampson,andPolicyMaker local se-
curity policy database[3] by Blazeetal. In thedevelopment
of ourtheory, wehavemostoftenreferredto theSPKIspec-
ification.

We begin by definingdelegationnetwork anddiscussing
subnetworks in Sec.2. Sec.3 shows how the delegation
can be visualizedas trees. The soundnessand complete-
nessof certificatereductionareprovenin Sec.4. In Sec.5
wesuggestaslightly generalizedversionof SPKI threshold
certificatesthataddsflexibility to certificatemanagement.

2 Delegationnetwork

We start by defining a structurecalled delegation net-
work in Sec.2.1. It consistsof keysandcertificatesfor del-
egatingauthorizationsbetweenthekeys. Theauthorization
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arerights to performsetsof operations.This is detailedin
Sec.2.2. In Sec.2.3wecontinueby formulatingtheautho-
rizationsproblem,i.e. thequestionof who is authorizedto
whichoperations,in termsof thedelegationnetworks.Sub-
networks and a fundamentalresult on their existenceare
presentedin Sec.2.4.

2.1 Definition of delegationnetwork

We definea delegation network as a directedbipartite
graph. In a bipartitegraph,the nodesaredivided into two
partitionsandall arcsaredrawn betweenthepartitions. In
a delegationnetwork, thepartitionsarecalledkeys (theset�������

) andcertificates(the set 	 ��
��
� ). The certificatesare
annotatedwith authorizations(the set ��� ����� ). The direc-
tions of arcs(the ������� relation)point from the issuerkey
to thecertificateandfrom thecertificateto thesubjectkeys.
With thecertificate,theissuerdelegatesto thesubject(s)the
right to (jointly) requestsomeoperationsto beexecuted.At
our level of abstraction,the keys areprimitive dataitems.
Therelationsbetweenkeysaredeterminedby theirconnec-
tions to the certificates. This way, we abstractaway the
cryptographythat will make keys andcertificateswork in
implementations.The authenticityof the certificatesmust
have beenchecked by verifying signatureon them at the
time thecertificateswereenteredinto thedatabase.Theset
of authorizations,on the otherhand,will begivena struc-
turein in Sec.2.2.

Definition 1 (delegationnetwork) A delegation network
is a 5-tuple �����! �������#" 	 ��
��$�#" ��� �%�&�'" ������� ")( � ���+* such
that

1.
�,�-���

is a setcalledkeys,

2. 	 �-
��$� is a setcalledcertificates,

3. ��� ����� is a setcalledauthorizations,

4. �.�/���10 �,�-���32 	 �-
��$��4 	 �-
��$��25������� is called a
flow relation,

5. for each 6879	 �-
��$� , there is a uniquekey :;7 �������
such that  $: " 6 * 7;�.�/��� . Thiskey is called the issuer
of 6 .

6. for each 6<7=	 �-
��$� , there is at leastoneandat mosta
finite numberof keys : such that  
6 " : * 7>�.�/��� . These
keysarecalledthesubjectsof 6 .

7.
( � �%�8? 	 ��
��$�A@CB ��� �%�&� mapscertificatesinto autho-
rizations.

Accordingto thedefinition,a certificateis connectedto
two or moreotherkeys. For exactly oneof thesekeys, the

arc is directedtowardsthe certificate. This key is the is-
suer, i.e. signer, of thecertificate.Theotherkeys,subjects,
are the keys to whom the certificatehasbeengiven. The
function

( � ��� attachesto eachcertificatethe accessrights
delegatedwith it.

Whena certificatehasmorethanonesubject,theideais
thatall of themmustco-operateto usethe authoritygiven
by thecertificate.Normally they do this by furtherdelegat-
ing theauthorityto asinglekey. Hence,acertificateis made
weakerby addingsubjects.

We limit thenumberof subjectsfor eachcertificateto fi-
nite althoughthenumberof certificatesin thenetwork can
be infinite. This makessensebecauserepresentingan in-
finite setof cryptographickeys in onecertificatedoesnot
seemimplementablebut thenumberof certificatesretriev-
ablefrom a computernetwork canbeunlimited.

In practice,thecertificatesmayhaveotherfieldssuchas
limitationson the propagationof the accessrights to other
subjects.Adding a no-redelegationbit to themodelwould
be straightforward but we have chosento leave it out for
simplicity. In any case,the primary mechanismsfor pa-
rameterizingtrust to thesubjectis to limit the valuein the
authorizationfield of thecertificate.

The certificatescould also be definedasa relation be-
tweenkeys. Wehavechosenthegraphapproach,becauseit
makesthetheorymorevisualandwewill draw ideasfor de-
cisionalgorithmsfrom graphtheory. It shouldbenotedthat
if all certificateshave only a singlesubject,the nodesrep-
resentingthemhaveonly oneincomingarcandoneleaving
arc.In thatcase,thecertificatescanbepicturedasannotated
arcsbetweenthekeys.

Notealsothatwe allow delegationnetworksto have cy-
cles, i.e. a key candirectly or indirectly delegateto itself.
Thiskind of cyclic delegationnaturallywill notgivethekey
any new rights. It merelymeansthatthealternativepathsof
delegationform loops. To avoid complexity in definitions,
wedonotwantto disallow evendirectdelegationto selfal-
thoughit is neverusefulin practice.Wewill, however, show
(in Theorem8) that in somesituationsit sufficesto look at
partsof delegationnetworkswith no cycles. Thereforewe
give thefollowing definition.

Definition 2 (acyclic) A delegationnetworkwith flowrela-
tion ������� is acyclic iff the networkhasare no cycle, i.e.
loopingchainsof certificates
 $:�D " 6ED *-"  $6ED " :#F *�"  $:GF " 6-F *-"  
6�F " :GH *�"�IEI�IJ"  
6-K�LMD " :#K * 7N�.�/�'�
where :&DO�P:GK .

Fig. 1 shows an exampleof a delegationnetwork. For
simplicity, the certificatenodesare not explicitly drawn.
Thearrowsin thefigurerepresentbothcertificatesandtheir
incomingandoutgoingarcs. On the certificates,we have
markedtheaccessrightsdelegatedby them. Only onecer-
tificatehasmorethanonesubject.Thenetwork hasa cycle
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Figure 1. A delegation netw ork

althoughno accessright areactuallydelegatedall theway
aroundthecycle.

Thedelegationof accessrightswill be formally defined
in Sec.2.3but we cangive thefollowing intuitive interpre-
tation for the figure. : D could, for example,be the key of
a databaseserver. In that case, : F and : H belongto two
trusteeswho cantogetherbut not aloneauthorizeaccessto
theserver. Key :#b getstheright to operationread( c ) from
both trusteesandfurther delegatesit to :Gd . No otherkeys
havesufficient rightsto accesstheserver.

2.2 Set-typeauthorizations

The
( � �%� function specifiesthe accessrights delegated

with a certificate. The structureof the authorizationsde-
pendson whatkind of accesstakesplacein thesystem.

Often, authorizationsare a setsof operationsthat the
subjectof thecertificateis allowedto request.In thatcase,
the result of a seriesof delegationsis given by the inter-
sectionof theoperationsetsallowedin thedelegationsand
theresultof obtainingaccessrightsfrom severalsourcesis
givenby theunionof theoperationsets.

Definition 3 (set-typeauthorizations) Settypeauthoriza-
tionsareformedbya latticeof subsetsof asetof operations.

Thus,theauthorizationsaresetsof operations,��� ����� 0egf-hji+�)k
(thepowersetof

hliC�
) for someset

hji+�
. Theword

latticein thiscontext meansthattheunionandtheintersec-
tionof any two authorizationsmustalsobeanauthorization.

If ���m�n �,�-���#" 	 �-
��$�#" ��� �%�&�'" �.�/��� ")( � ���C* is a dele-
gationnetwork, theset

hji+� � 4 ��� �%�&� is calledtheopera-
tionsof ��� .

The set-typeauthorizationshave the advantagethat the
right to perform eachoperationcan be consideredsepa-
rately. Certificatescan be presentedtogetherto demon-
stratethe right to the union of the accessrights delegated
by eachof them. This makes the implementationof the
systemstraightforward. It would be possibleto defineau-
thorizationswith morecomplex structure,for example,by
allowing arbitrarypolicy functionsfor combiningthemas
in [3].

2.3 The authorization problem

We will now definehow theaccessrightsaretransfered
from key to key in a delegation network. This is proba-
bly themoststraightforwardway to definethesemanticsof
theauthenticationnetworkssinceit raisesdirectly from the
intuitivemeaningof thecertificates.Accessrightsaretrans-
feredto the setof subjectswho all mustdelegatethe right
to thesamekey, possiblyvia otherkeys. Whenthereis only
onesubject,thatsubjectcanaloneuseor delegatetherights.
Of course,everykey completelytrustsitself.

Definition 4 ( o+pjqsrJt+uGv$wyxGz relation) Let ���{�| �,�����G"
	 �-
��$�#" ��� �%�&�'" �.�/��� ")( � ���C* be a delegationnetworkwhere
the authorizationsare set-type. Denoteby

hji+�
the opera-

tionsof �3� . Therelation
( � ��� � 
�}/~)���)��� 0 ��������2��,�-���C2hji+�

is thesmallestthree-placerelationsuch that

1. if :�7 �������
and ��7 hji+�

, then  $: " : " � * 7( � �%� � 
�}/~)������� , and

2. if ��7 ( � �%�Mf 6 k ,  $: D " 6 * 7n�.�/�'� , and  $: " : F " � * 7( � �%� � 
�}/~)������� for all : such that  
6 " : * 75������� , then
 $: D " : F " � * 7 ( � ��� � 
�}/~)������� .

Lemma 5 With theassumptionsof Def. 4, there is a unique
smallestrelation (with respectto set inclusion) satisfying
thetwo rulesin thedefinition.

Proof The intersectionof all relationssatisfyingRules1
and2 is thesmallestsuchrelation. �

Notethatthedefinitiondoesnot referto thegraphtermi-
nologyat all. In Sec.3 we will giveanequivalentformula-
tion basedon treesin thegraph.

Often we will write
( � �%� � 
�}/~)��������f : D " : F " � k in predi-

catenotationto denote $: D " : F " � * 7 ( � ��� � 
�}/~)������� . If �]���
is a setof operations,and

( � ��� � 
�}/~)�-�)����f : D " : F " � k for all
��7��]��� , we write

( � ��� � 
�}/~)�-�)����f : D " : F " �]��� k .
When

( � �%� � 
�}/~)�-�)����f : D " : F " � k is true,we saythat key
:&D delegatesauthorizationfor operation� to key :GF in ��� .
This is thecentralquestionto bequeriedfrom adatabaseof
certificates,calledtheauthorizationproblem.

The authorization problem

In a databaseof certificates,does a key : D delegate
authorizationfor operation � to anotherkey : F , i.e. is( � �%� � 
�}/~)�-�)����f : D " : F " � k truein thedelegationnetwork?

For example, in the network of Fig. 1,( � �%� � 
�}/~E�-�&f : D " : d " c k is true,but
( � �%� � 
�}/~)����f : D " : d "s��k and( � �%� � 
�}/~E�-�&f : D " :G� " c k are not true becausethe delegation

path through :GF is missing. It should be noted that the
two pathsdelegating the right c from :�D to :#d partially
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overlap. In contrastto modelswherecertificatesconvey
identity insteadof authority(e.g.[11, 7]), independenceof
thedelegationpathsdoesnot affect theconfidencelevel of
theconclusionsin ourmodel.

Usually, the ideais thata client is entitledto requestan
operationfrom aserver if thereexistsa chainof certificates
in whichtheserver itself authorizestheclient to thespecific
operation. In addition to the certificatechain, the server
only needsits own authenticpublickey to verify theaccess
rights.

The ideaof minimality in Def. 4 is thatall tuplesin the
relation

( � �%� � 
�}/~E�-� shouldhave an explicit reasonfor be-
ing there.A straightforwardconsequenceof theminimality
is that in order for a triple  $:�D " :#F " � * to be in the relation( � �%� � 
�}/~)�-� , oneof the Rules1 and2 mustbe the reason.
Thatis, either : D ��: F or thereis a certificateissuedby : D
suchthatall its subjectsauthorize: F for thesameoperation.

In addition, the minimality of
( � �%� � 
�}/~)�-� meansthat

looping or infinite chainsof certificatesdo not add to the
relation. A consequenceis that in orderto have effect, any
path of delegation must end in a certificatethat hasonly
a singlesubject. This is statedformally in the next theo-
rem. Although the theoremdoesnot dependon any con-
ceptsother than thosepresentedso far andcould thus be
proven here, the proof is delayedtill the end of Sec.2.4
wherewehavesometechnicallyconvenientresultsathand.

Theorem6 Let ��� be a delegation network such that( � �%� � 
�}/~)�-�E����f : D " : F " � k for two keys : D=��n: F . There is
a certificate 6 in ��� whoseonlysubjectis : F .
2.4 Subnetworks

Even if the delegationnetwork is very large or infinite
in size,decisionsto grantaccessarebasedon finite subsets
of certificates.For this purpose,we definethe conceptof
a subnetwork. A subnetwork is a part of a delegationnet-
work thathassomeof thekeysandcertificatesof theorigi-
nal network sothatall thekeys connectedto theremaining
certificatesarealsoretained.

Definition 7 (subnetwork) Let ���{�| �������G" 	 �-
��$�'"
��� �����'" �.�/��� "�( � �%�+* be a delegation network. ���N�=�
 
�N�)���)� " 	 ��
��$� � " ��� ����� � " �.�/��� � "Z�&�C�s� � * is a subnetwork of
��� iff

�,�-��� � 0 �,�-��� , 	 �-
��$� � 0�	 ��
��
� , ��� �%�&� � 0P��� �%�&� ,
and �.�/��� � and

( � �%� � are restrictionsof �.�/�'� and
( � ��� ,

respectively, to
�,�-��� � and 	 ��
��
� � , andthefollowingcondi-

tion is satisfied: 6N7�	 �-
��$� �+� f  $: " 6 * 7��������=�� $6 " : * 7
������� k�� :�7 ������� � .

If �3�>� is a subnetwork of ��� , we say that ��� is a
supernetworkof �3�>� .

Theauthorizationrelationin a subnetwork is naturallya
subsetof the relationfor a supernetwork. This is because

the rulesin Def. 4 cannotbe disabledby addingnew keys
andcertificatesto thedelegationnetwork.

The next theoremis the basisfor mostof the following
theoryandfor developmentof decisionalgorithms.It shows
that we only needto considerfinite subsetsof certificates
whendecidingif therelation

( � ��� � 
�}/~)������� holdsfor apair
of keys. Theproofis particularlyinterestingbecauseits first
partcontainsa constructionof therelation

( � ��� � 
�}/~)������� .

Theorem8 Let ��� be a delegation network such that( � �%� � 
�}/~E�-�)�.��f : D " : F " � k . ��� hasa finite acyclicsubnet-
work ���>�j�  
�¡�)�y�)� " 	 �-
��$� � " ��� �%�&�'" ������� � ")( � �%� � * where( � �%� � 
�}/~E�-�)�.�£¢sf : D " : F " � k and,furthermore,

1.
( � �%� � 
�}/~)������� ¢ f : " : F " � k is true for all the keys :¤7
�N�)���)� ,

2. :GF is theonly key in
�,�-��� � that is not an issuerof any

certificatein 	 ��
��$� � , and

3. ��7 ( � ��� � f 6 k for all 6¥7;	 ��
��$� � .
Proof (including construction of

( � �%� � 
�}/~E�-� ) In thefirst
partof the proof we follow theflow relationfrom thesub-
ject keys (in particularfrom : F ) towardsissuersandget a
subsetof certificateswherethemaximumlengthof delega-
tion pathsis bounded.In thesecondpart,wefollow theflow
from :&D towards:#F andremoveall but oneof thealternative
delegationpaths.Theresultis a finite subnetwork with the
desiredproperties.

We first consideran arbitraryoperation� anda subject
key : andseewhichkeysdelegatetheright for theoperation
� to the key : . Thesekeys andthe certificatesdelegating
theright to � will becollectedin indexedsetsby increasing
lengthof delegationpathsto : . As aninitial step,definethe
sets 	 �-
��$�)¦)§ ¨© �Pª "�,�����)¦)§ ¨© ��«�:C¬ "­ ¦)§ ¨© ��«& _: " : " � * ¬ I
Then,for ®¯�!° "²±�"�IEI�I , define
	 ��
��$�)¦)§ ¨³ ��«�6¥´���7 ( � �%�Mf 6 k �f�µ : � ?¶f  
6 " : � * 7N������� � : � 7 4 ³·Z¸ © �,�-��� ¦�§ ¨· k

� f  $: � " 6 * 7N�.�/�'� � : � �7 ������� ¦)§ ¨³ LJD ksk ¬ "�,�����)¦)§ ¨³ ��«�:C¬ 4 «�: � ´�6¥7;	 �-
��$�)¦)§ ¨³ �  _: � " 6 * 7N�.�/���<¬ "­ ¦)§ ¨³ ��«� $: � " : " � * ´': � 7 �,�����)¦)§ ¨³ ¬ I
Correspondingcumulative collectionsof keys and certifi-
catesare 	 �-
��$��¹²¦)§ ¨º � 4 º ³/¸ ¨ 	 �-
��$�)¦)§ ¨³ "��������¹²¦)§ ¨º � 4 º ³/¸ ¨ �,�-���)¦�§ ¨³ I

We show by inductionthat
�,�-����¹²¦)§ ¨³ and 	 ��
��
��¹²¦)§ ¨³ can-

not form infinite pathsof keys andcertificates.Basisstep:
Themaximumpathlengthof �.�/��� in

�,������¹²¦)§ ¨© 4 	 �-
��$��¹²¦)§ ¨©
is 0. This is becauseall pathscontainonly a single key.
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Induction step: If the maximumpath length of �.�/��� in��������¹²¦)§ ¨³ 4 	 ��
��
��¹²¦)§ ¨³ is finite, thenin
�,�-����¹Z¦�§ ¨³/» D 4 	 ��
��$��¹²¦)§ ¨³/» D

it is extendedat mostby 2. Infinite pathscannotbeformed
for two reasons.Firstly, theextensionsto pathsleadto new
keys thatwerenot in thepreviousset.Hence,loopscannot
beformedwith earlierkeysandcertificates.Theextensions
only increaselength of existing paths. Secondly, the ex-
tensionsthemselvescannotconnectto eachother forming
loopsor infinite pathsbecausethesubjectsof thenew cer-
tificatesareall in the earliersets.Only the issueris in the
new set. By induction,themaximumpathlengthfor �.�/���
in
�,������¹²¦)§ ¨³ 4 	 ��
��
��¹²¦)§ ¨³ is finite meaningalsothatloopsdo

notexist for any ®�¼;½ .
Moreover,  $:y� " : " � * 7 ­ ¦)§ ¨³ for all :y��7 �,����� ¦)§ ¨³ for all

®��{½ " ° "²±y"EI�IEI , and
­ ¦)§ ¨³ 0 ( � �%� � 
�}/~E�-� �.� . In the basis

stepthis follows from Rule1 of Def. 4 andlater from Rule
2 of thesamedefinition.

We now construct
( � �%� � 
�}/~E�-� �.� asa union of the sets­ ¦)§ ¨³ . Denotethesetof operationsof �3� by

hliC�
andlet­ � 4 ¨�¾+¿�ÀEÁ 4 ¦)¾yÂ¯ÃÅÄZÁ 4`Æ³/¸ © ­ ¦)§ ¨³ I

Based on the results of the previous paragraph,
­ 0( � �%� � 
�}/~)�-� ��� . Also,

­
is closedin ��� with respectto the

Rulesof Def.4. Rule1 is satisfiedbecause
4 ¨�¾+¿�ÀEÁ 4 ¦)¾yÂÇÃ_Ä²Á­ ¦)§ ¨© 0 ­ . For Rule 2, considerany  $:y�D " 6 * 7¤�.�/��� for

which  
6 " : * 7È�.�/�'� implies  $: " :y�F " � * 7 ­ . Sincethe
numberof subjects: of 6 is finite, thereis somefinite ® so

that :É7 �,����� ¦
¢Ê § ¨³ for all thesubjects: . If :y�D 7 �,�-��� ¦

¢Ê § ¨³
then  _:y�D " :��F " � * 7 ­ ¦

¢Ê § ¨³ . If :y�D �7 �,����� ¦
¢Ê § ¨³ it follows

from our constructionof the setsthat :y�D 7 �,�-��� ¦
¢Ê § ¨³/» D and

 $:y�D " :��F " � * 7 ­ ¦
¢Ê § ¨³/» D . In bothcases, $:y�D " :y�F " � * 7 ­ . Hence,­

fulfills the two closurerules of
( � ��� � 
�}/~)������� . Since

we alsoknow that
­ 0 ( � ��� � 
�}/~)�-�)��� , the minimality of( � �%� � 
�}/~)�-� ��� implies
­ � ( � �%� � 
�}/~)�-� ��� .

Note that the issuersand subjectsof all certificatesof
	 ��
��$��¹²¦)§ ¨³ are in

�,�-����¹Z¦�§ ¨³ . Moreover, the setsabove are
constructedin sucha way that for all :y��7 �,�-��� ¦)§ ¨³ except
for : , thereis a certificateissuedby : in 	 �-
��$�)¦)§ ¨³ andthe
subjectsof thecertificateareall in

�,�-����¹²¦)§ ¨³ LJD . Thus,for all ® ,
: is theonly key in

������� ¹²¦)§ ¨³ thatis notanissuerof any cer-
tificate in 	 �-
��$��¹²¦)§ ¨³ , andall certificatesof 	 ��
��
��¹Z¦�§ ¨³ allow
operation� . Thesepropertieswill beretainedin thefurther
reducedsetsof certificatesin thesecondpartof theproof.

Since  $:�D " :#F " � * 7 ­ , we have :&D¤7 �������)¦ Ê § ¨· and

 $: D " : F " � * 7 ­ ¦ Ê § ¨· for someËg7¡«)½ " ° "]±y"�IEI�I ¬ . This Ë is the
maximumlengthof delegationpathsthatneedto beconsid-
eredfor

( � �%� � 
�}/~E�-�)�.��f : D " : F " � k to befoundtrue.
We now getto thesecondpartof theproof. Thesubnet-

work ���>� will beformedby following thedelegationpaths
in
�,������¹²¦ Ê § ¨· 4 	 ��
��
�)¹²¦ Ê § ¨· from thekey : D towardsthesub-

jects. On the way, we selectoneof all alternative waysin
which the rights reachthe key :#F . As the pathlengthsare

finitely bounded,thechosenpathswill terminateat :GF after
afinite numberof steps.

Let
�,����� · ��«�: D ¬ andlet 	 �-
��$� · �Ì«)6�¬ bea singleton

containing(an arbitrarily chosen)oneof the certificatesin
	 �-
��$�)¦ Ê § ¨· suchthat  $: D " 6 * 7Í�.�/�'� . Accordingto thedefi-

nition of
�������)¦)§ ¨· , at leastonesuch6 mustexist. Otherwise,

: D would notbein
�,�-���)¦�§ ¨· .

For ®Ç��Ë @ ° " Ë @Í±�"�IEI�IJ" ° " ½ define:�,����� ³ �|«�:Î´y 
6 " : * 7>�.�/��� � 6¥7;	 ��
��
� ³/» D�¬ I
Also, build theset 	 �-
��$� ³ by choosingfor each:�7 �,����� ³
one certificate 6¤7Ï	 ��
��$�)¦ Ê § ¨³ such that  $: " 6 * 7Ð�.�/��� .
Again, a 6 like that mustexist becauseotherwise: would
not bein

�,�-����¦ Ê § ¨³ .
The finite and acyclic subnetwork ���>� is con-

structedas follows. Denote
������� � � 4 · ³/¸ © �,�-��� · and

	 �-
��$� � � 4 · ³�¸ © 	 �-
��$� · . The delegationnetwork ���N���
 
�¡�E���)� " 	 �-
��$� � " ��� �%�&�'" �.�/�'� � "²�&�+�s� � * where �.�/�'� � and( � �%� � are restrictionsof �.�/��� and

( � ��� (respectively) to�,�-��� � 4 	 �-
��$� � , is a subnetwork of ��� becausethe is-
suerand the subjectsof eachcertificateof 	 ��
��
� ³ are in�,�-��� ³ 4Î�,����� ³ LJD andthusin

������� � .
We now show that ���N� is acyclic andfinite. Sincethe

pathsof �.�/��� in
�,����� � 4 	 ��
��$� � area subsetof the paths

in
�,������¹²¦)§ ¨· 4 	 ��
��$��¹²¦)§ ¨· , thepathslengthsareboundedby

afinite numberË alsoin ���>� . Hence,thepathsareacyclic.
The numberof keys andcertificatesin

�,����� · 4 	 �-
��$� · is
finite (actually thereis one key and one certificate). For
eachindex ®Ñ�ÌË @ ° " Ë @;±�"�IEI�I , the numberof keys and
certificatesin

�,�-��� ³ 4 	 �-
��$� ³ remainsfinite becausethe
numberof subjectsfor eachcertificateis finite. Sincethe
lengthsof thepathsarefinite, thetotal numberof keys and
certificateschosento �3� � is finite. Thus, ��� � is acyclic
andfinite, assuggestedin thetheorem.

On each level of the construction, ®��ÒË @ ° " Ë @±y"EI�I�IJ" ° " ½ , �,����� ³ and 	 ��
��$� ³ are non-emptybecauseof
theway in which

�,�-���)¦�§ ¨³ and 	 �-
��$�)¦ Ê § ¨³ wereconstructed
guaranteesthatall certificatesof 	 �-
��$�)¦ Ê § ¨³ havesubjectsin�,�-��� ¹²¦ Ê § ¨³ LJD . Thus,

�,�-��� © �Ó«�: F ¬A0Ô�N�)���)� .
We show by induction that

( � �%� � 
�}/~)�-�)��� ¢ f : " : F " � k
for all :Õ7Ö�N�)���E� . The basis step: for the single
key : F 7 ������� © , ( � �%� � 
�}/~)�-�)��� ¢ f : F " : F " � k follows from
Rule 1 of Def. 4. The induction step: assumethat( � �%� � 
�}/~E�-� �.� ¢ f : " :#F " � k for all :Ï7 �,����� ³ . The sets
	 �-
��$�)¦ Ê § ¨³�» D and

�,�����)¦ Ê § ¨³�» D were specifically constructedso

thatall :�7Î�¡�E��� ¦ Ê § ¨³�» D issueacertificatein 	 ��
��
��¦ Ê § ¨³/» D andall

6Ñ7×	 ��
��
�)¦ Ê § ¨³�» D havesubjectsin
�,������¹²¦ Ê § ¨³ . Whenwe above

chosesomeof thesekeys to
�,�-��� ³ and

�,����� ³�» D andsome
certificatesto 	 �-
��$� ³�» D , this wasdonein sucha way that
all keys of

�,����� ³�» D still issuea certificatein 	 ��
��$� ³/» D and
all subjectsof this certificatearestill in

������� ³ . By Rule
2 of Def. 4 it follows that

( � ��� � 
�}/~)�-� ��� ¢ f : " :GF " � k for all
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:�7 �,�-��� ³�» D I By induction,
( � �%� � 
�}/~)��� ��� ¢ f : " :GF " � k for

all :Í7Ø�¡�)�y�)� . This sufficesto show Claim 1 of the theo-
rem.Naturallyalso

( � ��� � 
�}/~)�-�)��� ¢ f : D " : F " � k .
Theconstructionguaranteesdirectly thatkeysotherthan

:#F in
�,�-��� � are issuersof certificatesin 	 ��
��$� � . Key :GF

cannotbe the issuerof any certificate,becausethe issuers
of new certificatesto 	 ��
��
�)¦ Ê § ¨³ are requirednot to be in
the previous sets

�,�-����¹Z¦ Ê § ¨³ LMD , and : F 7 �,�-����¹Z¦ Ê § ¨³ for all
®¯�×½ " ° "²±y"EI�IEI . Thus,Claim 2 holdsfor ���N� .

Finally, only certificates6 for which �Î7 �G�C�s� � f 6 k were
chosento 	 �-
��$��¹²¦ Ê § ¨· andconsequentlyto 	 ��
��$� � . Thiscon-
cludestheproofof Claim 3 andof theentireTheorem8. �

The above theoremis consequenceof the requirement
for the subjectsetof a singlecertificateto be finite. If we
would allow a certificateto have aninfinite numberof sub-
jects,thefinitenessof thesubnetwork in theabovetheorem
would not hold. It is interestingto notethat theabsenceof
infinite lengthpathscould still be proven. In implementa-
tions,weare,however, interestedin delegationthatdepends
only on afinite numberof certificates.

Onefurther detail to noteis that the reflexive transitive
closureof theflow relationin anasymmetricdelegationnet-
work is a partialorderon thekeysandcertificates.

Next we will prove Theorem6. The theoremitself is a
consequenceof therequirementfor the

( � �%� � 
�}/~E�-� relation
to be minimal and it doesnot involve subnetworks is any
way. Nevertheless,wegivetheproofat thispointof discus-
sionbecauseit is easierto presentwith thehelpof Theorem
8.

Proof of Theorem6 Let ��� beadelegationnetwork such
that

( � ��� � 
�}/~)��� ��� f :�D " :#F " � k for two keys :�D ��Ù:#F . As-
sumethat all certificatesof ��� that have :GF asa subject
alsohaveat leastoneothersubject.

Accordingto Theorem8, ��� hasa finite, acyclic sub-
network �3�>�Í�� $�N�)���)� " 	 ��
��$� � " ��� ����� � " �.�/��� � "Z�&�C�s� � * ,
wherealso

( � ��� � 
�}/~)�-� ��� ¢ f :&D " :GF " � k . A finite andacyclic
subnetwork hasno infinite chainsof keys andcertificates
suchthat  _:y�D " 6-� D *�"  
6-� D " :y�F *-"  $:��F " 6-�F *�"  $6-�F " :y�H *�"EI�IEI 7��.�/�'� .

Since the certificatesin ���N� are a subsetof thosein
��� , andtheirsubjectsarepreserved,it followsthatall cer-
tificatesin ���>� thathave : F asa subject,alsohaveat least
oneothersubject.

We choose :y�D �Ú:&D . Since
( � �%� � 
�}/~)��� ��� f :&D " :GF " � k

and :�D ��Û:GF , theremust exist a certificate 6 � D issuedby
: D for all of whosesubjects : , ( � �%� � 
�}/~E�-�)�.��f : " : F " � k .
By our assumption,one of the subjectsis not equal to
: F . We choosethis subject as :y�F . We already have( � �%� � 
�}/~)�-�E����f :y�F " : F " � k and :��F ��Ï: F so we take :y�F as
the next startingpoint andfind a certificate 6-�F andsubject
:y�H . Continuingthis way, we get an infinite chainof keys
andcertificateswherea subjectof the preciouscertificate

Q�a XZY]\$^`[ Q W
Q�R QES

QEV
QEV
Q U

Q�U
XZY]\
^�[XZY]\_^`[

XZY�[

XZY]\_^`[

XZY]\$^�[

Figure 2. A delegation tree

always issuesthe next certificate. But suchchainscannot
exist in an acyclic delegationnetwork. Thus,the assump-
tion is falseand thereis a certificatein �3�>� and in ���
whoseonly subjectis :GF . �

3 Tree-basedformulation of the authoriza-
tion problem

In this section, we will reformulatethe authorization
problemwith graphterminology. If a key : D delegatesac-
cessrightsto anotherkey :GF , a treeof keys andcertificates
canbeformedsuchthat :�D is at theroot of thetreeandall
branchesendto :GF . Thetree-basedrepresentationof delega-
tion will helpusto visualizethetheoryandto make proofs
moreintuitive (seeSec.4), andit hasplayeda key role in
developmentof graph-searchalgorithmsfor delegationde-
cisionsin [2].

We formally definethetreein Sec.3.1andshow in Sec.
3.2 thatsucha treeexists if andonly if the

�&�+�s� ��c�®ÝÜG��� re-
lationholds.

3.1 Delegationtr ee

Figure 2 shows how part of the delegationnetwork of
Fig. 1 canbeunfoldedinto a tree.This treeshows how the
right to operationc is delegatedfrom : D to : d .

Formally, a tree  $Þ��)ß �-�G" � 
Zà-�E* is an acyclic directed
graphformed by a set of nodes Þ��Eß ��� and arcs � 
Zà-� 0
Þ��)ß �-��2 Þ��)ß �-� connectingthem. If  %á " áM� * 7�� 
Zà-� , the
node á is calledtheparentof áM� and áM� is calleda child of
á . Thereis auniquenode,calledroot node, with noparent.
All othernodeshave a uniqueparent. The nodeswith no
childrenarecalled leaf nodes. A tree is finite if the num-
ber of nodesandarcsis finite. The depthof a tree is the
maximumpathlengthfrom a leaf to theroot.

For a setof nodes Þ��)ß �-� anda function
�
, we denote�lf Þ��)ß �-�)k ��« �jf á k ´�áÉ7�Þ��)ß �-� ¬ .

An annotationof thenodesof atreewith keysandcertifi-
catesof thenetwork canbeformalizedasahomomorphism
from thetreeto thedelegationnetwork.

Definition 9 (homomorphism fr om tr ee to delegation
network) Let ���{�! �,�-���#" 	 �-
��$�#" ��� �%�&�'" �.�/��� "�( � �%�¶* be
a delegation networkand âã�ä _Þ��)ß �-�#" � 
²à��E* a tree. A

19



function
�8? Þ��Eß ���A@+Bã�������.4 	 ��
��
� is a homomorphism

from �gâ to ��� iff for all nodesá " áM�M7�Þ��Eß ��� thefollow-
ing hold:

1. if  
á " áM� * 7�� 
Zà-� then  �jf á k-"²�jf áM� ks* 7��.�/�'� ,

2. if
�jf á k 7Ô	 �-
��$� , there is exactlyonenodeáM� such that
 �jf áM� k�"]�lf á ks* 7>�.�/��� ,

3. if
�jf á k 7!	 �-
��$� , then

�
is a bijection from the nodes

á � such that  
á " á � * 79� 
²à�� to the keys : such that
 �jf á k-" : * 7N�.�/��� .

According to the definition,
�

is simply a homomor-
phismfrom atreeto abipartitegraphwherethelocalstruc-
turearoundoneof the partitions,certificates,is preserved.
We requirea nodecorrespondingto a certificateto have a
parentcorrespondingto theissuerandchildrenwith 1-1cor-
respondenceto the subjectsof the certificate. (The latter
requirementis not essentialfor our theorybut it makesthe
conceptof homomorphismmoreintuitive.)

In Conditions2 and3 of theabovedefinition,we implic-
itly assumethat if a nodecorrespondsto a certificate,its
parentandchild nodescorrespondkeys. This follows from
Condition1 andthebipartitestructureof thedelegationnet-
work. The conversealso holds, i.e. parentsandchildren
of nodescorrespondingto keys correspondto certificates.
Moreover, the root andthe leaf nodesof the treemapinto
keys. This is becauseevery certificatemusthave an issuer
anda subjectandthey arepreservedin thetree.

Definition 10 (delegationtr ee) Let ��� be a delegation
network. We say that �gâ1�å $Þ��)ß �-�G" � 
Zà-�'"²�C* is a dele-
gationtreein ��� iff  _Þ��)ß �-�G" � 
Zà��E* is a finite treeand

�
is

a homomorphismfrom  _Þ��)ß �-�G" � 
²à��E* to ��� .

Whencertificateshaveonly onesubject,delegationtrees
reduceinto simplepathsin thegraph.Whentherearemore
subjects,thepathsbranchinto trees.

3.2 Treesand the authorization problem

We will show that the finite delegation treessuffice to
completelycharacterizethedelegationof accessrights in a
delegationnetwork. But beforewe canstatetheexactrela-
tion betweendelegationtreesandthe

( � ��� � 
�}/~)�-� relation,
weneedthefollowing lemma.

Lemma 11 Let  $Þ��Eß ���&" � 
Zà-�'"²�C* bea delegation treein a
delegationnetwork��� . A nodeis therootof aneven-depth
subtreeiff

�
mapsit into a key. Also,a nodeis the root of

anodd-depthsubtreeiff
�

mapsit into a certificate.

Proof We observed earlier that all leaf nodesmap into
keys andthat the nodescorrespondingto keys andcertifi-
catesalternate.Fromthis, the lemmafollows by induction
on thedepthof thesubtrees. �

Finally, wearereadyto show thattheauthorizationprob-
lemcanbeformulatedasaquestionontheexistenceof del-
egationtrees.

Theorem12 Let ���æ�� �,�-���G" 	 ��
��
�#" ��� �%�&�'" ������� ")( � ���+*
be a delegation network, � an operation in ��� , and
:&D " :GFØ7 ������� . ( � ��� � 
�}/~)��� ��� f :�D " :#F " � k is true iff there
exists a delegation tree �gâç�Ú $Þ��Eß ���#" � 
Zà-�#"²�C* in ���
such that

1. for theuniqueroot nodeá of thetree,
�lf á k �P:�D ,

2. for all leafnodesá of thetree,
�jf á k �P: F , and

3. for all nodesá!7ÓÞ��)ß �-� , if
�lf á k 7�	 ��
��
� then �57( � �%�lf$�jf á ksk .

Proof Wefirst show thattheexistenceof adelegationtree
impliestheauthorization.

Let �3�Ð�� �,�-���G" 	 �-
��$�#" ��� �����'" �.�/��� "�( � �%�¶* bea del-
egation network and �gâè�Õ $Þ��Eß ���&" � 
Zà-�'"²�C* a delega-
tion tree in ��� such that Conditions 1–3 of the theo-
rem are satisfied. Every node of the tree is the root of
a subtree. We will show by induction on the depth of
subtreesthat

( � ��� � 
�}/~)��� ��� f$�jf á k�" :#F " � k holds for all the
nodesá that aremappedinto keys by

�
. Basisstep: Let

á be a leaf nodeof �gâ . In that case,
�lf á k �Ï:#F and( � �%� � 
�}/~E�-�)�.��f : F " : F " � k by Condition1 of Def. 4. Thus,

the claim is true for all nodesthat arerootsof subtreesof
depth0.

Inductionstep:Assumethat
( � �%� � 
�}/~E�-� �.� f_�lf á k�" :GF " � k

for all nodes á that are roots of subtreesof even depth
smaller than or equal to someeven ®!¼é½ . Let á be
the root of a subtreeof depth ®ëê ± . Lemma11 shows
that á is mappedinto a key. Let áM� be a child nodeof
á . A child áM� exists because®ëê ±Ìì ½ . The child is
mappedinto a certificate

�lf á � k , andits childreninto keys.
By Lemma11, the childrenof áM� arerootsof subtreesof
even depth. This depthis ® or smaller. Therefore,the in-
duction hypothesisimplies that for all the children áM� � of
áM� , ( � ��� � 
�}/~)��������f$�jf áM� � k�" : F " � k . By Condition 3 of Def.
9, thereexist children of áM� mappedby

�
onto all of the

subjectsof
�jf áM� k . This meansthat

( � ��� � 
�}/~)��� ��� f : " :#F " � k
for all the subjects: of

�jf áM� k . Consequently, by Condi-
tion 2 of Def. 4,

( � �%� � 
�}/~)��� ��� f : " :GF " � k where : is the
issuerof

�lf áM� k . But by Condition 3 of Def. 9, the is-
sueris :í� �lf á k . That is,

( � ��� � 
�}/~)��� ��� f$�jf á k�" :#F " � k for
the root á of an arbitrary subtreeof depth ®.ê ± . By in-
duction,

( � �%� � 
�}/~)�-� ��� f$�jf á k-" :GF " � k is true for all nodesin
áP7=Þ��)ß �-� thatmapinto keys, alsofor the root nodethat
mapsinto : D . Hence

( � ��� � 
�}/~)�-�)����f : D " : F " � k . This suf-
ficesto provethe‘if ’ directionof thetheorem.

Next, we show that the authorizationimplies the exis-
tenceof adelegationtree.
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Let ��� �  �,�-���&" 	 ��
��
�#" ��� ������" �.�/��� "�( � �%�¶* be a
delegation network and

( � �%� � 
�}/~)����f :�D " :#F " � k true. The-
orem 8 showed that ��� has a finite acyclic subnet-
work ���>���¤ $�N�)���)� " 	 ��
��
� � " ��� �����'" �.�/��� � "Z�&�C�s� � * where( � �%� � 
�}/~)�-�Gf : D " : F " � k for all :ã7î�N�)��� � . In the finite
acyclic graphformedby the ïÑð
� � � relationthereareno in-
finite chains. We will constructthe finite delegation tree
from this relationfrom root down.

Let Þ��Eß ��� © �Ú«EáÇL § ¦-ñ ¬ and let � 
²à�� © �òª . Assign
function

�
the value

�jf áÇL § ¦-ñ k �î:&D . For ®>�ò° "²±�"�IEI�I ,
let Þ��)ß �-� ³ �n«)áM�K § ó " áM�K § ¦ ´#áô7¤Þ��)ß �-� ³ LMD �  �lf á k�" 6 * 7������� �  $6 " : * 7{�.�/���<¬ where the nodes áM�K § ó and áM�K § ¦
arenew nodesnot in Þ��)ß �-� ³ LMD . Sincethe new nodesare
namedafter their parent,the pathscannotjoin, anda tree
is formed. Let also � 
Zà-� ³ � «& %á " áM�K § ó *�"  
áM�K § ó " áM�K § ¦ * ´)á=7Þ��)ß �-� ³ LMD �  �jf á k-" 6 * 7¡�.�/��� �  $6 " : * 7É�.�/���<¬ . Thecon-
structionfollowscertificatechainsin ���>� addingonekey–
certificatestepon eachiteration. Sincethenumberof keys
andcertificatesin ���>� is finite andnoloopsexists,thecon-
structionmustcometo anendatsomeiterationafterwhich
� 
Zà�� ³ and

�,�-��� ³ areempty. Let Ë be the index of the last
roundwherekeys arefound. Thereis only a finite number
of nodesin all �N��õG��� ³ because�>��õ&��� © is finite and,onev-
ery iteration,the numberof nodesattachedto eachoneof
the previous nodesis limited by the finite numberof keys
andcertificatesin thenetwork.

Let Þ��)ß �-� � 4 · ³�¸ © Þ��)ß �-� ³ and � 
Zà-� � 4 · ³/¸ © ­ c�6E� ³ .
Thesesetsarealsofinite. Assign

�
thevalues

�lf áM�K § ó k �|6
and

�lf á �K § ¦ k ��: for all á �K § ó " á �K § ¦ 7òÞ��)ß �-� . From
the way the nodeswere addedto the sets,it follows that
 $Þ��)ß �-�#" � 
Zà��E* is a tree,and

�
a homomorphismfrom the

treeto ���>� . This is becausethe nodesmappinginto cer-
tificateshave oneparentmappinginto their issueranda set
of childrencorrespondingto thesubjectsof thecertificate.
Thus, �gâ×�! _Þ��)ß �-�G" � 
Zà��'"]�+* is adelegationtreein ��� .

Therootof thetreeis áÇL § ¦-ñ thatis mappedinto :&D by
�
.

Hence,Claim 1 of thetheoremholdsfor thetree �gâ . Ac-
cordingto Theorem8 thesubnetwork �3�>� canbeselected
in sucha way that theonly key that is not an issuerof any
certificatein ���N� is :GF , andthatall certificatesin ���>� del-
egatetheoperation� . Theformermeansthatall leaf nodes
of theconstructeddelegationtree �gâ mapinto :GF . Therea-
sonis thatour constructionof thedelegationtreeonly ends
at nodesthatmapinto a key andwhosecorrespondingkey
doesnot issueany certificatesin ��� � . (Def. 1 requiresall
certificatesto have at leastonesubject).Thus,Claim 2 of
the theoremholdsfor the tree �gâ . Sinceall nodesof the
the tree ��â mapinto somekey or certificatein ���N� , the
latter meansthat the nodescanonly map into certificates
thatdelegatetheright to operation� . Thus,alsoClaim 3 of
thetheoremholds. �

The treesarefinite becausewe restrictedthenumberof
subjectson a certificateto finite. Thesametheoremwould
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Figure 3. Certificate reduction

holdfor infinitesetsof subjectsandinfinite trees.Thefinite-
nessin the definition of delegationtree(Def. 10) couldbe
replacedby arequirementthatall pathsfrom therootof the
treeto theleafshavefinite length.In realsystems,however,
finite setsof keys aremorecommon,andwe usethefinite
treesasa basisfor terminatingalgorithms.

4 Certificate reduction

The SPKI draft document[5] presentsa certificatere-
ductiontechniquefor authorizationdecisions.(It is called
5-tuplereductionbecausetheSPKI certificatesaredefined
as 5-tuples). At the time being, the reductionis defined
only for certificateswith asinglesubjectbut wepresentour
own definitionthatwebelieveto convey theideaaccurately
alsofor joint-delegationcertificates.In fact,our definition
is simplerbecausewe do not needto distinguishbetween
certificateswith oneandmoresubjects.

Sec.4.1containsthedefinitionandanillustrationof the
reductiontechnique.Sec.4.2 shows rigorouslythatcertifi-
catereductionis a correctandadequatetechniquefor mak-
ing authorizationdecisionsin ourgeneralframework.

4.1 Definition of certificate reduction

In certificatereduction,two certificatesaremergedinto
one. Fig. 3 illustratesthe reductionprocess.The reduced
certificatehasthesameissuerasthefirst of theoriginalcer-
tificatesand the combinedsubjectsfrom both certificates,
except for the one key that issuedthe secondcertificate.
This way, two certificatesin a chain can be reducedinto
one.By repeatingtheprocess,any setof certificatescanbe
combinedinto one.

Definition 13 (certificate reduction) Let ���{�| �,�����G"
	 �-
��$�#" ��� �%�&�'" �.�/��� ")( � ���C* bea delegationnetwork.Dele-
gationnetwork ��� � �; �������#" 	 �-
��$� � " ��� �%�&�'" �.�/��� � " �G�C�s� � *
is obtainedfrom �3� by reducingcertificate6ED with 6-F , iff
	 �-
��$� � �ç	 ��
��$��4 «�6�¬ where 6 is a new certificatenot in
	 �-
��$� and�.�/��� � ��«� $: " 6 * ´' _: " 6)D * 7N�.�/���<¬ 4

«� 
6 " : * ´' $6-F " : * 7N�.�/���<¬ 4
«� 
6 " : * ´' $6ED " : * 7N�.�/��� �  $: " 6-F * �7N�.�/���<¬ I

and
( � �%� � f 6 k � ( � ���lf 6)D kM÷É( � �%�jf 6-F k .
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It is importantto notethat reductionof 6ED with 6-F dif-
fers from the reductionof 6-F with 6ED . Whenthe namesof
the reducedcertificatesneednot be explicitly mentioned,
we simply saythat �3�>� is obtainedby a singlecertificate
reductionfrom ��� .

The definition allows the reductionof any two certifi-
cates,even when they do not form a chain. In practice,
however, reductionsareusefulonly whenthe issuerof 6-F
is asubjectof 6)D .
4.2 Soundnessand completenessof certificate re-

duction

Soundnessof certificate reductionmeansthat the re-
ducedcertificatesdonothaveany effecton the

�&�+�s� ��c�®ÅÜ&���
relation in the delegation network. Completenessmeans
that thereductioncanbeusedasa way of decidingtheau-
thorizationproblem. That is, it is possibleto reduceany
chainof delegationinto asinglecertificate.Thenext lemma
will beessentialin proving thesoundness.

Lemma 14 Let ���>� be a delegation network obtained
by a single certificate reduction from ��� . Then,( � �%� � 
�}/~)�-�E��� ¢ 0 ( � �%� � 
�}/~)�-�E��� .

Proof Let ���N� beobtainedfrom �3� by reducingcertifi-
cate6 D with 6 F wherebyareducedcertificate6-� is obtained.
Assumethat

( � �%� � 
�}/~)�������ø¢sf : D " : F " � k . Theorem12 says
thatthereexist adelegationtree �gâO�¶�¤ $Þ��Eß ��� � " � 
Zà-� � "]� � *
in ���>� satisfyingthethreeclaimsof thetheorem.

Therearethreepossiblecases:(1) no nodesof �gâ map
into 6-� , (2) oneor morenodesmapinto 6-� andtheissuerof
6-F is a subjectof 6ED , and(3) oneor morenodesmapinto 6��
andtheissuerof 6-F is not asubjectof 6ED .

Case(1): If noneof the nodesof the treemapsinto 6-� ,
the treeis alsoa delegationtreefor ��� andby Theorem
12,
( � ��� � 
�}/~)�-� ��� f :�D " :#F " � k .

Case(2): The tree containsone or more nodesthat
map into the reducedcertificate 6 � . Let á � be one of
the nodes. In that casethere exist also nodes áM�³�ùsù and
áM�ùÝú�û § ³ " ®P�Ö° "�I�IEIJ" ð , mappingonto the issuerand the
subjectsof 6-� . We assumealso that the issuer : of 6 F
is a subjectof 6 D . We constructa new delegation tree
by removing áM� andaddingtwo new certificatenodesá D ,
áMF and one key node áMH . �gâü�m _Þ��)ß �-�#" � 
Zà-�#"]�+* and
Þ��)ß �-� � f Þ��)ß �-� �Mý «EáM��¬ k�4 «EájD " áMF " áMH�¬ . The valueof�

is equalto
� � for all nodesfrom ��â � , and for the new

nodes,
�jf ájD k � 6ED , �jf áMF k ��6�F and

�jf áMH k ��: , where :
is theissuerof 6-F . Denotethesetof keys of ��� by �N�)��� .
Thenew setof arcsis­ c�6���� fsf � 
Zà�� �&ý f$�,�����Ñ2 á � ksk ý f á � 2��,�-����kJ4
«& 
á �³�ùþù " ájD *  %ájD " áMH *-"  
áMH " áMF * ¬ 4
«& 
ájD " á � ùþú�û § ³ * ´�®.7¡«G° I�I�I ðÝ¬ �  
6ED "²�jf á � ùÝú�û § ³ kZ* 7>�������<¬ 4
«& 
áMF " á � ùþú�û § ³ * ´�®.7¡«G° I�I�I ðÝ¬ �  
6-F "²�jf á � ùÝú�û § ³ kZ* 7>�������<¬ I

This constructiongivesa delegation tree in ��� that still
fulfills the three claims of Theorem12. (The root and
the leafs of the tree remain unchanged.) Consequently,( � �%� � 
�}/~E�-� �.� f :&D " :GF " � k .

Case(3): We still have to considerthe possibility that
the issuerof 6-F is not a subjectof 6ED . In thatcase,thenew
certificate 6 � is like 6ED only with extendedsetof subjects.
For all thenodesá for which

� � f á k �P6-� in �gâ�� , we define�lf á k �È6ED in �gâ . Sincethe subjectsof 6-� area superset
of the subjectsof 6ED , á haschildrenmappingonto all the
subjectsof 6)D . Thechildrenof á thatdo not mapinto sub-
jectsof 6)D andthesubtreesunderthesechildrenareremoved
from thetree.By this construction,we geta delegationtree
in ��� for which thethreeclaimsof Theorem12 still hold.
Therefore,

( � �%� � 
�}/~)�-�E����f : D " : F " � k .
Hence,thetheoremholdsin all cases. �
We now have the necessarytools for proving the main

resultof this section.

Theorem15 (soundnessand completenessof certificate
reduction) Let ��� © �ô �������G" 	 �-
��$�'" ��� �%�&�'" ������� ")( � ���+*
be a delegation network.

( � ��� � 
�}/~)��������f : D " : F " � k
iff there is a finite sequenceof delegation networks
��� © " ��� D " ��� F "�I�IEIJ" ��� º such that ��� ³�» D is obtained
from ��� ³ bycertificatereductionfor ®Ç�!° "EI�IEIJ" ð , andthat
there is a certificate 6 in �3� º such that �N7 �&�+�s� � f 6 k and
theissuerof 6 is :&D andtheonly subjectof 6 is :GF .
Proof

If ��� º has the certificate 6 describedin the theo-
rem, then by applying conditions 1 and 2 of Def. 4,
we get

( � ��� � 
�}/~)�-�)���Çÿsf : D " : F " � k . This must be true
also in the original network �3� © becausefrom Lemma
14 it follows that

( � �%� � 
�}/~)�-�)����� � ñ 0 �&�C�s� ��c�®ÝÜG��� �����
for ®È� ° "�IEI�IJ" ð and consequently

( � ��� � 
�}/~)��� ��� ÿ 0( � �%� � 
�}/~E�-� �.� � . Hence,the reductionmethodgivessound
results.

Let �3� be a delegation network where( � �%� � 
�}/~E�-� �.� f :&D " :GF " � k . We need to show that there
always is a finite sequenceof certificate reductionsthat
producethecertificate6 .

Theorem12 saysthatthereexistsa finite delegationtree
�gâ © in ��� © suchthatthethreeclaimsof thesametheorem
aresatisfied.Weclaimthateither(1) thereis anodemapped
into a certificatein �gâ suchthat its parentis mappedinto
: D andits only subjectinto : F andthecertificateauthorizes
the operation � , or (2) thereare two nodes á D and á F in
�gâ © suchthat the parentof á D is a child of á F . Assume
that alternative (1) is not true. Then,selectone leaf node
á�� Ã��	� of thetree,andtheparentá of this node. á mapsinto
acertificate.If á hasachild áM� otherthan á � Ã
�	� , thischild is
notmappedinto :#F andthusis nota leafandhasachild áM� �
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itself. In thatcase,wecanchooseájDë�Ôá and áMFO�=áM� � . On
theotherhand,if á hasonly á � Ã��	� asachild, its parentnode
cannotbetheroot,becausethatwouldbecase(1). Thus,the
parentáM� of á hasa parentáM� � andwe canchooseá D � áM� �
and á F �=á . This shows thatoneof thealternatives(1) and
(2) holds.

We now reducepairsof certificatesstepby stepandre-
placecorrespondingtwo nodesin the tree by new nodes
correspondingto thereducedcertificate.Thisway, wegeta
treethatshrinksin every reduction.

We startfrom �3� © andits delegationtree �gâ © andfor
®Î�n½ " ° "]±y"EI�I�I , do the following. If alternative (1) does
not hold but is true(2) instead,we canreducethetwo cer-
tificates

�jf ájD k and
�jf áMF k wherethe issuerof the latter is a

subjectof the former. The reductionresultsin a new dele-
gationnetwork ��� ³�» D with anaddedcertificate6�� Ã

 . We
constructa delegationtree �gâ ³/» D by removing the nodes
ájD , áMF and the node áMH correspondingto the issuer of�lf áMF k from the treeandby insertinga new node á�� Ã

 in-
stead.á�� Ã

 hastheissuerof ájD , andall thechildrenof ájD
and áMF except for áMH . We also assign

�jf á�� Ã

 k �ã6�� Ã

 .
The resultingtree �gâ ³�» D is a delegation tree in ��� ³/» D ,
becausethe new nodecorrespondsto the reducedcertifi-
cate. Furthermore,�gâ ³/» D also fulfills the threeclaimsof
Theorem12 since the root and leafs do not changeand
��7 ( � �%�jf 6 � Ã

 k � ( � �%�lf$�jf á D kskM÷É( � �%�jf$�jf á F kZk .

This way we get a sequenceof delegation net-
works �3� © " ��� D " ��� F "EI�I�I and trees in them
�gâ © " �gâ D " �gâ F "EI�IEI . Since ��â © is finite and in ev-
ery reductiontwo nodesof the previous tree are replaced
with one in the next tree, the processhasto end at some
point in alternative (2) becomingfalse. This happensat
latestwhen thereis only oncecertificatenodeleft in the
tree. Hence,for someðø¼Ó½ thealternative (1) will be true
andthedesired6 existsin �3� © .

Whenalternative (1) holdsin thetree ��� º , we have the
desiredresult. That is, thereis a singlecertificate6 in �gâ º
asdescribedin thetheoremabove. �

5 Thresholdcertificates

In this sectionwe describecertificateswhere a suffi-
ciently largesubsetof the subjectsof a certificatecandel-
egateor usethe authoritygiven by it. Sec.5.1 introduces
thresholdvaluesandSec.5.2 describeshow thresholdcer-
tificatescanbe mademore flexible by dividing theminto
subcertificates.

5.1 ��������� schemes

A
f : " á k -thresholdcertificateis consideredvalid if : of

its á subjectsco-operatein usingor further delegatingthe

accessrights. Joint-delegationcertificateswith : subjects
correspondto

f : " : k -thresholdcertificates. The threshold
valueis simply a convenientshort-handnotationfor a set
of joint-delegationswhereall subjectsare requiredto co-
operate. That is, a

f : " á k -thresholdcertificatecan be ex-
pandedto � K ¦�� joint-delegationcertificateswith : subjectsin
each.Therefore,we havenot complicatedthetheoryabove
with thresholdvalues.

5.2 Open thr esholdcertificates

In the SPKI-typejoint-delegationand thresholdcertifi-
catesdescribedabove,thesetof subjectkeyshasto befixed
at the time of certificatecreation.This is becausethekeys
areexplicitly listedin thecertificate.It is,however, possible
to leavethesetof subjectsopen.Wecangiveeachsubjecta
separatecertificate(subcertificate) thatincludesthethresh-
old value and a unique identifier of the certificategroup.
A setof certificatesis consideredvalid only if the thresh-
old numberof subcertificateswith the samegroup identi-
fier arepresentedtogether. This way, thesetof subjectsis
openfor lateradditions.Moreover, thedivision of thecer-
tificatesinto several subcertificatesaddsflexibility to cer-
tificate managementandthe holdersof the certificatescan
remainanonymousuntil they want to furtherdelegatetheir
shareof theaccessrights.We call thiskind of schemeopen
thresholdcertificates. Thepropertiesof theopenthreshold
certificatesmakethemanattractivealternativeto fixedsub-
jectssets.This is especiallysobecauseit appearsthatmost
implementationswould besimplifiedby thetransition.

In this section,we will show thatopenthresholdcertifi-
catescansimulatethefunctionalityof normalthresholdand
joint-delegationcertificatesandthatthesecurityof thesys-
temis not endangeredin thetransformation.

First, openthresholdcertificatesmust be formally de-
fined. We do this by adding“dummy” operationsto the
delegationnetwork andby redefiningthe

( � ��� � 
�}/~)��� rela-
tion.

Definition 16 (open-threshold-typeauthorizations)
Open-threshold-typeauthorizationsare triples  %®Ýõ " ð "Z�y* 7� ß ��2�� » 2 ­ �C�s� � where

� ß � is a set of identifiers,
� »

arepositiveintegerscalled thresholdvaluesand
­ �C�s� � are

set-typeauthorizations.
Theauthorizationsof the form  %®Ýõ " ° "²��* with any value

of ®Åõ are identifiedwith each otherfor every
�

andthesym-
bol
�

is usedto representthem.

The set of operations for a delegation network with
open-threshold-typeauthorizations

h ��� ����� is definedashji+� � 4 « � ´y 
®Åõ " ð "Z�y* 7 h ��� �%�&� ¬ . Thenew fields ®Åõ and ð
in thecertificatesareusedto convey informationaboutjoint
delegationandthefield

�
givesthesetoperationsfor which

rightsarebeingdelegated.
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We needto definethe
( � �%� � 
�}/~E�-� relation for the new

typeof authorizations.

Definition 17 ( o+pjqsrMt¶uGv$wyxGz relation) Let �3� �¤ �,�����#"
	 ��
��$�#"#h ��� ������" �.�/��� "�( � �%�¶* be a delegation network
where the authorizationsare open-threshold-type. De-
note by

hjiC�
the operations of ��� . The relation( � �%� � 
�}/~)�-� ��� 0 �,�-���Ç2¥�,�����`23hji+� is thesmallestthree-

placerelationsuch that

1. if : 7 �,�����
and ��7 hliC�

, then  _: " : " � * 7( � �%� � 
�}/~E�-�E��� , and

2. if for some ®Ýõ17��&õ&� , ð×7 � »
and : D 7å�N�)���

there exist at least ð pairs of keys : and certificates
6 such that  $: " : F " � * 7 ( � ��� � 
�}/~)������� ,  
6 " : * 7N�.�/��� ,
 $:�D " 6 * 7Í�.�/�'� and

( � �%�lf 6 k �9 
®Åõ " ð "Z�y* where �37 � ,
then  _:&D " :GF " � * 7 ( � �%� � 
�}/~)�-� ��� .

In practice, there should be a single thresholdvalue
matchingeachidentifierandonly onekey shouldissuecer-
tificateswith a givenidentifier. Sincetheserulescannotbe
enforcedin a distributed systemof issuers,the definition
above treatscertificateswith equal identifier but differing
thresholdvalueor issuerasbelongingto differentgroups,
just asif they haddifferentidentifiers. The equalityof is-
suersandthresholdvaluesmustalsobecheckedby imple-
mentations.

Finally, we areable to give a transformationfrom del-
egationnetworkswith joint-delegationor thresholdcertifi-
catesto oneswith openthresholdcertificates.Theresulting
network simulatesa joint-delegationcertificateby issuing
to all subjectsseparatecertificatesthat containa common
identifier.

Definition 18 (transformation � �Mx"! ) Let ���P�¡ �,�����#"
	 ��
��$�#" ��� �%�&��" �.�/�'� ")( � ���+* be a delegation network with
set-typecertificates.

hji¶�$#Çf �3� k �¡ �,�����G" 	 �-
��$� � "$h ��� ������"
������� � "Z�&�+�s� � * is a delegationnetworkdefinedby
	 �-
��$� � ��«�6 �óZ§ ¦ ´#6O7Ô	 ��
��
� �  
6 " : * 7N�.�/���<¬ "
������� � ��«� $: � " 6 � óZ§ ¦ * ´�6 � óZ§ ¦ 7&%<�)c � � � �  $: � " 6 * 7N�������<¬ 4

«� 
6 � óZ§ ¦ " : * ´�6 � óZ§ ¦ 7&%<�Ec � � � ¬ "h ��� ����� �9	 ��
��
�Ñ2'� » 2 ��� �%�&�'I
For all 6-�óZ§ ¦ 7=	 �-
��$� � "Z�&�+�s� � f 6-�óZ§ ¦ k �  
6 " ð "�( � �%�Mf 6 ks* where
ð is thenumberof subjectsof thecertificate6 .

It shouldbecarefullynotedthat the certificates6-�óZ§ ¦ are
just plain itemsin the certificateset. In implementations,
they will not contain any identification of the original 6
and : . The new authorizations,on the other hand,have
anexplicit field containingthenameof theoriginal certifi-
cateor otheruniqueidentifier for the groupof certificates
in (£�+�)á f ��� k that is derivedfrom onecertificatein ��� .
Sincethe original certificatenamesdo not have any struc-
ture and they are forgottenin the transformationprocess,

thisfield doesnot carryany hiddenknowledgeof thestruc-
ture of the original network, except for groupingthe new
certificatesaccordingto their origin.

Wewill show thatthetransformation
hji¶�$#

preservesthe( � �%� � 
�}/~E�-� relation.Thismeansthattheopenthresholdcer-
tificatescanexpressany kind of delegationthattheset-type
authorizationscould.

Theorem19 Let ��� bea delegationnetworkwithset-type
authorizations.Then,( � �%� � 
�}/~E�-� �.� � ( � ��� � 
�}/~)�-� ¿yÀ)Ã �*) ��� + I
Proof Let ��� �  �,�����G" 	 ��
��$�#" ��� �%�&��" �.�/�'� "Z�&�C�s�+*
be a delegation network with set-typeauthorizationsand
let
hli¶�,#¯f ��� k �� �,�-���#" 	 �-
��$� � " ïÑð
� � � "Gh ��� �%�&��"Z�&�C�s� � * .

We noticethat a certificatein ��� correspondsto a setof
certificatesin

hli¶�,#¯f ��� k . This set is the certificatesthat
werenamed6-�óZ§ ¦ for thesubjects: of 6 .

If we considerthe
( � ��� � 
�}/~)�-� relationsin the two net-

works,weseethatDefs.4 and17bothdefine
( � ��� � 
�}/~)�-� as

aclosureof thesetdefinedby Rule1, onwhichthetwo def-
initions agree,with respectto Rule 2, which differs in the
definitions.We will compareRules2 andseethat they ac-
tually areequivalent.Assumethat

�&�C�s� ��c�®ÝÜG��� ��� f : " :#F " � k
and

�&�C�s� ��c�®ÝÜ&����-/.,0 K1) ��� + f : " :GF " � k for all keys : in some
set � .

Assumealsothat  _: D " 6 * 7Ø�.�/�'� , that �Î7 �&�+�s�jf 6 k and
thatall thekeys : for which  
6 " : * 7Ô�.�/��� arein � . The
ideaof the assumptionis that the conditionsof Rule 2 of
Def. 4 aremet. By Def. 18, the number á of certificates
correspondingto 6 in

hji��,#¯f ��� k is equalto thenumberof
subjectsof 6 . This á is alsothethresholdnumbervisible in
theauthorizationsof all the á thecertificates.The á certifi-
cateshave all :&D asissuerandthesubjectsof 6 assubjects.
Sinceall thesesubjectsare in � , the conditionslisted in
Rule2 of Def. 17arealsomet.

On theotherhand,assumethat in
hji¶�$#Çf ��� k for some

®Ýõ×7 � ß � and áÌ7 � » thereexist at least á pairsof cer-
tificates 6 and keys :�71� such that  _:&D " 6 * 7Ù�.�/�'� � ,
 
6 " : * 7N�.�/��� � and

( � ��� � f 6 k �! %®Ýõ " á "Z�y* where��7 � . This
assumptionhasthe meaningthat the conditionsof Rule 2
of Def. 17 are met. Again, Def. 18 requiresthat thereis
at leastonecertificatein �3� with the sameissuer : D and
thesameá subjects.The reasonis that thevaluesof ®Ýõ inhji��,#¯f ��� k uniquelyidentify a groupof certificatescorre-
spondingto onecertificatein ��� . Sinceall the subjects
: are in � , the conditionslisted in Rule 2 of Def. 4 are
fulfilled.

Hence,Rule2 in oneof thedefinitionsis applicableto a
key : D if andonly if it is applicablein theotherdefinition.
As theclosurerulesareequalandthestartingsetsareequal,
theresultingclosuresarealsoequal. �
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We will denotethe issuersof a set of certificatesby} �²� � ��
]�#f % k �|«�:Î´'6¥7&% �  _: " 6 * 7��.�/�'�<¬ .
Next we wantto show thatadditionandremoval of cer-

tificatesin ��� canbesimulatedby additionandremovalof
certificatesby thesameissuersin (£�C�Eá f ��� k . This proves
thatthetransformation

hli¶�,#
preservesthefunctionalityof

thedelegationnetwork.

Theorem20 Let ��� D be a delegation networkwith cer-
tificates 	 ��
��$� D and with set-typeauthorizationsand let
����F with certificates 	 ��
��$� D be its subnetwork. De-
note the certificates of

hji��,#`f ���,D k by 	 �-
��$� � D and ofhli¶�,#¯f ����F k by 	 �-
��$� �F . Then,
hji¶�$#Çf �3��F k is a subnet-

workof
hji��,#Çf ���,D k , and} �]� � ��
]�Gf 	 ��
��$� D ý 	 �-
��$� F k � } �]� � �-
]�&f 	 �-
��$� � D ý 	 ��
��
� �F k�I

Proof That
hji��,#Çf ��� F k is a subnetwork of

hji��,#¯f ��� D k
is adirectconsequenceof themonotonicnatureof thetrans-
formation

hji¶�$#
. Addedcertificatesin ��� resultin added

certificatesin
hji��,#¯f ��� k . Theissuersof theaddedcertifi-

catesarealsothesame. �
In orderto seethat thetransformationis secure,we still

mustshow thatany additionsto the
( � �%� � 
�}/~)�-� relationthat

canbeachievedby a setof keys in (£�+�)á f ��� k couldalso
be causedby the samesetof keys in ��� . When issuing
new accessrights in (£�+�)á f ��� k canbe simulatedin ���
by thesameissuers,we know that the transformationdoes
notendangertheaccesscontrolpolicy.

Theorem21 Let �3��D be a delegation networkwith set-
typeauthorizationsandcertificates 	 ��
��$� D , anddenotethe
certificatesof ����F�� hji��,#Çf ���,D k by 	 �-
��$� F . Let ����H
be a supernetworkof ��� F with the samesetof keys and
authorizations.Then, ��� D hasa supernetwork���Ab with
certificates 	 ��
��$� b such that( � ��� � 
�}/~)��� ����2 � ( � �%� � 
�}/~E�-� �.�43 and} �]� � ��
]�Gf 	 ��
��$� b ý 	 �-
��$� D k � } �]� � �-
]�&f 	 �-
��$� H ý 	 ��
��
� F k�I
Proof Wefirst includein ���Ab all thecertificatesof ��� D .
Let then %ü� 	 �-
��$� H ý 	 ��
��$� F be the set of addedcer-
tificatesin ����H . If

( � ��� H f 6 k �{ %®Ýõ " á "Z�y* for a certificate
6�75% , thenwe addto ��� b a certificatefor every setof á
certificatesin ����H whoseidentifieris ®Ýõ , thresholdvalue á
andissuerthe sameasthat of 6 . The subjectsetsof these
certificatesareformedby thesubjectsof the á certificates.
Clearly, the issuersof thecertificates	 �-
��$� b ý 	 ��
��
� D will
bethesamekeysastheissuersof thecertificates% .

If we now compute (£�+�)á f ���Ab k , the result is almost
equal to �3� H . One differenceis that the identifiers of
certificategroupsmayhave changedandthat somegroups
may have beenduplicated. Another differenceis that if
new certificateswereaddedwith an identifier alreadyex-
isting in ����H thus exceedingthe thresholdvalue á as-
sociatedwith the identifier (this is a

f : " á k schemewith

:76éá ), the subsetsof size á of the certificate group
have beenenumeratedasgroupsof size á with new iden-
tifiers. The changesof identifiersand duplicationof cer-
tificatesnaturally doesnot affect the

( � �%� � 
�}/~E�-� relation.
Also, thesplittingof certificategroupsto all their threshold-
size subsetsdoesnot causeany changesto the situations
whereRule 2 of Def. 17 canbe applied. As in the proof
of Theorem19, closure of the samebaseset with re-
spectto the samerule resultsin the same

( � ��� � 
�}/~)��� re-
lation in ����H and (£�C�)á f ��� b k . Hence,

( � ��� � 
�}/~)�-� ����2 �( � �%� � 
�}/~E�-� -/.�0 K1) ��� 3 + � ( � �%� � 
�}/~)�-� ����3 . �
Similarly, it is possibleto show that removal of certifi-

catesfrom (£�C�Eá f ��� k can be simulatedor surpassedin
��� by removal of certificatesissuedby thesamekeys [2].
This meansthat the transformationdoesnot openany new
linesof denial-of-serviceattackby expiring or revoking of
certificates.

It shouldbe notedthatTheorems19–21andthe proofs
of this sectiondo not only show propertiesof our proposed
certificatescheme.They canbegenerallyusedasguidelines
asto what kind of propertiesmustalwaysbe shown when
we wantto replacea certificateschemeby anotherwithout
changingthesecurityproperties.

6 Conclusion

We presenteda formal modelof accessright delegation
with certificates.The modelmadeit possibleto show the
equivalenceof different techniquesfor accesscontrol de-
cisionsin distributed,key-orientedtrust managementsys-
tems.In particular, weprovedthesoundnessandcomplete-
nessof certificatereductionwith respectto themodel.The
modelcan also be usedasa basisfor developmentof al-
gorithmsfor managingcertificatedatabases.Moreover, we
suggesteda simpleway for representingthresholdcertifi-
catesandproved it to have desiredfunctionalandsecurity
properties.
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