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Abstract

Thegoal of thispaper isto present a set of design princi-
ples for avoiding replay attacksin cryptographic protocols.
The principles are easily applied to real protocols and they
do not consume excessive computing power or communica-
tions bandwidth. In particular, we describe how to type-tag
messages with unique cryptographic functions, how to in-
expensively implement the full information principle with
hashes, and how to produce unique session keys without as-
suming mutual trust between the principals. The techniques
do not guarantee security of protocols, but they are concrete
ways for improving the robustness of the protocol design
with relatively low cost.

1 Intr oduction

Most attacksagainstauthenticatiorandkey distribution
protocolsare basedon recordingmessage®r their parts
andreplayingthemin anothercontext. The messagesan
beredirectedo otherrecipientghanoriginally intendedor
they canbe repeatedn differentprotocols,protocolruns,
or transmissiorsteps. (Syverson[12] givesan exhaustve
taxonomyof thereplayattacks.)

It is commonlysuggesteth theliteraturethatsuccessful
attacksagainstcryptographicprotocolsare a resultof bad
or lacking designprinciples,andthat good principlescan
lead to protocolsthat are significantly more robust [1, 4,
10, 13, 2]. The principlesare, however, usually presented
in form of warning examplesof how protocolsshouldnot
be built. The warningsare of importanceto anyone who
wantsto inspectprotocolsfor the mostcommonstructural
flaws but, unfortunatelytherearefew specificinstructions
for constructingprotocolsthat avoid the pitfalls andfulfill
thegoodprinciples.

In this paper we presentsomestrateies for protocol
designthat systematicallylead to propertiesdescribedas
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desirablein the literature. Above all, we stressthat the
techniquesshouldbe implementablén real protocolsat a
reasonableostin computationandbandwidth. This is es-
sential, becaus@esigner®f concreteprotocolsoftenstrug-
gle with tight performanceonstraints We achieve the low
resourceconsumptiorby usinginexpensve hashfunctions
andby utilizing thecryptographidunctionsandredundanyg
thatwould in ary caseexistin the protocols.

The ideaspresentedn this paperare neithersufiicient
not necessaryo make all protocolssecure.However, fol-
lowing theseguidelinesin protocol designresultsin con-
ceptuallysimple protocolswhosesecurityis easierto rea-
sonabout.

In Sec.2 we tacklethe problemof datatypes. Typetag-
ging canbe usedto bind messageo their specificplaces
in the protocol so that they cannotbe replayedelsavhere.
We shov how the datacan be inexpensvely taggedwith
static type information by creating unique cryptographic
functionsfor all purposesSec.3 continueson methodgor
binding datato its intendeduse. By includingin all mes-
sagesa hashof all informationfrom the earliermessagem
thesameprotocolrun, the protocoldesignecanmake max-
imal informationavailablefor checkingconsisteng of pro-
tocolruns. Sec.4 givesmoredetailson comparinghe prin-
cipals’ obsenationsof the protocolrun. In Sec.5 we point
outthattheuserof asessiorkey shouldbefamiliarwith the
trustassumptionsnadein the key exchangeprocess.Sec.
6 describegechniquedor generatinguniquesessiorkeys
withoutmakingassumptionaboutmutualtrustbetweerthe
principals,andfor bindingkeysto their intendeduses.The
mechanismgrotectagainsteplayof connectiordata.Sec.
7 concludeghe discussiorandoutlinessomegoalsfor fu-
tureresearch.

2 Implicit typing by unique functions

In thereplayattacksa messager a fragmentof a mes-
sageis taken out of its original context and replayedas a
part of anothermessagein anotherprotocolrun, or even
in a run of anotherprotocol. Logically, replay attacksare
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preventedby binding the messageand component®f the
messageto their correctcontext. This canbe doneby in-
cludingenoughinformationin themessagesothatthey are
recognizedo belongto a certainstateof a certainprotocol
run. A straightforvardway to bind the context information
to themessages explicit typing. Carlsen4] givesa com-
prehensie list of type informationthat canbe attachedo
messageanddataitems:

e protocolidentifier

e transmissiorstepidentifier

e messagsubcomponeritlentifier
e primitive typeof dataitems.

e protocolrunidentifier

All messageandtheir componentsiown to individual
indecomposabléataitems canbe recursvely taggedwith
the above type information. Exceptfor the protocol run
identifier, the tagsare static type information that can be
representedvith static labels on the messagelata struc-
tures.

In practice,however, full explicit typing is avoided for
performanceeasonsinsteadthetypesof mostdataitems
areassumedo be implicit from their context. For exam-
ple, it is usuallysufiicient to tag the outmostsignedor en-
cryptedsubmessagesith their compositetypes. Submes-
sagescanbe left untagged. Full recursve taggingis also
needles$rom securityviewpoint, becausehetype-tagsare
meaningfull only whenboundto the datawith somekind
of cryptographicauthenticationSometimeshetype canbe
deducedrom thestructureof themessageln thatcasejt is
necessaryor the messageo containsufiicient redundang
sothatthereceiercanrecognizat.

Example 1 (X.509) Messagesreatedrom ASN.1spec-
ificationsusuallyhavefull explicit typingincludingall parts
of thetypeinformationlistedabove, expectfor the protocol
runidentifier TheX.509standard5] hasASN.1definitions
for publickey certificatesbut notfor theauthenticatiormpro-
tocol messagesThis is a clearindicationthat explicit typ-
ing is consideredoo expensie in an authenticatiorproto-
col. Insteadthereceier hasto checkthe messagdengths

andstructuresn orderto distinguishbetweerthemessages.

(Thefull protocolis listedin Example5.) |

Implicit typing shouldalways be designedwith utmost
care.Ad hoc solutionssuchasthedifferingmessagéngths
in the X.509 protocol,canleadto seriousmistalesif mes-
sagewith resemblingstructureareusedfor otherpurposes.
Therefore,a consistentand completeschemefor implicit
typing is neededWe now constructsucha schemeby gen-
eralizinganideathathasbeenusedin severalexisting pro-
tocols.
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We obseredabove thatthe messageand submessages
thatneedto have typetaggedonthemarealwayscomposed
with somecryptographicfunction that providesa level of
integrity protection.Otherwise the taggingthe datawould
not increasethe security of the protocol. The mostcom-
monintegrity-protectingfunctionsareencryptionor secure
hash. Sincewe only needto considermessagesomposed
with cryptographidunctions,it is possibleto give themes-
sagesmplicit typesby usingadifferentcryptographidunc-
tion for every differentsubmessagerhatis, usingunique,
protocol-specifiencryptionfunctionsandhashedor every
applicationmakesit impossibleto copy messageom one
protocol,stepor submessag® another Suchuniquefunc-
tionscanactuallybefoundin mary existing protocols.

Example 2 (GSM) In the GSM authenticatiorbetween
a mobile station(MS) anda fixed network (NET) [7], two
applicationspecifickeyedone-way functionsareused.One
function, A3, givesthe responsdan a challenge-response
schemeand anotherone, A8, computesthe sessionkey.
If Ki is the sharedmasterkey betweenMS and NET,
and RAND is a random challenge,the responsevalue
is given by A3(Ki, RAND) andthe new sessiorkey by
A8(Ki, RAND). Thetwo functionsarelogically similar
and can have almostidenticalimplementations.It is only
importantthatthey computedifferent,unrelatedunctions.

1. MS— NET IMSI (MS’sidentity)
2. NET — MS RAND (challenge)
3. MS— NET A3(Ki,RAND) (response)

The function A3 is usedexclusively for computingthe
responsevaluesin the last stepof the GSM key exchange
protocol and nowhere elsein the world. Therefore,the
valuesof A3 cannotbe copiedto anotherprotocol, or to
anotherplacein the sameprotocol. Neithercanmessages
from ary otherprotocolor ary otherinformationin this pro-
tocol beusedin placeof Message3. Notably; it is impossi-
ble to mix the sessiorkeys andresponsealues. |

Thekeyedone-way functionsin the GSM authentication
have beendesignedor the particularuse. This guarantees
thatthe functionsare not usedanywhereelse,but it is, of
course,not advisablethat every protocol designedwould
createnew cryptographicalgorithms. Instead well known
algorithmscanbe instantiatedvith applicationspecificpa-
rameterghat containenoughredundang so that the same
parametersvill notbe accidentallyusedelsevhere.In par
ticular, one-way hashfunctions,block-chainingencryption
functionsandstreamcipherscanbe initialized with a con-
stanttype value. Theinitialization constantshouldbe ran-
domly choserandfixedat protocoldesigntime for eachuse
of the cryptographidunctionsin the protocol. It shouldbe
long enoughso that no two protocolsarelikely to usethe
samevaluefor the samecryptographidunction. An alter
native approactwould beto registeror widely publicizethe



usedconstantandto hopethat designerf relatedproto-
colscheckfor the previously resenedvalues.

Example 3 (GSM) The keyed one-way functionsin the
GSM authenticatiorcould be replacedwith the following
logically equivalent(althoughcomputationallymoreexpen-
sive) functions:

A3(Ki,RAND) = HASH (R, Ki, HASH(Ki, RAN D))
A8(Ki,RAND) = HASH(Ry, Ki, HASH(Ki, RAN D))

where HASH is a one-way hashfunction (for example
SHA) andR; and R, aretwo randomlychoser64-bit con-
stants. |
Example 4 (Wide-mouth-frog) The Wide-mouth-frog
key distribution protocolhastwo messagewith similar for-
mat. The consequencis thatan attacler cankeepa proto-
col run alive by repeatedlyplaying Message? in placeof
Messagd [2]. (Notethatthe encryptionfunctionshereare
assumedo alsoprotecttheintegrity of themessages.)

1.
2.

A— KDC A,E4(Ta,B,K)
KDC — B Ep(Tgs, A, K)

Normally, two propertiesof the protocolareblamedfor the
replayattack. First, the time stampis renaved from Mes-
sagel to Message2. Secondthe identicalmessageon-
tentsmake it impossibleto differentiatebetweenthem. It
is, however, commonpracticeto stampall messagesvith
their actualsendingtime. Furthermorethe messageon-
tentsaredeterminedy the needto transferinformationand
it not desirableto artificially changethe messagéengthor
structurebecauseof typing. Instead,the problemcan be
solvedby usingtwo differentencryptionfunctions.

1.
2.

A—KDC A EVWF(T, B K)
KDC — B EWMP2(Tp A K)

Thesg(integrity-protecting)encryptionfunctionscanbeim-
plementedfor example,by encryptingthe messagéanda
messagauthenticatiorcode)with analgorithmthatis ini-
tializedwith two differentrandomlychosertypeidentifiers.
|

Creatinguniquefunctionsfor all submessagesostssig-
nificantly lessthan explicit typing of all messages.Nor-
mally, the lengths of the transmitted messagesio not
change. For example, signaturesand messageuthentica-
tion codescanbe madeuniqueby initializing the message
hashfunction with differentvalues. (In our notation, the
valuesof the functions.S and M AC, i.e. signaturesand
messagauthenticatiorcodes,do not containthe message
itself but only the signaturepart.)

Sfj‘nique(M) = SA(HASH (TypeTag, M))
MAC" (M) =
HASH (TypeTag,Ki, HASH (Ki, M))
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Theinitialization constantareknown by everyoneandare
not transmitted. Therefore,the cost of making the func-
tions uniqueis negligible. If implementedwith care,also
uniqueencryptionfunctionsare only slightly more expen-
sive to computethan standardones. For example,the en-
cryptionkey canbe hashedvith the messagédentifier.

Ex (M) = EHASH(K,TypeTag) (M)

If ablock cipheris usedin CBC-mode the messagéden-
tifier shouldratherbe hashednto the initialization vector
If non-standardhashalgorithmsareused this maybemore
robustthanhashingthe messagédentifierwith theencryp-
tion key, becausea flaw in the hashalgorithm would not
endangethesecreyg of theencryptedmessage.

IV = HASH (IV, TypeTag)
Ci=ERr* (P IV')

The advantagein comparisorto explicit tagsis thatthe
typeidentifieris memgedinto a messageligestor initializa-
tion vector, but theredundantdentifieritselfis nottransmit-
ted. Theideais thata certainamountof redundang must
be presentin a messageso that the recever can perform
necessargryptographicchecks. The amountof necessary
redundang is constant{usually 64 bits, or 128 bits where
conflict-freenesss required).If new redundantnformation
needsto be added the total amountcanbe reducedto the
sameconstantoy combiningthe redundang from the two
sourcese.g.by hashingheredundantataitemstogether

As we have seenin the abose examples,unique cryp-
tographicfunctionscansene asimplicit identifier for pro-
tocols,transmissiorsteps,submessageand primitive data
items. We summarizeheideaof this sectionin the follow-
ing rule:

Strategy 1 Use a uniquecryptographicfunc-
tion for eachsubmessagé order to tag the
submessagewith their static datatypes. Cre-
atetheuniquefunctionsby parameterizingtan-
dardcryptographidunctions.

It still remainsan openquestion,how to tag the mes-
sageswith a protocolrun identifier We will not do so ex-
plicitly but thetechniquegpresentedn the next sectioncan
bethoughtof astaggingmessagewith hashe®f theentire
protocolrun.

3 Hashedfull information

Many protocolflaws arecausedy excessve removal of
redundang from the protocolmessagesThe protocolde-
signeris temptedo minimizetheamountf datatransfered,
but it is oftendifficult to seewhich dataitemsarenecessary



for thecorrectnessf theprotocolandwhicharenot. There-
fore, mary authorsstressexplicitnessastheforemostdesign
principlefor cryptographigrotocolg?2, 4]. All information
particularto the protocolrun, suchasnamesof the princi-
pals,noncevaluesandsessiorkeys, may make it moredif-
ficult to replay message# the wrong context if included
in the protocolmessageasredundantataitems. For ex-
ample, several classicprotocol failures would have been
preventedby explicitly stating the nameof the intended
recipientin the message¢Denning—Sacc§l], Needham—
Schrddemublic-key protocol [9], original X.509 standard
[8]. In Sec.2 we saw how staticdatatypescanbeimplicitly
includedin messageatlow cost. Thegoalof this sectionis
to presenta systematidechniquewith which alsodynamic,
run-specific,information can be inexpensvely attachedo
everymessage.

Woo and Lam [13] take the idea of explicitnessto the
extremesby adwocatingthe principle of full information:
the principalsshouldincludein all messagesll informa-
tion thatis in their possessiomandrelevantto the protocol
run. Althoughthisis a helpful principle to keepin mind, it
is unfortunatelytoo expensve oneto follow literally. Many
techniquesuchastheimplicit typing of Sec.2 canbeused
to implicitly includeinformationin the messagesvithout
actually transferringthe full data. This kind of saving of
bandwidthmay seemunnecessarfrom a theoreticalview-
point, but it is essentiabeforethe protocolscanbeimple-
mentedn actualcommunicationsystemsIn mobile com-
municationsandsmartcardnterfacesfor example,the use
of securitytechnologyis severely limited by the high cost
of datatransfer

Thus, we would like to enjoy the securityaddedassur
anceof full informationbut arereluctantto transferall the
redundantdata. Here we shouldrememberthat in most
caseghe redundantdatais alreadyknown by the recever
andit is usedonly for comparisorwith theexpectedvalues.
It is notnecessaryo transferall the databut only a conflict-
free hashof it with enoughredundang sothattherecever
canreliably comparethe receved valuewith a hashof the
expecteddata. By cryptographichashing,any amountof
redundantatacanbe compressetb a constantengthhash
value. This meansthat all datawhosevalue the recever
alreadyknows canbe includedin a messaget a constant
cost.Insteadof full information(i.e. all informationknown
by the sender)the messagesancontain

1. all informationknown by the sendetbut not known by

therecever

. acryptographicashof all informationknown by both
thesenderandtherecever.

Thissignificantlyreduceghecostof transmittingtheredun-
dantinformation. Naturally, like in full informationproto-
cols,all datahasto besignedby thesendeior by someother
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authority Otherwise therecevercouldnotrely onthe au-
thenticity of theredundantlatain checkingthe consisteng
of theprotocolrun.

Thereasonwhy theredundantiataitemscanbe hashed
to aconstantengthvalueis thatthe conflict-freehashfunc-
tionscanbeassumedo presere all redundang of theirar-
gumentevenwhenreducingthesizeof thedata.Of course,
thehashingdoesnotreally presere all informationbut it is
computationallyinfeasibleto seethe difference.If any two
dataitemsor hashvaluesare combinedby hashing,suffi-
cientinformation from themis presered for purposesof
comparisorwith the original data. Thus, the full informa-
tion principle canbeimplementedwvith only a constanin-
creasedengthfor eachmessage®f the protocol.

Furthermorethe cryptographichashvalueontheredun-
dantdatadoesnot needto be signedseparately The hash
canbe memedinto the signedhashthatwould in ary case
exist on otherdataitemsin the message Sincemostmes-
sagesn cryptographigorotocolsincludea signedor other
wise authenticatedhashof the contentsappendinghe re-
dundantdataitemsin thesehashesdoesnot increasethe
lengthof the messageatall. Theonly costis the compu-
tation requiredfor digestingsomeadditionaldatawith the
hashfunction. This is inexpensve sincethe standarchash
functionsaredesignedor bulk data. In fact, thereis usu-
ally no variationin costof hashingmessageshorterthan
512bits.

Example 5 (three-way X.509) The reasoningbehind
thestandardhree-way X.509 protocolis somavhatcompli-
cated.Thefreshnessf thefirst messagés confirmedby the
third messagdut thereis no directlink betweerthe mes-
sages.The connectiorbetweerthefirst andthird message
is formedby the secondnessagevherethetwo noncesk 4
andRp appeatogether (Theobscurestructureactuallyre-
sultedin a weaknessn the original versionof he protocol.
Thiswaslatercorrectedby addingthe nameof therecipient
in thelastmessage.)

1. A— B Ry4,B,Eg(Kap),
SA(Ra, B,Ep(K4p))

2. B— A Rp,A Ra,Es(Kpa),
SB(RB;AaRAaEA(KBA))

3. A—B RB,B, SA(RB,B)

It is, however, conceptuallymuchsimplerto includein all

messagea signatureon all informationrelevantto the pro-
tocol run. As we have describedit is not necessaryo send
all the redundantnformationbut only a signedhash. Sur

prisingly, the messagesf the protocolbecomeshorterthan
in the standardprotocol. (K} and K7 arethe public keys
of A andB. Thekeysareoftenmorepreciseprincipaliden-
tifiers thanthe merenames.)



1. A— B RA,EB(KAB),

Sa(“Msg 1 of my protocol”,
A,B,K}{,K},Ra,KaB)
RBJRAJE,IA(KBA)J

Sgp(“Msg 2 of my protocol”,
AaBaKX7K§7RAaRB;KAB7KBA)
S (“Msg 3 of my protocol”,
AaBaKX7KE7RA7RB7KAB7KBA)

2. B—A

3. A—B

In the above variant of the X.509 authenticationthe link
betweerthethird andthefirst messagés explicit. Sincethe
costof hashingis negligible andthe messagedo not grow
in length,thereis noreasorto resortto thekind of implicit
relationsbetweenmessagethat the standardorotocol has.
Understanding@ndsecurityanalysisof the modifiedproto-
col is muchmorestraightforvard. |
When implementedwith hashesin the way suggested

above, the full informationprinciple resembleloselythe
ideathatall datashouldbetaggedwith aprotocolrunidenti-
fier. We do notselectarandomprotocolidentifierbut rather
usethe entire contentsof the protocolrun asthe identifier.
The main purposeof a separatedentifier would beto link
togetherthe messagesf the protocolrun, andthis taskis
performedby thefull informationprinciple.

Strategy 2 Includein all authenticatednes-
sagesa hashof all information that both the
senderandthe receiver shouldagreeon at that
stageof theprotocolrun.

Sincethe run identifier is the one piece of type infor-
mationthat we were not ableto handlewith uniquecryp-
tographicfunctionsin Sec.2, it makes senseto combine
uniquefunctionswith hashedull informationfor complete
typing of messagelata. This is exactly whatwe have done
in Example5.

4 Defining full information

In the previoussectionwe describedatechniqueor im-
plementingthe full information principle efficiently. Hav-
ing seenthat the implementationis feasible,we will now
take a closerlook at the information that needsto be in-
cludedin the messagesand how it is usedfor security
checks.

In afull informationprotocol,the messagealwayscon-
tain the senders view of the currentprotocol run. This
largely redundantdatais usedby the recever for consis-
teng/ checkswith its own obsenationsand previously re-
ceivedinformation. The datais alsostoredfor future com-
parisons.All obsenationson the selectedexecutionpaths
and datavaluesby different principalsshouldmatch. By
checkingthis, the recever cangain someassurancef the
consisteng of the entire protocol run. Matching protocol
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runs werefirst mentionedy Bird & al. [3] andtheconcept
hasbeenbeenformalizedby Diffie, Oorschotand Wiener
[6] who definerecordsof protocolruns by two principals
to be matchingif all messagesentby oneprincipalto the

otherarereceivedby thatprincipalin the sameorder They

thenusematchingasa requiremenin their definition of a

secureprotocolrun. The principalsneedto checkthatthe

runs match before acceptingthe protocol results(session
keys etc.). For thechecksthe principalsneedto receve re-

dundantdatafrom eachotherandthefull informationprin-

ciple naturally providesthemwith maximal redundanin-

formation.

Although several authorshave written aboutabout“full
information”, it remainssomeavhat vaguewhatis actually
meantby that. The discussiorin the previous sectionalso
avoidedthe precisedefinitionof theterm. Thereareatleast
two possibleinterpretation®f whatit meandor a protocol
principal to sendall the information relatedto a protocol
run to anotherprincipal. The full informationcan consist
only of valuesof dataitems, or it canalsoinclude beliefs
andtrusts.

Thus, the simpler interpretationis that the variablesin
the protocolschemgprincipalnamesnoncestimestamps,
keys, hasheshre assignedraluesduring the protocolrun,
andthefull informationof a principalcompriseghevalues
of thevariablesknownto theprincipal. In addition,thedata
known to aprincipal canincludethe acknavledgementhat
certainmessagesf the protocolhave beensentor receved
if this factcannotbe deducedrom the valuesof the vari-
ables. In orderto determineexactly which dataitemscan
be included, we needsomeunderstandingf which vari-
ableshave beenassignedialuesatthetime whenamessage
is sent.

In orderto determinewhich eventsin the systemareear
lier thanotherswe defineareflexive andtransitve orderon
themessagesf a protocol. Intuitively, two messagesom-
pareif andonly if oneof themalwayscan(possiblymust)
be sentbeforeor atthe sametime asthe otherone. Thatis,
in every protocolrun, the smallermessageitherhasto be
sentearlieror it canbe sentat the sametime asthe greater
one. More formally, M; < M, if one of the following
holds:

1. The messagé\/; is recevedandmessagél, is sent
by thesameprincipal P, and P doesnothave sufiicient
informationfor composingnessagé/, beforehaving
accesdo M;.

. Themessagél/; is receved andmessagéd/, is sent
by the sameprincipal P, andthe protocolrulessome-
times(possiblyalways)require P to wait for M, and
to perform somesecurity-relatedcomparisondefore

sendingM,.



Broker
B
1.request 2. allocate
1. offer
2. grant
. 3. service task
Client Server
C ) S
4.service results

Figure 1. The service broker protocol

3. Themessaged/; and M, aresentby the sameprin-
cipal P, andfor all messaged/ for which M < My,
M # M, andM # M,, alsoM < M,.

4. M, and M, arein the reflexive andtransitive closure
of theordergivenby Rules1 through3.

Theintuitive ideaof Rules1 and?2 is thatthe messager-
der obeys the flow of information. Although our orderis
definedon messagemsteadof events,thesetwo rulescor-
respondo the causalbrderof sendingandreceving events
in asynchronousommunication Rule 3 expresseshefact
that if the prerequisitesof messageM; are a subsetof
the prerequisite®f messagé/,, thenthe principal always
knows or is ableto decidethe contentsof M; beforesend-
ing M, andthereforejt is possibleto sendi/; earlieror at
the sametime with Ms.

With the above definedorder, we canfind the maximal
setof dataitems that are always known to a principal at
the time of sendinga message. For a messageM, this
full information set containsall the valuesof variablesthat
have beenassignedn messagesmallerthanor equalto M,
{M' | M' < M}. Thisis the maximalinformationthat
the principal sendinga message&anbe requiredto always
includein it.

Reiterand Gong[11] presentareminiscenideaof pig-
gybackingon eachmessagédasheof its causalpredeces-
sors. Sincetheir goal is to prevent forgery of causalre-
lationships,they concentrateon preservingthe history of
eventswhile we alsowantto includeinformationon thefu-
turemessagewhenpossible.

Example 6 (sewvice broker) We illustratetheinclusion
order of full-information messagesvith a simple system
wherethe trustedparty is a broker at a serviceexchange.
The seners adwertise their serviceto the broker and the
clients sendtheir requestgo the sameplace. The broker
thenmatcheghesupplyto thedemandsendshesenerin-
structiongto allocateresourceso theclientandinformsthe
client of theallocatedresourcesFinally, the client contacts
thesenerandobtainsthe service.

C->B: request S->B: offer

B->C: grant <= B->S: allocate

C->S: service task

S->C: service result

Figure 2. Inclusion order of full-inf ormation
messages

Fig. 1 shows a traditionaldiagramof the protocolwhere
themessagewith equalnumberscanbetransmittedn par
allel. Fig. 2 shows the order of the messagegfor clarity,
without the reflexive andtransitive arrowns). From this or-
derwe cansee for examplethatthe messagerant should
containnot only all informationfrom the messagesequest
andoffer, but alsofrom themessagaellocate. Thereasoris
thatgrant depend®nthe sameearliermessageasallocate
and,hence|ts contentscanbe decidedat the sametime as
the contentof allocate. The conclusionis natural,because
a decisionto granta servicealwaysimplies a decisionto
allocateit, andvice versa. |

Therearesomepointsin out constructiorof the full in-
formationsetthatneedfurtherconsiderationFirst,theprin-
cipals arerequiredto make decisionson future messages
early. For example,if a principalsendg¢wo messagewith-
out receving anything betweerthem, it hasto make up its
mind on all the necessaryariableassignmentfor thelater
messagdeforesendingthe earlierone. This is mandatory
becaus¢he above definitionof full informationrequiresn-
clusion of the dataalso in the earlier messageandit is
always possiblebecausehe principal will not receie ary
new informationbeforesendingthe latermessage.

Second the principal sometimeshasmore information
thanwill beincludedin the messagesif a dataitemis not
alwaysin the principal’s possessioly thetime of sending
the messageits inclusionis not requiredeven whenit is
known. This kind of situationcommonlyoccurswhenthe
principalis handlingtwo messagesvith independenton-
tentsconcurrentlysothattheorderof theirsendingcanvary.
Thereasorfor omitting suchdatafrom thefull information
setis thatthereremainprotocolrunswhosesecuritywould
not benefitfrom addingthe datain the othermessage.

Third, the definition doesnot make ary clearchoiceon
which partsof themessageshouldbeconsiderediataitems
or variableassignmentandincludedin thefull information
set,andwhich shouldbe regardedas compositemessages
that neednot be forwardedin the future messages.The



problematicitems are encryptedsubmessageshosecon-
tentsthe principal doesnot yet know, andvaluesof crypto-
graphichashe®r otherfunctionswhoseargumentsareun-
known. It is beneficialto signsuchsubmessageaghenthey
areoriginally includedin a messageOn the otherhand,it
is usuallytoo costlyto includethemasredundantatain all
future messagesiVe leave it to protocoldesigneto decide
how farthefull informationprinciple shouldbe extended.

It is alsopossibleto choosea morecomprehensieinter-
pretationof the term full information. Namely the princi-
palsdo notonly know thevaluesof dataitemsbut they also
have knowledgeandtrustthat cansometimese delivered
to others. In a two-party protocol, or if all the principals
trust eachother, this coincideswith the simplerinterpre-
tation of the full information, becausen that caseall au-
thenticatednformation representshe commonwill of all
the principals. In a multi-party protocolthe principals,on
the otherhand,might not trustinformationpassedhrough
thehandsof anotherprincipalevenif they trusttheoriginal
sender In thatcase,onecouldincludein the full informa-
tion setnot only datavaluesbut alsoan assurancef their
authenticityin the form of the authenticatedull informa-
tion from previousmessagedt seemshowever, impossible
in practiceto requireinclusion of all earlierauthenticated
messagediecause¢heaccumulatingetof signedmessages
cannotbe compressedby hashingthemtogetherike most
of the otherredundantdataitems. Neverthelessijt may at
timesbedesirabldrom securityviewpointto passalongnot
only the datavaluesbut alsothe assurancef their authen-
ticity evenin situationswheretheassurancés redundant.

Finally, it is necessaryo notethat the full information
principle cannotalwaysbefollowedliterally. In somepro-
tocols,addedredundang in messageswvould reveal confi-
dentialinformationthatis to be keptsecretfrom a protocol
principal or from the outsiders.The informationin danger
includessecretdataitemsthatcontainlittle entropy sothat
they canberecoveredby comparingthe hashwith guessed
values.e.g. 1-bit choicesandpassverds. Fortunately send-
ing hashednformationinsteadof the full plaintext in most
casesninimizesthedangernf informationleaks.Hasheof
keys andothersecretswith reasonablentropy canusually
be published.Furthermoreijf two or moreindependense-
cretsarehashedogetherthe attacler would have to guess
themsimultaneouslyn orderto verify thecorrectnessf the
guesshy comparisorwith the hashvalue.

5 Trust assumptionsbehind a sessiorkey

A key distribution protocolguaranteesertainproperties
for thekey andrelieson certainassumptionsNot only the
propertieshut alsothe assumptiongffect the kinds of uses
thatthe key canbe putto. Replayattacksagainstsession
datacanarisearisefrom confusionaboutthe assumptions
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behindakey. Thebestknown exampleis the X.509key dis-
tribution protocol,wherekeys canbe copiedfrom oneses-
sionto another We point outin this sectionthatif the key
distribution processassumedrust betweenprincipals,the
resultingkey cannotfully protectcommunicationon mat-
terswherethe principalsdo nottrusteachother Sec.6 will
thendiscusghe mechanismby which onepropertyof ses-
sionkeys, uniqgueness;anefficiently beguaranteeavithout
the mutualtrustassumption.

The analysisof key distribution protocolsusually ends
when a sessionkey hasbeendeliveredto the principals.
The sessionkey is believed to have someuniversalprop-
ertiesthatmake it goodfor protectingthe consequentom-
munication. The conceptof good session key is is, how-
ever, dangerouslyaguein the literature. This canresult
in proponentf differentkey distribution schemedisting
weaknessesf otherprotocolsandlabelingthem“insecure”
while they, in fact, arelooking for differentkinds of keys.
We believeit to be morefruitful to accepthattherearedif-
ferenttypesof sessiorkeys. After that,the propertiesof the
keys, assumptiondehindtheseproperties,and the good-
nessof the keys for particularusescanbediscussedin the
following, we do notattempto coverall possibleaspect®f
sessiorkeys, but ratherlook into the consequencesf one
assumptioncompletetrustbetweerthe principals.

Thetrustrelationsbetweemrincipalsof a cryptographic
protocol canbe arbitrarily complicated. Neverthelessthe
two most commonassumptionsare full mutual trust and
completedistrust. The former view is usuallytaken when
the principalscommunicateverinsecurechannelandout-
side threatsare their biggestconcern. The latter situation
occursmostoftenin commercevhereaprincipalcouldgain
adwantagéy sendingalseinformationto another (Thetwo
extremesituationsare picturedin Fig. 3 In practice,how-
ever, thethereis usuallythe needto protectthe communi-
cationagainsbothinternalandexternalthreats.Thedanger
hereis thatthecryptographianechanism$or defendingthe
systemagainsexternalthreatsoftenrely ontheassumption
of trust betweenthe principalsand, therefore,canbe inef-
fectiveagainsinternalthreats.In particular if thegoodness
of asessiorkey depend®n the trustworthinessof a princi-
pal, the key shouldnot be relied on in further increasing
trustto thatprincipal.

Example 7 (one-wayX.509) Let usfirst look atthewell
known vulnerability of the ISO X.509 key distribution [1].
The one-way protocolis sufficient to illustrateour point.

1. A— B Ta,Ra,B,Eg(Kap),
SA(TAaRAaBaEB(KAB))

Theproblemis thattheencryptedsessiorkey canbecopied
to anothersessiorwheretherespondingartyis alsoB. Af-

ter having blindly copiedthe encryptedsessiorkey, the at-
tacker could still not decryptthe messageshut he could
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Figure 3. Settings with mutual trust and dis-
trust
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replaythembetweenthe two session.This leadsto anor-
acle attack, wherethe attacler usesone sessionto obtain
messagebr the othersession.

AbadiandNeedhanjl] presenthisattackasanexample
of thedangerof signingencryptednessageslheproblem
canalsobe seenfrom a moregeneralviewpoint. It is that
thekey exchangeprotocolassumesompletetrustbetween
theprincipalsin matterghatwill beprotectedwith this key,
but the key is mistalenly usedto protectcommunication
wherethe principalsdo notfully trustseachother

For instancejf B mistalenly trustsothersto show their
possessionf a secretpieceof informationby sendingthat
informationover a channeprotectedvith anX.509 session
key, an attacler C could copy the sessiorkey from A, re-
play the requestfrom B to A, andpassthe responsdrom
A to B. Sendingthe secretinformationin encryptedor au-
thenticatedorm to B doesnotguarante¢hatit really came
from C, if B cannottrust C andthe sessiorkey hidesthe
trustassumption.

The attackdoesnot yield the X.509 protocoluseless|t
canbe usedby principalswho really have full confidence
in eachother with respectto the things protectedby the
key. Suchprincipalswill not betrayeachotherby copying
keys from othersessionsFor example,ary two principals
who wantto concealthe contentsof their mutualcommu-
nicationfrom the outsideworld andto ensurethe integrity
of their communicationagainstexternal threatsmust trust
eachother not to reveal the contentsand not to sendma-
nipulatedmessagesin that case the principalstrust each
other with respectto the thing protectedby the key, and
the X.509 protocolsufiiceswell for the key exchange Fur-
thermore the protocol canbe usedby mutually suspicious
principalsto distributeakey for protectinga sessioragainst
outsidethreatsif othercryptographionechanismsareused
inside the sessionto countermutual dishonestyand these
mechanismareindependenof the sessiorkey. |

Example 8 (Diffie-Hellman variant) It is importantto
notethatthe describedvulnerability of the X.509 protocol
is not simply a questionof the orderof encryptionandsig-
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naturealthoughthatis thetechnicaldetail causinghe prop-
erty. Consideraversionof theDiffie-Hellmankey exchange
wherethethepublic keys arestoredin publicdirectories.If
an attacler copiesanotherpersons public key andsendst
into the directoryashis own key, a situationsimilar to the
X.509 key-copying attackoccurs. The attacler cannotre-
cover the sessiorkey but he canreplay messagebetween
two sessiondecausehey they both have the samesession
key. Theattackcanbecounteredy requiringthe principals
demonstratéhepossessionf thecorrespondingrivateD—
H key beforeacceptinga public key to the directory This
may, however, be incorvenientif a general-purposdirec-
tory if usedandthe public D—H keys are certified by the
principalsthemseles.

|

The protocolsin the above exampleshave two proper
tiesin common. Firstly, their advantages that they male
it possiblefor oneprincipalto decidethe sessiorkey in ad-
vanceanddo preparationsuchasencryptionoff-line before
establishinghe sessionSecondlythe goodnes®f the ses-
sionkey dependsntirely on the goodwill of the principal
selectingthe key. In the attacks,this principal decidesto
copy thekey from anothersession.

This kind of vulnerability is usually blamedon techni-
cal detailsof the protocolsbut it canalso be attributedto
a poor understandingf the assumption®f trust between
theprincipals.If theprincipalswantthe protocolto guaran-
teesomequality of thekey regardlesf thetrustworthiness
of the principals,the protocolshouldutilize somespecific
mechanisnior accomplishinghis goal.

Strategy 3 Understandhe trust assumptions
madein the key-agreemenprotocol and limit
the use of the sessionkey accordingly or
changethe protocol to eliminate the assump-
tions.

The specificpropertythat is missingin the above pro-
tocolsis thatoneoften wantsall sessiorkeys to be unique
regardles®f thewill of individualprincipals.Protocolshat
alwaysproduceuniquesessiorkeys arediscussedn detail
in the next section.

6 Producingunique sessiorkeysand binding
the keysto their intended use

As we have seenin the previoussection,duplicatedses-
sion keys often lead to replay attacks,eitherto replaysof
entire deterministicsessionor to oracle attacks. Several
techniquehiave beenappliedin protocolsto produceunique
keys for eachsessionWe discusssomeaspect®f themost
populartechniqguegandsuggest new, simplerone.

In the basicDiffie-Hellmankey exchange both princi-
pals canbe assuredhat a differentkey is producedevery



time. This is becausehey both pick a nen secretkey and
the sessiorkey depend®n both of thesesecretkeys. Also,
ary other protocol that allows both principalsto choose
theirown key derivationparameterandcombineghesepa-
rameterdo the sessiorkey will accomplishthe same.The
reasonwhy the directory variantof Diffie-Hellmanin Ex-
ample8 failsis thatthe keys arenot new, but canbereused.

Although the abore schemescannot simultaneously
guaranteeniquekeysandallow oneprincipalto choosehe
key in advance otherprotocolscan. In the messagéelow,
the orderof encryptionandsignaturehasbeenreversedas
AbadiandNeedhanil] suggest.

EgB(...,KaB, Sa(... ,KaB))

The addedredundang insidethe encryptionnow malesit
impossibleto cut and pastethe plain sessiorkey to other
sessions. A disadwantageis that the encryptedmessages
containsredundanyg, makingit thuseasierto cryptanalyze.
Mao andBoyd [10] go asfar asstatingthat messagesn-
cryptedwith themasteikey shouldnevercontainarny redun-
dang. The masterkeys shouldbe usedonly for encrypting
randomdatastrings,suchassessiorkeys, sothatplaintext-
only attackcannotrecoverthe masterkey or the contentof
the encryptedsessiorkeys from key distribution messages
alone. The standardX.509 protocol conformsto this prin-
ciple.

Oneway to bind the sessiorkey to a particularsender
withoutaddingredundang insidetheencryptionis to adda
redundanhashof the sessiorkey andthe sendeiid into the
signedmessageThis connectgshe namesof therecever

7EB(KAB)7 SA( 7A7KAB)

Surprisingly [10] suggestshis approactor the dataorigin
check.Theadwantages limited, however, becauséhehash
valueprovidescryptanalystsvith the sameredundanyg that
is avoidedinsidetheencryption.

Thus far, all the techniqueswve have seenfor produc-
ing uniguesessiorkeys have beensomevhatunsatiséctory
They either contain redundantinformation of the session
key, or requirefresh parameterdérom both principals. Let
usturn backto thebasicproblem:how to make surethatan
agentcannotnot have the samesessiorkey asotheragents.
The simplestsolutionseemdo be to make the sessiorkey
dependenbn the identitiesof the agents. Thatis, usethe
X.509protocolor ary equivalentone,but insteadof aases-
sionkey, sendakey generatiorparameter

1. A— B TA7RA7B7EB(X)7
SA(TAyRA7B7EB(X))

Thencomputethesessiorkey with aone-wayfunctionfrom
the parameteandtheidentitiesof the protocolprincipals.

Kup = HASH(X, A, B)
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This methodcompletelyavoids sendingof ary redundant
informationthatcouldbeusedin cryptanalyzinghesession
key. Also, it allows A to decidethe sessiorkey in advance.

Strategy 4 To preventcopying of sessiorkeys
and data betweensessionswith different sets
of principals,distributeinsteada key derivation
parameteandgeneratehe sessiorkey by hash-
ing the namesof the principalswith the param-
eter

The samestratgyy can actually be generalizedo bind
ary informationto the sessiorkey. Wheninformationon
theintendeduseof thekey is hashednto thekey, it becomes
moredifficult to usekey for otherpurposes.

Example 9 (SSH) Thekey exchangerotocolin theSSH
transportlayer [14] producesa sessioridentifier by hash-
ing togetherthe threefirst messagesf the key exchange
including all algorithm negotiation parametergmessages
SSH_MSG_KEXINITfrom the client andthe sener, and
message&SSH_MSG_KEXRSA_HOSTKEY)The encryp-
tion andintegrity keys are computedwith a one-way hash
from the sessioridentifier and a freshly exchangedshared
secret.Thus,the key valuesdependon all the dataitemsin
thethreefirst messagesT his providesa strongguarante®f
integrity for the algorithmnegotiationprocess. |

We rephrasestratayy 4:

Strategy 5 To bind the sessionkey to its in-

tendeduse, distribute insteada key derivation
parameteandgeneratehe sessiorkey by hash-
ing with the parameterall information related
to the key distribution processandthe intended
usesof thekey.

7 Conclusion

In this paper we have describedseveral designprinci-
plesfor cryptographigrotocols.By following thedescried
techniquesit is possibleto build protocolsthat are robust
againstwhole classe®f replayattacks.Moreover, the sys-
tematicallydesignedprotocolsare often more understand-
ableandandeasierto analyzethanonesusinghighly spe-
cializedmechanisms.

Many designprincipleshave beendiscussecearlierin
the literature, but they arerarely presentedn the form of
concretgechnigueshatcanimmediatelybeappliedin pro-
tocol design. Our goal hasbeento develop feasibletech-
nigueswith which the principlescan be efficiently imple-
mentedin real protocols. In particular we are able to
realize theoreticaldesignslike full information protocols
with small computationalcost and minimal communica-
tions bandwidth. Also, we have generalizedsomeof the
mechanismsisedin existing protocols.



The new techniquegresentedn this paperinclude ef-
ficienttype taggingof messagewith uniquefunctionsand
implementationof the full information principle by hash-
ing the redundantinformation. We also discussthe trust
assumptionsnadein sessiorkey distribution andtheir re-
lation to the propertiesof the keys. A simpletechniqueis
proposedfor guaranteeinghe uniquenes®f sessiorkeys
without makingassumptionabouttrustbetweerthe proto-
col principals.

It is likely thatmary moredesigntechniquewill bede-
velopedand the onespresentecherewill be improvedin
the nearfuture. In additionto building a toolbox for pro-
tocol engineersjt would be importantto alsoanalyzethe
correctnesandcompletenesef suchtoolsfrom atheoreti-
calviewpoint. Theextentof thesecurityassurancgivenby
differentdesignprinciple couldbeassessedith thehelpof
thelogical modelsof cryptographigrotocols.Theultimate
goal of future researctcould be a completesetof design
principlesfrom which reliable,or even provable,protocols
couldbeconstructedsystematically
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