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Analysis Tools for Concurrent Systems

Systems where concurrency is present may contain sporadic errors that are very difficult

to reproduce. This kind of errors may become expensive in distributed systems where

large numbers of terminals have been sold to customers.

Not all concurrency-related errors can be found with a debugger or by testing. The fact

that tests do not reveal any erroneous behaviour does not prove a system correct. Only if

the analysis covers all possible states and executions of the system, we can be sure that

the system (or the model that describes it hopefully correctly) fulfils the desired properties

(which have hopefully been chosen in a meaningful way).

One method that can be automated easily is reachability analysis, exploring all executions

or states.
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Reachability Analysers at the Helsinki University of Technology

1984–1988: PRENA (thousands of reachable states); Pr/T nets with Pascal inscriptions

1989–: PROD (millions of reachable states); Pr/T nets with C inscriptions

• on-the-fly verification, stubborn sets, . . .

1998–: MARIA (tens of millions of reachable states); algebraic system nets

• two modes of operation: interpreted (C++) and compiled (C/C++)

• modular structure: easy to implement new algorithms

The tools have been used e.g. for analysing two PLC based railway systems, the back-
bone bus of an ATM switch, the ISDN DSS.1 protocol and the UMTS RLC protocol.

2



The Features of MARIA
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Different Modes of Operation

MARIA can process model systems in two fundamentally different ways. It can either

interpret the models, or it can translate a model into a set of C language modules that are

compiled into a machine executable library.

The interpreter approach is useful when a model is being edited and simulated. The

calculation of successor states is slower than when the model is compiled, but the delay

caused by compiling the model is avoided.

It is best to use the compiler mode only in connection with batch-mode state space ex-

ploration.
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Graph Algorithms in MARIA

MARIA offers some basic tools for traversing reachability graphs:

• listing the successor and predecessor states of a state,

• computing shortest paths between two states, or a state and a set of states,

• traversing a graph of strongly connected components, and

• illustrating execution paths that violate a desired property.

The paths or graphs can be displayed either textually or graphically.
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Interfaces to Other Tools (1/3)

MARIA has a number of interfaces to other tools. Some tools are invoked as subprograms:

• a C compiler and linker for translating models,

• a translator from linear temporal logic (LTL) to generalised Büchi automata, and

• GraphViz by AT&T Labs for illustrating state spaces.
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Interfaces to Other Tools (2/3)

Our research group has developed some tools that translate MARIA model systems from
other specification languages:

• CCITT Specification and Description Language translator (under development)

• TeleNokia SDL (TNSDL) translator (based on EMMA, a translator from TNSDL to
PROD)

• Tampere Verification Tool (TVT) labelled state transition system (LSTS) translator

In addition, a group at Brandenburg University of Technology at Cottbus, Germany, uses
MARIA for analysing programmable logic controller (PLC) systems.
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Interfaces to Other Tools (3/3)

MARIA supports two fundamentally different output formats.

Models can be unfolded to low-level Petri nets in the native format of LOLA, PEP and

PROD. The unfolded models can then be analysed with these tools, which at the moment

support better state space reduction methods than MARIA does.

State spaces of models, or selected parts of state spaces can be exported as directed

graphs in the GraphViz format, or as labelled state transition systems in TVT format.
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Example: Verifying a Sliding Window Protocol (1/3)

Sliding Window Protocol

Sender
Channel

Receiver

Acknowledgement
channel

Data
target

dataData
source

data

We have constructed a model of the protocol in the MARIA modelling language (roughly
200 lines of text). In this variation, two kind of messages are sent until a third kind of mes-
sage ends the transmission. The sender and the receiver have a buffer for 1 message.
The reachability graph contains 264 states and 582 arcs. If the transmission was contin-
uous, the initial state would be reachable from each reachable state, and the reachability
graph would thus have one strongly connected component.
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Example: Verifying a Sliding Window Protocol (2/3)

Because the model deadlocks once the terminating message has been sent, its reacha-
bility graph has several strongly connected components:

@0 3(8) @@34
trans_channel:{}
ack_channel:{}
sender_data:{}
sendervars:{0,0,0}
lock:true
receiver_data:{red}
ackarray:{false}
e:0
pc:rec_msg
white_req:false
blue_req:false

@3 1(6) @@7
trans_channel:{}
ack_channel:{}
sender_data:{blue}
sendervars:{1,0,0}
lock:false
receiver_data:{red}
ackarray:{false}
e:0
pc:rec_msg
white_req:false
blue_req:false

rec_data
vars:{0,0,0}
d:{}
data:blue

@6 2(3) @@7
trans_channel:{{0,blue}}
ack_channel:{}
sender_data:{blue}
sendervars:{1,1,0}
lock:false
receiver_data:{red}
ackarray:{false}
e:0
pc:rec_msg
white_req:false
blue_req:false

send_msg
vars:{1,0,0}
data:{blue}
channel:{}

@11 2(4) @@6
trans_channel:{}
ack_channel:{}
sender_data:{blue}
sendervars:{1,1,0}
lock:false
receiver_data:{blue}
ackarray:{true}
e:0
pc:send_data
white_req:false
blue_req:true

rec_msg
ch:{{0,blue}}
e:0
r:{false}
t:{red}
wr:false
br:false

@17 2(4) @@6
trans_channel:{}
ack_channel:{}
sender_data:{blue}
sendervars:{1,1,0}
lock:false
receiver_data:{red}
ackarray:{false}
e:1
pc:send_data
white_req:false
blue_req:false

send_data
r:{true}
e:0
t:{blue}
wr:false
br:true

@25 2(6) @@5
trans_channel:{}
ack_channel:{}
sender_data:{blue}
sendervars:{1,1,0}
lock:false
receiver_data:{red}
ackarray:{false}
e:1
pc:send_ack
white_req:false
blue_req:false

send_data
r:{false}
e:1
t:{red}
wr:false
br:false

@34 2(2) @@5
trans_channel:{}
ack_channel:{0}
sender_data:{blue}
sendervars:{1,1,0}
lock:false
receiver_data:{red}
ackarray:{false}
e:1
pc:rec_msg
white_req:false
blue_req:false

send_ack
e:1
ack:{}

@44 0(5) @@0
trans_channel:{}
ack_channel:{}
sender_data:{}
sendervars:{0,0,1}
lock:false
receiver_data:{red}
ackarray:{false}
e:1
pc:rec_msg
white_req:false
blue_req:false

rec_ack
vars:{1,1,0}
channel:{0}
data:{blue}

@@34
174

10(0)

@@33
4

2(1)

@@32
4

2(1)

@@31
1

2(1)
@@30

6
3(3)

@@29
1

2(2)

@@23
1

2(1)

@@22
6

3(3)

@@21
1

2(2)

@@15
3

1(6)

@@7
3

1(6)

@@28
1

3(2)

@@24
1

1(2)

@@20
1

3(2)
@@16

1
1(2)

@@14
6

1(3)

@@6
6

1(3)

@@27
1

2(1)

@@26
1

2(1)

@@25
1

1(1)

@@13
14

4(2)

@@12
1

2(1)

@@11
1

1(2)

@@10
1

1(2) @@8
1

0(3)@@19
1

2(1)

@@18
1

2(1)

@@17
1

1(1) @@5
14

4(2)

@@4
1

2(1)

@@3
1

1(2)

@@2
1

1(2) @@0
1

0(3)

@@9
1

1(1)

@@1
1

1(1)
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Example: Verifying a Sliding Window Protocol (3/3)

Growing the maximum length of the buffers grows the state space exponentially. With

sending and receiving buffers for 2 messages, there are 8,268 states and 25,168 events.

The component graph has 737 nodes and 2,048 arcs.

@@736 6510 253(0)

@@735 1 2(1)

@@734 1 3(1)

@@733 1 3(2)

@@730 1 2(1)

@@729 1 2(1)

@@728 1 2(2)

@@727 1 3(1)

@@726 1 3(2)

@@723 1 2(1)

@@722 1 3(1)

@@721 1 3(2)

@@718 1 2(1)

@@717 1 2(1)

@@716 1 2(2)

@@715 1 2(1)

@@714 1 2(1)

@@713 1 2(1)

@@712 1 2(1)

@@711 1 2(2)

@@710 1 2(1)

@@709 1 2(1)

@@708 1 2(1)

@@707 1 2(1)

@@706 1 2(2)

@@705 1 3(1)

@@704 1 2(1)

@@703 1 2(3)

@@702 3 6(3)

@@700 1 3(1)

@@699 1 2(1)

@@698 1 2(2)

@@697 1 2(3)

@@696 2 4(3)

@@694 1 2(1)

@@693 1 2(1)

@@692 1 2(1) @@691 1 2(1)

@@690 1 2(2)

@@689 1 3(1)

@@688 1 3(2)

@@687 1 3(3)

@@686 1 4(2)

@@685 1 3(2)

@@679 1 2(1) @@678 1 2(1)

@@677 1 2(1)

@@675 1 2(1)

@@672 1 3(1)

@@671 1 3(2)

@@670 1 2(2)

@@669 1 4(2)

@@668 1 4(3)

@@667 1 4(3)

@@666 1 3(2)

@@665 1 3(2)

@@664 1 3(2)

@@663 1 2(2)

@@662 1 3(2)

@@661 1 3(4)

@@660 1 2(3)

@@659 1 2(1)

@@658 1 2(3)

@@657 1 3(2)

@@633 1 3(1)

@@632 1 3(3)

@@631 1 2(2)

@@630 1 2(1)

@@629 1 2(2)

@@628 1 2(3)

@@627 1 3(2)

@@616 1 3(1)

@@615 1 2(1)

@@614 1 2(3)

@@613 3 5(3)

@@611 1 3(1)

@@610 1 3(2)

@@609 1 3(3)

@@608 1 4(2)

@@607 1 3(2)

@@601 1 2(1)

@@600 1 2(1)

@@599 1 2(1)

@@596 1 2(1)

@@593 1 3(1)

@@592 1 3(2)

@@591 1 2(2)

@@590 1 4(2)

@@589 1 4(3)

@@588 1 4(3)

@@587 1 3(2)

@@586 1 3(2)

@@585 1 3(2)

@@584 1 2(2)

@@583 1 3(2)

@@582 1 3(4)

@@581 1 2(3)

@@580 1 2(1)

@@579 1 2(3)

@@578 1 3(2)

@@554 1 3(1)

@@553 1 3(3)

@@552 1 2(2)

@@551 1 2(1)

@@550 1 2(2)

@@549 1 2(3)

@@548 1 3(2)

@@537 1 2(1)

@@536 1 2(1)

@@534 1 2(1)

@@531 1 2(1)

@@529 1 2(1)

@@526 1 3(1)

@@525 1 3(3)

@@524 1 2(2)

@@523 1 2(1)

@@522 1 2(2)

@@521 1 2(3)

@@520 1 3(2)

@@509 1 3(1)

@@508 1 2(1)

@@507 1 2(3)

@@506 3 5(3)

@@504 1 3(1)

@@503 1 3(2)

@@502 1 3(3)

@@501 1 4(2)

@@500 1 3(2)

@@494 1 2(1)

@@493 1 2(1)

@@492 1 2(1)

@@489 1 2(1)

@@486 1 3(1)

@@485 1 3(2)

@@484 1 2(2)

@@483 1 4(2)

@@482 1 4(3)

@@481 1 4(3)

@@480 1 3(2)

@@479 1 3(2)

@@478 1 3(2)

@@477 1 2(2)

@@476 1 3(2)

@@475 1 3(4)

@@474 1 2(3)

@@473 1 2(1)

@@472 1 2(3)

@@471 1 3(2)

@@447 1 3(1)

@@446 1 3(3)

@@445 1 2(2)

@@444 1 2(1)

@@443 1 2(2)

@@442 1 2(3)

@@441 1 3(2)

@@430 1 2(2)

@@426 1 2(2)

@@422 7 2(7)

@@421 1 2(2) @@418 1 3(1)

@@415 1 3(3)

@@412 36 4(4)

@@396 12 1(9)

@@391 7 2(7)

@@390 1 2(2)@@387 1 3(1)

@@384 1 3(3)

@@381 36 4(4)

@@365 12 1(9)

@@360 27 3(4)

@@340 1 3(1)

@@336 1 3(3)

@@332 12 1(7)

@@327 7 2(11) @@326 4 2(10)

@@325 27 3(4)

@@305 1 3(1)

@@301 1 3(3)

@@297 12 1(7)

@@292 1 2(2)

@@291 12 5(20)

@@290 1 2(3)

@@289 1 4(4)

@@288 1 3(3)

@@287 1 3(3)

@@286 1 3(3)

@@285 1 2(3)

@@284 1 2(4)

@@269 4 2(11)

@@268 1 2(2)

@@267 12 5(20)

@@266 1 2(3)

@@265 1 4(4)

@@264 1 3(3)

@@263 1 3(3)

@@262 1 3(3)

@@261 1 2(3)

@@260 1 2(4)

@@245 4 2(11)

@@244 1 2(2)

@@241 4 2(11)

@@240 1 3(1)

@@237 1 3(3)

@@234 36 4(4)

@@218 12 1(9)

@@207 6 2(10)

@@186 12 1(8)

@@185 33 10(8)

@@184 1 2(5)

@@179 4 2(12)

@@178 3 3(10)

@@177 1 2(5)

@@176 1 3(7)

@@171 1 1(5)

@@155 1 2(2)

@@154 12 5(17)

@@153 1 2(3)

@@152 1 4(4)

@@151 1 3(3)

@@150 1 3(3)

@@149 1 3(3)

@@148 1 2(3)

@@147 1 2(4)

@@132 4 2(9)

@@131 3 3(8)

@@130 1 2(3)

@@129 1 3(6)

@@128 1 2(3)@@124 1 1(4)

@@123 6 2(10)

@@122 12 1(8)

@@121 41 12(9)

@@120 1 2(5)

@@116 4 2(12)

@@115 3 3(10)

@@114 1 2(5)

@@113 1 3(7)

@@108 1 1(5)

@@104 3 1(10) @@69 3 1(10)

@@61 6 2(10)

@@60 12 1(8)

@@59 41 12(9)

@@58 1 2(5)

@@54 4 2(12)

@@53 3 3(10)

@@52 1 2(5)

@@51 1 3(7)

@@50 1 2(4)@@46 1 1(5)

@@42 3 1(10)

@@41 6 1(7)

@@7 3 1(8)

@@6 6 1(6)

@@732 1 2(1)

@@731 1 2(2)

@@725 1 2(1)

@@724 1 2(2)

@@720 1 2(1)

@@719 1 2(2)

@@701 1 2(1)

@@655 1 3(3)

@@641 1 3(4)

@@146 2 4(7)

@@695 1 2(1)

@@625 1 3(3)

@@684 1 2(1)

@@683 1 2(2)

@@682 1 2(3)

@@681 2 4(3)

@@676 1 1(1)

@@674 1 2(1)

@@656 1 3(2)

@@654 1 3(2)

@@653 1 3(2)

@@652 1 3(2)

@@651 1 3(2)

@@650 1 3(2)

@@642 1 3(2)

@@640 1 3(3)

@@626 1 3(2)

@@624 1 3(2)

@@612 1 2(1) @@576 1 3(3)

@@562 1 3(4)

@@259 2 4(7)

@@606 1 2(1)

@@605 1 2(2)

@@604 1 2(3)

@@603 2 4(3)

@@598 1 2(1)

@@595 1 2(1)

@@577 1 3(2)

@@575 1 3(2)

@@574 1 3(2)

@@573 1 3(2)

@@572 1 3(2)

@@571 1 3(2)

@@563 1 3(2)

@@561 1 3(3)

@@547 1 3(2)

@@546 1 3(3)

@@545 1 3(2)

@@535 1 1(1)

@@533 1 2(1)

@@530 1 1(1)

@@528 1 2(1)

@@519 1 3(2)

@@518 1 3(3)

@@517 1 3(2)

@@505 1 2(1) @@469 1 3(3)

@@455 1 3(4)

@@283 2 4(7)

@@499 1 2(1)

@@498 1 2(2)

@@497 1 2(3)

@@496 2 4(3)

@@491 1 2(1)

@@488 1 2(1)

@@470 1 3(2)

@@468 1 3(2)

@@467 1 3(2)

@@466 1 3(2)

@@465 1 3(2)

@@464 1 3(2)

@@456 1 3(2)

@@454 1 3(3)

@@440 1 3(2)

@@439 1 3(3)

@@438 1 3(2)

@@429 1 2(2)

@@425 1 2(2)

@@420 1 2(2)

@@127 1 2(4)

@@417 1 3(1)

@@414 1 3(3)

@@411 1 3(1)

@@407 1 3(2)

@@400 1 2(2)

@@395 36 13(12)

@@389 1 2(2)

@@49 1 2(4)

@@386 1 3(1)

@@383 1 3(3)

@@380 1 3(1)

@@376 1 3(2)

@@369 1 2(2)

@@364 36 13(12)

@@359 1 3(1)

@@354 1 3(2)

@@341 12 1(7)

@@175 1 2(4)

@@339 1 3(1)

@@335 1 3(3)

@@68 6 1(7)

@@331 36 13(12)

@@324 1 3(1)

@@319 1 3(2)

@@306 12 1(7)

@@112 1 2(4)

@@304 1 3(1)

@@300 1 3(3)

@@103 6 1(7)

@@296 36 13(12)

@@270 1 1(3) @@282 1 3(3)

@@281 1 3(3)

@@280 1 3(3)

@@279 1 3(3)

@@246 1 1(3)@@258 1 3(3)

@@257 1 3(3)

@@256 1 3(3)

@@255 1 3(3)

@@243 1 2(2) @@239 1 3(1)

@@236 1 3(3)

@@233 1 3(1)

@@229 1 3(2)

@@222 1 2(2)

@@217 43 14(12)

@@206 27 3(5)

@@170 1 3(3)

@@166 12 1(7)

@@183 1 3(1)

@@133 1 1(3)@@145 1 3(3)

@@144 1 3(3)

@@143 1 3(3)

@@142 1 3(3)

@@101 36 4(5)

@@107 1 3(3)

@@119 1 3(1)

@@85 12 1(9)

@@39 36 4(5)

@@45 1 3(3)

@@57 1 3(1)

@@23 12 1(9)

@@40 15 5(7)

@@5 15 5(7)

@@635 1 2(3)

@@634 1 1(2)

@@618 1 2(3)

@@617 1 1(2)

@@680 1 2(1)

@@511 1 2(3)

@@510 1 1(2)

@@388 1 1(1)

@@673 1 1(1)

@@646 1 2(1)

@@645 1 2(2)

@@644 1 2(2)

@@649 1 2(1)@@643 1 1(2)

@@636 1 2(1)

@@639 1 2(1)

@@137 1 2(2)

@@136 1 2(3)

@@135 1 2(3)

@@648 1 2(1)

@@141 1 2(2)@@134 1 1(3)

@@647 1 1(1)

@@140 1 2(2)

@@139 1 2(2)

@@138 1 1(1)@@44 1 3(3)

@@638 1 2(1)

@@637 1 1(1)

@@38 1 3(1)

@@34 1 3(2)

@@27 1 2(2)

@@619 1 2(1)

@@623 1 2(1)

@@622 1 2(1)

@@621 1 2(1)

@@620 1 1(1)@@126 1 2(4)

@@125 1 1(4)

@@556 1 2(3)

@@555 1 1(2)

@@602 1 2(1)

@@539 1 2(3)

@@538 1 1(2)

@@597 1 1(1)

@@428 1 2(2)

@@427 1 1(1)@@299 1 3(3)

@@594 1 1(1)@@567 1 2(1)

@@566 1 2(2)

@@565 1 2(2)

@@570 1 2(1)@@564 1 1(2)

@@557 1 2(1)

@@560 1 2(1)

@@250 1 2(2)

@@249 1 2(3)

@@248 1 2(3)

@@569 1 2(1)

@@254 1 2(2)@@247 1 1(3)

@@568 1 1(1)

@@253 1 2(2)

@@252 1 2(2)

@@251 1 1(1)@@106 1 3(3)

@@559 1 2(1)

@@558 1 1(1)

@@100 1 3(1)

@@96 1 3(2)

@@89 1 2(2)

@@540 1 2(1)

@@544 1 2(1)

@@543 1 2(1)

@@542 1 2(1)@@174 1 2(4)

@@541 1 1(1) @@173 1 2(4)

@@172 1 1(4)

@@67 15 5(7)

@@419 1 1(1)

@@532 1 1(1)

@@242 1 1(1)

@@527 1 1(1)

@@512 1 2(1)

@@516 1 2(1)

@@515 1 2(1)

@@514 1 2(1)@@111 1 2(4)

@@513 1 1(1)@@110 1 2(4)

@@109 1 1(4)

@@102 15 5(7)

@@449 1 2(3)

@@448 1 1(2)

@@495 1 2(1)

@@432 1 2(3)

@@431 1 1(2)

@@490 1 1(1)

@@424 1 2(2)

@@423 1 1(1)@@334 1 3(3)

@@487 1 1(1)

@@460 1 2(1)

@@459 1 2(2)

@@458 1 2(2)

@@463 1 2(1)

@@457 1 1(2)

@@450 1 2(1)

@@453 1 2(1)

@@274 1 2(2)

@@273 1 2(3)

@@272 1 2(3)

@@462 1 2(1)@@278 1 2(2)

@@271 1 1(3)

@@461 1 1(1)

@@277 1 2(2)

@@276 1 2(2)

@@169 1 3(3)

@@275 1 1(1)@@168 1 3(3)

@@452 1 2(1)

@@451 1 1(1)

@@205 1 3(1)

@@200 1 3(2)

@@187 12 1(7)

@@433 1 2(1)

@@437 1 2(1)

@@436 1 2(1)

@@435 1 2(1)

@@434 1 1(1)@@48 1 2(4)

@@47 1 1(4)

@@298 1 2(3)

@@333 1 2(3)

@@413 1 2(3)

@@416 1 2(1)

@@394 1 2(1)

@@393 1 2(1)

@@392 1 2(2)

@@213 1 2(4)

@@212 1 3(3)

@@211 1 2(3)

@@210 1 2(3)

@@209 1 1(3)

@@4 1 2(6)

@@3 1 1(7)

@@2 1 1(7)

@@1 1 1(6)

@@0 1 0(7)

@@410 1 3(1)

@@406 1 3(2)

@@399 1 2(2)

@@409 1 3(1)

@@408 1 2(1)@@405 1 3(2)

@@404 1 3(2)@@398 1 2(2)

@@403 1 2(1)@@397 1 1(2)

@@402 1 2(1)

@@401 1 1(1)

@@382 1 2(3)

@@385 1 2(1)

@@363 1 2(1)

@@362 1 2(1)

@@361 1 2(2)

@@18 1 2(4)

@@17 1 3(3)

@@16 1 2(3)

@@15 1 2(3)

@@14 1 1(3)

@@12 1 2(6)

@@11 1 1(7)

@@10 1 1(7)

@@9 1 1(6)

@@8 1 0(7)

@@379 1 3(1)

@@375 1 3(2)

@@368 1 2(2)

@@378 1 3(1)

@@377 1 2(1)@@374 1 3(2)

@@373 1 3(2)@@367 1 2(2)

@@372 1 2(1)@@366 1 1(2)

@@371 1 2(1)

@@370 1 1(1)

@@358 1 3(1)

@@353 1 3(2) @@346 1 2(1)@@357 1 3(1)

@@356 1 3(1) @@352 1 3(2) @@345 1 2(2)

@@355 1 2(1) @@351 1 3(2) @@344 1 2(2)

@@350 1 3(2) @@343 1 2(2)

@@330 1 2(1)

@@329 1 2(1)

@@328 1 2(2)

@@161 1 2(4)

@@160 1 3(3)

@@159 1 2(3)

@@158 1 2(3)

@@157 1 1(3)

@@66 1 2(6)

@@65 1 1(7)

@@64 1 1(7)

@@63 1 1(6)

@@62 1 0(7)

@@349 1 2(1) @@342 1 1(2)

@@348 1 2(1)

@@347 1 1(1)

@@338 1 3(1)

@@337 1 2(1)

@@323 1 3(1)

@@318 1 3(2) @@311 1 2(1)@@322 1 3(1)

@@321 1 3(1) @@317 1 3(2) @@310 1 2(2)

@@320 1 2(1) @@316 1 3(2) @@309 1 2(2)

@@315 1 3(2) @@308 1 2(2)

@@295 1 2(1)

@@294 1 2(1)

@@293 1 2(2)

@@80 1 2(4)

@@79 1 3(3)

@@78 1 2(3)

@@77 1 2(3)

@@76 1 1(3)

@@74 1 2(6)

@@73 1 1(7)

@@72 1 1(7)

@@71 1 1(6)

@@70 1 0(7)

@@314 1 2(1) @@307 1 1(2)

@@313 1 2(1)

@@312 1 1(1)

@@303 1 3(1)

@@302 1 2(1)

@@167 1 2(3)

@@165 43 14(12)

@@105 1 2(3)

@@84 43 14(12)

@@235 1 2(3)

@@238 1 2(1)

@@216 1 2(1)

@@215 1 2(1)

@@214 1 2(2)

@@208 1 1(3)

@@232 1 3(1)

@@228 1 3(2)

@@221 1 2(2)

@@231 1 3(1)

@@230 1 2(1)@@227 1 3(2)

@@226 1 3(2)@@220 1 2(2)

@@225 1 2(1)@@219 1 1(2)

@@224 1 2(1)

@@223 1 1(1)

@@204 1 3(1)

@@199 1 3(2) @@192 1 2(1)@@203 1 3(1)

@@202 1 3(1) @@198 1 3(2) @@191 1 2(2)

@@201 1 2(1) @@197 1 3(2) @@190 1 2(2)

@@196 1 3(2) @@189 1 2(2)

@@164 1 2(1)

@@163 1 2(1)

@@162 1 2(2)

@@156 1 1(3)

@@195 1 2(1) @@188 1 1(2)

@@194 1 2(1)

@@193 1 1(1)

@@182 1 3(1)

@@181 1 3(1)

@@180 1 2(1) @@43 1 2(3)

@@22 43 14(12)

@@118 1 3(1)

@@117 1 2(1)

@@83 1 2(1)

@@82 1 2(1)

@@81 1 2(2)

@@75 1 1(3)

@@99 1 3(1)

@@95 1 3(2)

@@88 1 2(2)

@@98 1 3(1)

@@97 1 2(1)@@94 1 3(2)

@@93 1 3(2)@@87 1 2(2)

@@92 1 2(1)@@86 1 1(2)

@@91 1 2(1)

@@90 1 1(1)

@@56 1 3(1)

@@55 1 2(1)

@@21 1 2(1)

@@20 1 2(1)

@@19 1 2(2)

@@13 1 1(3)

@@37 1 3(1)

@@33 1 3(2)

@@26 1 2(2)

@@36 1 3(1)

@@35 1 2(1) @@32 1 3(2)

@@31 1 3(2)@@25 1 2(2)

@@30 1 2(1)@@24 1 1(2)

@@29 1 2(1)

@@28 1 1(1)
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The Performance of MARIA

It does not make sense to try to present the state spaces MARIA can handle with one
picture. There is no need to display all the states of the system if we are only interested
in one execution path that demonstrates erroneous behaviour. Since MARIA is also an
interactive tool, it is easy to analyse the results.

The biggest system analysed thus far is a simplified model of a radio link control protocol.
Its reachability graph consists of 15,866,988 states and 61,156,129 events. The analysis
employed a 266 MHz Pentium II system for 10 hours and occupied 1.55 GB of disk space
but only 5 MB of memory. (The compilation option that allows memory-mapped access to
reachability graph files had not been implemented then.)

The biggest part of the disk space was needed for representing the values of transition
variables. Even though the model made use of complex structured data types, MARIA

used only 40–50 bytes for each state and a bit over 10 bytes for each arc.
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Properties that Can Be Verified (1/2)

A fully automated analysis can detect coarse errors, such as

• states where the system cannot proceed (deadlocks), and

• erroneous computing steps where some kind of an error occurs.

Experts who know the system can describe the desired safety and liveness properties

e.g. with formulae of temporal or modal logic.

If the analyser detects a violation of the desired properties, it displays a counterexample,

a violating chain of events that is possible in the system.
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Properties that Can Be Verified (2/2)

An execution that violates a safety property (“nothing bad happens”) is an event chain

from the initial state of the system to a reachable “bad” state.

A liveness property (“something good eventually happens”) is violated if the system can

infinitely execute a loop of events without performing a “good” event. In one sense, it is

comparable to a performance requirement: useful computations have to proceed in some

finite time. Our formalism cannot express exact time.

Safety properties are much easier to check than liveness properties. Usually this kind

of check is combined with probabilistic verification. A probabilistic verification run covers

the whole state space with some probability. Repeating such runs reduces the probability

that some execution paths remain unexplored.
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Applicability (1/2)

The motivation behind MARIA was to create a reachability analyser and a model checker
for a language whose expressive power is close to high-level programming and specifi-
cation languages (such as C++ and SDL). Powerful operations make it possible to model
complex communications without introducing superfluous intermediate states.

Users need not know the formalism of our analyser. They use the language of their own
application field, and a application-specific front-end provides an interface

• by translating user programs or specifications to the internal formalism,

• by allowing the desired properties to be described in the application language, and

• by displaying erroneous behaviours as execution diagrams of the application.
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Applicability (2/2)

Using a generic formalism has some advantages when compared to application specific
formalisms. Implementing more powerful analysis methods immediately benefits all lan-
guages whose translation to the modelling language has been automated.

At the moment we have experimental front-ends for the Specification and Description Lan-
guage standardised by ITU-T, and for its variant developed at Nokia, TNSDL. Thanks to
the data type system of MARIA, it is easy to translate expressions and message passing.

We are working on a Java front-end that is based on the Bandera framework developed
at the SAnToS laboratory of Kansas State University, USA, which in turn is based on the
SOOT tools of the Sable group at McGill University, Quebec, Canada. It will be interesting
to compare the results with other model checkers that Bandera supports.

MARIA is also extremely suitable for modelling systems manually.
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Availability

MARIA can be freely used by anyone under the same terms as e.g. the Linux operating
system, since it is covered by the General Public License published by the GNU project.
We believe that in this way, the threshold of getting familiar with the tool and extending it
becomes lower.

Our analyser has been developed in the UNIX environment. Part of it works in any system
for which a standard-compliant C++ compiler is available.

If you got interested, visit our home pages at the address

http://www.tcs.hut.fi/maria/

and contact us. We are constantly looking for interesting systems whose modelling and
analysis help us to develop our tool.
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