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Q1. Consider the finite fiellF = Z5[x]/(f(x)), with the polynomial
f(X) =x>+x2+ 1.
a) Compute(x* + x)(x3 + x2 + 1).
b) Using the Extended Euclidean Algorithm, comp(s& + x) 2.
c) Computex®.



Al-a) Sinced® = x2 + 1, we get

C+X)C+x+1) = X' +x8+x3+x
= X+ +x(C+1D)+x+x=x+x2

Al-b) Sincer; = rj_ — qiri_1 andu; = Uj_» — QiUj_1,
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Al-a) Sinced® = x2 + 1, we get

)+ +1) = X x84 x
= X+ +x(E+1) +xC+x=x"+ %

Al-b) Sincer; = rj_ — qiri_1 andu; = Uj_» — QiUj_1,
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1 X3 + X 1

2 1 X241 X¥¥+x+1|x+1

3 x+1 X+ 1 X3+ X2+ x
4




Al-a) Sincex® = X2 + 1, we get

KX+ +1) = X+ 4+ +x
= X+ D)+ xR+ +xC+x=x+x°

Al-b) Sincer; = ri_ — qiri_1 andu; = Uj_» — qiUi_1,

| g ri Ui

0 Xx+x2+11]0

1 X3+ x 1

2 1 X2 4+1| X+x+1|x+1

3| x+1 X+ 1 X3 4+ X2 + X
4| x 1 X*x3+1

= (C+x) "I modx® +x% + 1= x*+x3 + 1.



Al-c) Usingx® = x2 + 1, we get

XlO — (X2+1)ZEX4+1
¥ = 412 =x4+1=x+1)+1=x
X0 = x%0 = (x* + 1)+ x®) = x* +x

Hence,

B = 3% = (¢ + X)0 + 1)
= X+ +x=x* (modx® +x% +1)

+ X
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Q2. Leta andb be positive integers wheke> a. Letr;, u; andv;,
i=0,1,..., be the sequences produced by the Extended Euclidean
algorithm. Prove that

1. ry = yyamodb, and
2. b= |uipa|ri + [ui|riga,
foralli=0,1,....



A2-a) In the Proof of Extended Euclidean Algorithm (see lecture-3
slides), it is proved that = u; - a+ v; - b for some positivdd > a
wherei =0, 1,.... Hence,

r=u-a (modb)
A2-b)
Proof by induction 1; - ui.1 < Owherei =1,2,....i=1:
Up-Ux=U-(Up—C2-U1) = —Q2 < 0.
We assumej;_1 - u; < 0.

Then,u; - Uiy1 = Ui - (Ui—1 — Gigali) = Ui - U1 — Gi1qU2 < O.
Hence, the claim holds far



A2-b) Prove the main claim by induction.

Fori =0, |ui|ro + |ug|r1 = b.

Fori=1,|ulr1+ |wjro=|—qz2/-a+(b—qg2-a) =b.
Fori — 1, we assume thdt= |uj|ri_1 + |Ui_1]r;. Then,

Uitalri = |ui—afi — Qipatilr
Uilrizs = |uilrios — Giya|uilri
= |Uipa|ri + [Uilfizr = |Ui—afi — GiraWi|ri + |Uilfi—1 — CGira|uilri

(1) If U1 > O, thenu; < 0 andu;_1 > 0

Ui—1li — Gigalili + (—U)ri—s — gipa(—U)ri = Ui—1fi — Uifi_1
|Ui—1|ri + |Ui|ri—1

(2) If uiy1 < O, thenu; > 0 andu;_1 < 0.

—Ui—1li + GipaUili + Uili—1 — GipaUili = —Ui_1li + Uilj—1
lui_q|ri + |uilri—1

Hence, the claim holds far



Q3. Compute the two least significant decimal digits of the integer
200909,

Let p be a prime and a positive number. Then,

p(p) = p-1
o(p) = p'-pt



A3. The task is to compute 208%° (mod 100. Since 100= 22 - 52,
we computex = 2009°%° (mod 100 by first solvingx (mod 4) and
thenx (mod 25. The results are combined by the Chinese
Remainder Theorem.

Since$(25) = 5% — 5 = 20, we get

X = (2009 mod 3%°%° = 1 (mod 4
x = (2009 mod 25'9020+9 = 9% = 14 (mod 25.

Using the Extended Euclidean algorithm, we computé % 19

(mod 29 and 251 = 1 (mod 4). Hence, by Chinese Remainder
Theorem, we get

x=1-25-1+14-4.19=89 (mod 100.



Q4. Consider the finite fiellF = Z,[x]/(f(x)) = GF(2") with
polynomialf (x) = x* + x + 1. Plaintext consists of strings of 4 bits
with a single bitl and 3 bits0. Each such string occur independently
and with probability%l. The encryption method is a stream cipher with
P =C=K=F" GivenakeK = 3 € F* and a plaintext sequence
X, 1 =1,2,...,nthe ciphertext sequence is computed as follows

yi=0%,i=12...,n
It is given that the 3rd and 4th terms of the ciphertext sequence are
y3 = 1100 andy; = 0111

Then exactly two keys are possible. What are they? (Hint: To
facilitate the computations you may represent the elemeris afs
powers of a primitive element. For example, if you choose

a = 0010, then the four possible plaintext terms are,ly? or o3.)



A4. The multiplicative group of all non-zero elements in the Galois
field GF(2*) = Z5[x]/(x* + x + 1) that are generated by the primitive

elementy = x = (0010):

k| o k | oK k | oK

1] x 6 | X=x3+x° 11 [ X =x3 + %2 +x

2| x2 7 I X =x3+x+1 |12 xX2=x3+x2+x+1
3|3 8 | xX¥=x2+1 13| xB=x3+x2+1

4 xX¢=x+1| 9 |xX®=x3+x 14 | x4 =x3+1

5 x°=x2+x 10| x0=x24+x+1| 15| x*=1

The possible plaintextsa® = (0001), o' = (0010, o® = (0100
anda® = (1000).




We puts = XK. Then,

a3k+r Ak+s — 510

= o® anda «o

)

or what is equivalent

3k+r = 6(mod1H
4k+s = 10(mod 15

wherer,s € {0,1, 2, 3}.
By simple computation, we g&t= 2 ork = 6, and the two possible
keys are3 = a® = 0100 and3 = o® = 1100.



Q5.

Solve the following congruence equations:
a) 5x = 4(mod4]
b) 35x = 28(mod2009



Q5-a) By the Extended Euclidean Algorithm,

Pla || v
0 4110
1 511
218 1| —-8=33

we get 51 = 33 (mod 41).
Hencex=5"1-4=9 (mod 4.



Q5-b) SinceGCD(35, 28,2009 = 7, the equation is equivalent to
5x =4 (mod 287. Then, by applying the Extended Euclidean
Algorithm,

Pla || v

0 287 0

1 5 1

2|57 2 —57

312 1 1-2.-57=115

we get 51 = 115 (mod 287. Hencex = 5"1-4 = 173 (mod 287.
The original equation has now seven solutions modulo 2009:

x=173+i-287 (mod 2009, i=0,1,...,6.



Q6.

Consider a binary LFSR with connection polynomial

X+ 33+ x2 + x+ 1, thatis,co = ¢; = ¢, = c3 = 1 in the recurrence
relation (see textbook Section 1.2.5 or the attached slides).

a) Show that the periods of the binary sequences generated by this
LFSR are 1 and 5.

b) Consider a stream cipher where the keystream sequence is
generated using this LFSR. The ciphertext sequence is
1110110111100010.

It is given that the 4th and 12th plaintext bits are equd &nd
the 8th and 16th bits are equalloFind the initial state of the
LFSR, that is, the four first bits of the keystream sequence.



A6-a). By experiment we see that this LFSR generates three cycles of
length 5 and the all zero cycle:

0000 || 0001 || 0010 || 0112
0011 || 0101 || 1111
0110 || 1010 || 1110
1100 || 0100 || 1101
1000 || 1001 || 1011

It follows that the periods are 1 and 5.



AG-b)
1110110111100 0 1 0-=ciphertext

---0---1---0- - - 1=plaintext
---0---0-=--0-- - 1=keystream
Sincez =z, foralli = 1,2, ..., we know thatzy = zg = 4 = 0,

723 =123 = z13=0and soon.
Hence, we can fill in most of the keystream terms to get:

1000 — 1000 — 1000 — 1 = keystream

From this we can read the initial state:0 0 O.



