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October 1, 2003

1. For each of the following 5-bit sequences determine its linear complexity and find
one of the shortest LESR that generates the sequence.
a) 00111
b) 00011
c)11100

Find also an LFSR which generates all these sequences.

2. Linear recurrence sequences can be considered also over other rings than just Zs,.
Consider Z3 = {0,1,2} and a sequence zg, 21, 22, ... generated recursively using the
equation zpi13 = 22p19 + 2kyr1 + 2x where all calculations are done mod 3. This
corresponds to polynomial equation x® = 222 +x + 1 what is equivalent to 2% 4+ 22 +
2z + 2 = 0. The generating polynomial is now f(x) = 23 + 2? + 2x + 2, where the
coefficients are in Z3 = {0, 1, 2}.

a) =+ 2 divides f(z). Find the second factor of f(z).
b) Find the periods of the generated sequences.

3. Prove that the Affine Cipher achieves perfect secrecy.

4. Consider a cryptosystem where P = {A, B} and C = {a,b,c}, K = {1,2,3,4}, and
the encryption mappings ex are defined as follows:

K GK(A) GK(B)
1 a b
2 b ¢
3 b a
4 c a

The keys are chosen with equal probability.

a) Show that
2Pr[x = A]
Prix=Aly =10] = .
rlx y =1l 1+ Prjx = A]

b) Does this cryptosystem have perfect secrecy?

5. The key of a cryptographic system is 100 bits. Key generation is performed using
a pseudorandom number generator which generates the key in blocks of five bits.
The generator is flawed, due to which it produces five bit blocks where the number
of ones is less than the number of zeroes. What is the effective key length of the
keys produced by this generator, that is, how many bits of entropy the produced
keys have?



