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Outline
Key management approachesAuthenticated key agreement methodsCase: WLAN
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Key Management Approaches
1 Key predistribution2 Key transport3 Key arbitration4 Key agreementNow let's take a closer look at these
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Key Management Approaches (2)
Key PredistributionKey distributed to all aparties before communicationStatic: Not possible to add devicesKey TransportOne device generates a key, and transmits it to allreceiversThe simplest scheme: Predistributed key is used toencrypt the session key. Also PKI is possibleShamir's three-pass protocol (See next slide)
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Shamir's three-pass protocol1 D1 generates random key K and encrypts it using fwith random key x and sends the value to D2D1 → D2: fx(K )2 D2 encrypts the received message using g and arandom key y and sends the value to D1D1 ← D2: gy(fx(K ))3 D1 decrypts the received value using f −1 and x andsends the value to D2D1 → D2:f −1(gy(fx(K ))) = f −1x (fx(gy(K ))) = gy(K )4 D2 decrypts the received value using g−1 and y .Jukka Valkonen Key Management in Ad-Hoc Networks



Key Management Approaches (3)Key ArbitrationCentral arbitrator creates and distributes the keysFor example APThe arbitrator need to be accessible by all the devices allthe timeKey AgreementFor example Di�e-Hellman Key agreement protocolA passive attacker does not get the key, activeman-in-the-middle is a threatNeeds quite a lot of computational power
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Recap: Di�e-Hellman Key Exchange
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Another Classi�cation
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Key Management
Authentication is crucialaspectDi�e-Hellman keynegotiation is vulnerableto activeman-in-the-middle attacks
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Encrypted Key Exchange1 D1 picks fresh random number a, and sends (1,P(g amod p)) to D22 D2 picks fresh random number b, computes the sharedsecret K = g ab mod p, and sends (P(g bmod p),K (challenge2)) to D13 D1 computes the shared secret K = g ab mod p, andsends K (challenge1, challenge2) to D24 D2 veri�es, that challenge2 was echoed correctly andsends K (challenge1) to D1.5 D1 veri�es, that challenge1 was echoed correctlyJukka Valkonen Key Management in Ad-Hoc Networks



Encrypted Key Exchange for Groups
1 Di → Di+1 : gR1R2...Ri mod p, i = 1, . . . , n − 22 Dn−1 → ALL: π = gR1R2...Rn−1 mod p3 Di → Dn: P(ci), i = 1, . . . , n − 1, where ci = π

R̃iRi and R̃iis a fresh random number generated by Di4 Dn → Di : cRni , i = 1, . . . , n − 15 Di → ALL: Di , K (Di , H(D1, D2, . . . , Dn )) for some i
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Numeric Comparison: MANA IVDevices authenticate public Di�e-Hellman keysThe users are expected to compare veri�cation strings1 D1 → D2: h(R1)2 D1 ← D2: R23 D1 → D2: R14 D2 checks if ĥ ?
= h(R̂1) If equality holds, D2 computesv2 = f ( ˆPK1,PK2, R̂1,R2), otherwise it aborts .D1 computes v1 = f (PK1, ˆPK2,R1, R̂2).5 Both devices check if v1 equals v2.Jukka Valkonen Key Management in Ad-Hoc Networks



Threshold CryptographyRelies on trusted third partiest + 1 out of n servers needed to sign a certi�cate (wheren ≥ 3t + 1)Signing a certi�cate:Each server generates a partial signatureThe partial signatures are sent to a combinerThe combiners generates the signature out of t + 1partial signatures and veri�es itIf veri�cation fails, at least one partial signature was notvalidNew set of t + 1 partial signatures is triedJukka Valkonen Key Management in Ad-Hoc Networks



Multicast: WLAN
Devices �rst negotiate upper layer keys (for exampleSimple Con�g)The upper layer keys are used on MAC-layer to negotiatekeysA Group Temporal Key (GTK) is derivedSender speci�c
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Multicast: WLAN
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Conclusions
Key management is crucial aspectMultiple di�erent ways to handle key negotiationNot enough to just negotiate key, but lower levelprotocols need to be taken into consideration also
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Thank You!
Questions?
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