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Abstract which the short term associations are derived when commu-
nication channel is needed.

To achieve confidential communication channel between derecently several methods to create authenticated shared

vices they must share a security association that definesdBgret between a pair of devices have been proposed. In the

keys and algorithms used to secure the communication. skppe of this paper, these protocols are omitted, and the mai

this paper, methods to create such security associatisesibgarget is to discuss MAC layer key negotiation methods using

on a pre-shared key used in WLAN and WiMedia’'s UWR shared master key.

standards are discussed. The standards provide key agregyaqdition to providing confidentiality to communications

ment algorithms that operate on MAC layer based on a $@qween a pair of devices there is need for transmitting data
cret key shared by the devices. With the protocols, the @@ yrely for a group of devices. In such occasions, it is
vices are able to derive temporal keys for securing cOmMieded for all the devices to share one common key that is
nication sessions. In addition to generating pair-wiseskeyiseq to secure the data sent between the devices. To solve
the standards also provide ways to distribute keys to secjjgse problems, both of the standards provide a way to dis-

group communications. In this paper, the key hierarchigite the group keys based on the pair-wise security asso-
and key negotiation principles are discussed. Also key gefstions.

eration principles on upper layers are shortly discussed. The main goal of this paper is to explain the principles

behind the generation of pair-wise and group keys used in
KEYWORDS: security association, pre-shared key, kgyl AN and UWB. The details of the protocols are omitted
negotiation, WLAN, UWB on purpose to give clearer view on the key hierarchies of the
standards.

The rest of the paper is organized as follows. In Sections 2
and 3 the key negotiation methods and the key hierarchies
or WiMedia’s UWB and WLAN standards are discussed.

F’HQSection 4, key negotiation algorithms for upper layees ar
Scussed. Finally, conclusions are given in Section 5.

1 Introduction

The world is changing towards wireless communicatio
Laptops, PDAs and other wireless devices are becom
more and more popular. In this wireless world, ensuring
curity to communications is even more important than in tra-
ditional wired world as everyone in the range of the commu- ) )
nications can listen to the transmission. To prevent uvmut? - WIM edia
rized entities from listening to communications, encrypti
is needed. WiMedia’s [WiMO06] ultra wideband (UWB) is a radio plat-
The cryptographic keys and algorithms used to seciigem that provides short range wireless networks with speed
communications between devices are defined in security @g-to 480 Mb/s. The standard [UWBO05] discussed in this
sociations. Thus to achieve a secure communication charager is published by Ecma International [Ecm06]. The
between two or multiple devices, these communicating d#andard provides physical layer and medium access con-
vices must first form the security association to specify tti®l specifications for UWB. Recently, for example, Wireless
needed parameters. USB [Wir06] has adopted the UWB radio platform to be the
Different types of security associations can be negotiatis@nsmission medium.
by the devices on different layers of the protocol stack. InThe standard describes 3 different security modes for the
this paper, the methods used in WiMedia's UWB and IEEE}vices. In security mode 0, a device uses only non-secure
WLAN standards to negotiate security association in tfrmames to communicate with other devices. If a device is in
MAC layer are discussed. These standards were choseseasirity mode 1, it uses non-secure frames to communicate
they both consider also negotiation and distribution oftmulwith devices in security mode 0 and with devices it does not
cast keys on the MAC layer. In addition, some properties lofve a secure communication channel. In security mode 2,
combining the methods used in MAC layer and in the uppiére devices communicate only using secure frames. A de-
layers are discussed. vice in security mode 2 never creates a secure communica-
The security associations can be either short term or Idimn channel with devices in security modes 0 or 1. To create
lived. In the standards discussed in this paper, the baséc id secure channel between two devices in security mode 2,
is that the devices share a long term security associatiom frthey use the method described in Section 2.1.
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The standard uses two kind of keys. Secure channels D1 — Dr: MKI'D, TKID, I-Nonce
can be built between a pair of devices or between a groug

. Lo - «— Dg: St atus code, R-Nonce,
of devices. If the communication is between two devices, ! r

the short term session keys are negotiated using the hand- PTK-M Ciex

shake described in the following section. The key exchang8. D; — Dp: | -Nonce, PTK-M Cix
is authenticated using a shared master key installed by some

means in the devices prior to execution of the protocol. Thé+ Dr <~ Dr: R-Nonce, PTK-M Ciex

short term group keys are created and distributed by the de-
vices using the pair-wise security associations.

In the following two sections, methods to establish pair-
wise and group keys are described.

Figure 1: 4-way handshake used in WiMedia

keys the initiator just generated. If the recalculatedgritg

code does not match the code sent by the responder in the
2.1 Pair-wisekeys second message, the initiator shall discard the message and

abort the handshake. Otherwise, if the integrity codes are
The key negotiation is performed using a 4-way handshakgual, the initiator can be sure that the responder shages th
directly between the devices. In the handshake, a shared &ge master key and the procedure can be continued. The
called Pair-wise master key (PMK) is used to authenticafftiator also checks the status code and aborts if the aode i
the entities to each other. During the handshake protoG@ibates so. In addition, the status code sent by the responde
the devices derive a pair-wise temporal key (PTK) from th@n also indicate a collision in the identifier the initiabead
master key and random nonces. This PTK is then used toggggested. In this case the handshake is restarted usifig a di
cure frames delivered between the devices. Neither the m@agent TKID. If the status code indicates a normal status, th
ter key or the PTK is ever transmitted between the devicggpcedure is continued by the initiator who sends a message
encrypted or not. How the devices get the shared master k@taining the same I-Nonce as in the first message and the

is out of the scope of the standard. The procedure, whereifiiggrity code (PTK-MIC) computed for the message using
acting devices are called initiator and responder, is as fRlck.

lows. . .
, . . N fter th h he th f
The first message sent by the initiator consists of the mass ow, after the responder has received the third message o

X o . {ne protocol, it extracts the PTK-MIC from the message and
ter key identifier (MKID), a proposed temporal key IOIentIrecalculates the same code using the keys possessed by the

fier (TKID) of the pair-wise key to be derived and a freShlyesponder. If the codes are not equal, the responder aborts

generated 28-bit random value., called I-Nonce. The TKIDy procedure. Otherwise, it installs the PTK to start using
must be unique at the moment; there can not be another palr

wise key with the same identifier nor is it possible to ha eand creates and sends the fourth message of the protocol.

4 : : : n this message, the responder sends the same random nonce
an ongoing handshake with some other device with the SalR once as in the second message and a message integrity
identifier.

- ) code (PTK-MIC) for the message computed using the secret
Upon receiving the first message, the responder extr

the values and checks if the TKID proposed by the initiator o o -~
is unique at that time. In case of a positive answer, the reJPON receiving the fourth message, the initiator verifies
sponder extracts the I-Nonce from the message and generf@@$ TK-MIC by recomputing it using its own KCK. If the
a 128-bit fresh random nonce called R-Nonce. At this poinyglues do not match, then the initiator aborts the procedure
the receiver is able to compute the PTK using the shared rR4erwise, it installs the PTK and starts using it. The pur-
terial. In addition to deriving the PTK, the responder alg¥Se of the fourth message is a bit unclear, and the standard
generates a Key Confirmation Key (KCK). The keys are geqip not spemfy what t.he function of. th_e message is. Basi-
erated using the pair-wise master key, the device addre<&lly, all the information and negotiation needed to create
of the communicating devices, the identifier of the PTK al@e Security association are already performed in the previ
the random nonces the devices have generated. These vaHadnessages and thus the fourth message could be removed
are given as an input for a pseudo-random function. Fife@m the protocol.
16 octets of the output of the function are interpreted as theTo sum the procedure up, the handshake contains four
KCK and the next 32 octets as the PTK. After the respondaessages and three different keys. These keys are pair-wise
has generated the keys, the responder generates the seerizter key (PMK), pair-wise temporal key (PTK) and key
message of the protocol. This message contains a specifiefirmation key (KCK). Of these keys, PMK is a shared
status code, R-Nonce and a message integrity code (PEKeret which is given for both of the device by some means
MIC) calculated from the message using the key confirm@efore initiating the handshake. PTK and KCK are generated
tion key. This message is then sent to the initiator. If tivghile the procedure is run and used only for a short period of
TKID is not unique, the responder aborts the procedure, &irde. KCK is used only through the key handshake, and thus
sends a message to the initiator with a specific status citde shorter lived than PTK. None of the keys are sent be-
indicating the situation. tween the devices. Only material sent are the random nonces
When initiator receives the second message, it extractswigch are used to derive the keys and the message integrity
R-Nonce and computes both, PTK and KCK using the samdes which are used to proof the integrity of the message
method as described previously. Next, the initiator ragalcand the possession of the shared master key. The procedure
lates the integrity code (PTK-MIC) of the message using tieedepicted in Figure 1.
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[I[EEO6] of the standard is discussed.
The basic building block of an IEEE 802.11 network is
Ka Ka call basic service set (BSS). BSS consists of a set of sta-
tions, that have successfully synchronized to communicate
A membership of a BSS does not imply that the devices in
a BSS can communicate wirelessly. In the simplest form, a
e ° BSS can consist only of two wireless devices.
For the devices to be able to communicate with each other,
the devices can generate an ad-hoc network. This type of a
network is called Independent BSS (IBSS). In such a net-
work, the devices that need to communicate, must be close
enough to each other to be able to communicate. In other
2.2 Group keys words, there is no routing in an IBSS.
) . ) In case multiple basic service sets are connected, the net-
The WiMedia UWB standard also provides a way 10 €56k is called Extended Service Set (ESS). In such a net-
change keys for group communication. These key_s are CaU@@rk, the devices inside a BSS are connected to an access
Group Temporal Keys (GTKs). The GTKs ares-bit ran- 4int which is then connected to another access point us-
dom numbers and they are, as the name suggests, short li¥edyistribution system (DS). DS itself is not a part of the
and thus used only for a short period of time. The group ke¥gs The devices in an ESS communicate only with the ac-
are used only as one way keys, that is, the sender uses & hoint, not with each other and thus only need to have
key to multicast secure frames and the recipients use the k¥, iations with the access point. The associations batwe
when they receive secure frames, but the recipients neeer§§ices in different BSSs is out of the scope of this paper, as
the same ke.y.to send multl_casts. The.rat|onfale behind sygh paper discusses only key negotiations directly batwee
sender-specific group keys is not mentioned in the Standaﬂgvices, not devices communicating through a proxy, such
The group keys are transmitted between the devices USRGy access point.
pair-wise temporal keys. Thus in order to form a multicast 1,¢ key hierarchy of WLAN standard consists of pair-
group, the initiator (the sender) must first negotiate page \yise and group keys. A device can negotiate a shared tem-
keys with each of the intended recipients. The situatiois ¢)org key with an access point or another station. For these
picted in Figure 2, where three devices have formed a mykgqtiations, a shared master key is used to authenticate th
ticast group allowing each device to send secure framegjiQjices. The standard also defines ways to create keys to
every other device. secure multicast data.

The distribution of the group keys is handled using so | the following subsections, the negotiation of different
called GTK command frames. Afte_r th_e devices have sy pes of keys are discussed.
cessfully performed the 4-round pair-wise handshake as de-
scribed in Section 2.1, they distribute the group tempor,

I . .
keys used to send data between themselves. The mess:g1 s Pair-wise keys

are sent encrypted using the PTK. In both scenarios, that is, ESS and IBSS, the devices use
Upon receiving GTK command frame, the device mugbth long term keys and short term temporal keys. The long
check whether the identifier, called group temporal keyidegrm keys called pair-wise master keys (PMKs) are used to
tifier (GTKID), of the corresponding GTK is unique. If itis,authenticate the short term keys. These PMKs are identified
then the device acknowledges the GTK by responding wi§Bing pair-wise master key identifiers (PMKID). The nego-
another GTK command frame with a status field indicatingation of the PMKs can be handled for example using IEEE
success. In case the GTKID is not unique, that is, theregig2.1X authentication method, or the key can be some other
a matching GTKID or TKID in use in the device, that deform of pre shared key (PSK) installed from upper layers.
vice informs the sender of the situation. The sender of the
GTK issues another GTKID until it receives a confirmatiogll_1 Station to Access Point
from the device that the identifier is unique. After the confir
mation, the device distributes the new GTKID for the grolfyhen a station needs to generate an association with an ac-
temporal key to the devices possessing the same GTK. cess point within an ESS, the station acts as so called sup-
plicant and the access point as an authenticator. In additio
prior to key negotiation the access point must have gergerate
3 WLAN a secure channel with an authentication server. This gener-
ation is out of the scope of the standard. The authentication
IEEE 802.11 denotes a set of standards to be used for c@ver can be for example included in the access point.
ating wireless local area networks. Currently, the family The first phase of the key exchange is the negotiation of
of standards include 6 different techniques, that all uge the long-term pair-wise master key (PMK). As already men-
same protocol. The protocols provide wireless networkitigned, this negotiation can be performed using IEEE 801.1X
techniques with maximum data rate of 540 Mbit/s (802.11rguthentication which uses extensible authenticatioropmt
[IEE] (EAP) to negotiate a shared secret. The other possibility is
Currently, the IEEE 802.11 standard is under revisionse pre-shared key as a PMK. The PMK is part of a pair-wise
In this paper, the (currently unpublished) draft versiod 8master key security association (PMKSA).

Figure 2: Keys used for group communication
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GTK Group temporal key GTKID Group temporal key identifier

PTK Pair-wise temporal key (UWB) PMK Pair-wise master key

MKID Master key identifier TKID Temporal key identifier

MIC Message integrity code ESS Extended Service Set

BSS Basic Service Set IBSS Independent Service Set

PMKSA | Pairwise master key security association DS Distribution System

PSK Pre-shared key GTKSA | Group Temporal Key Security Association
GMK Group master key PTKSA | Pair-wise transient key security association
PTK pair-wise transient key (WLAN) KCK Key confirmation key

TK Temporal key PMKID Pair-wise master key identifier

Table 1: Abbreviations used

After the PMK is successfully installed to the entities ythecodes or counters with false value, during the proceduee, th
start a 4-way handshake to negotiate bidirectional pasewidevices discard the flawed messages.
transient key association (PTKSA), which includes the-pair After successfully performing the handshake, the station
wise transient key (PTK), a temporal key used to secure trafid the access point can now send secure frames using the
fic transmitted between two devices. The purpose of thair-wise key between themselves. In addition, the devices
handshake is to confirm that a live peer holds the PMK, caren be sure that the recipient holds the same PMK and that
firm that the PMK is current, derive a fresh PTK, install théhe PMK is still valid.
PTK, transport group temporal key (GTK) from the authen-
ticator to supplicant and confirm the selection of the ciphert: P4 — Dst Data, ANonce, PMKID

suite. Thg handshake consists of.the following steps. 2. Dy« Dg: Data, SNonce, M Ciex
In the first phase, the authenticator sends a message in-
cluding random nonce called ANonce, PMKID and some3. D4 — Ds: Data, ANonce, M Cic,

data about the association including a key replay counter. Exex( GTK)
Upon receiving this message, the supplicant generates ran- )

dom nonce, called SNonce, and generates the pair-wise tra?ﬁ'— Da—Ds: Data, M Gk

sient key from the random nonces and other shared data, suchigure 3: Simplified 4-way handshake used in WLAN
as the PMK. For this key generation, a pseudorandom func-

tion is used. From the PTK the device also generates three

different keys, which are Key Confirmation Key (KCK), Key . )

Encryption Key (KEK) and Temporal Key (TK) by taking3-1-2 Station to Station

certain bits of the PTK for each of the sub keys. In case two devices are communicating directly, that ishwit
After generating the PTK (and the other keys from th@t an access point within an IBSS, one of the devices need
PTK), the supplicant constructs the second message of fhgct as an authenticator and the other as a supplicant. Afte
protocol which contains the SNonce the device just gengiis point, the situation is the same as in the communication
ated, a message integrity code computed from the mesSg&§ een a station and an access point.
using the key confirmation key, and some other data abourhe temporal key used to send secure frames between the
the security association to be negotiated including the kgyvices is again derived using the 4-way handshake sigilarl
replay counter increased by one. as if the device was communicating with an access point.
Upon receiving the second message, the authenticatopPigr to the execution of the handshake, the devices need to
now able to extract the supplicant’s random nonce SNonggnerate a PMKSA that includes the pair-wise master key.
and compute first the PTK and derive the rest of the keyhis can be done either using IEEE 802.1X authentication
from the pairwise temporal key. The device is then also algyea PSK shared some other way.
to verify the integrity of the received message as it is now After the PMK is known for both of the participants, the
able to compute the same message integrity code that wagay handshake is initiated and performed as in the case
included in the message. when a device communicates with the access point described
The third message of the protocol is sent by the authemieviously.
cator to the supplicant. This message includes the ANonce
sent in the first message, a message integrity code (Ml
the group key and its identifier, and again some im‘ormatic%’z2 Group keys
including the counter increased by one. Finally, the fourtthe WLAN standard also provides a way to secure multi-
message of the protocol, sent by the supplicant, ends the pest data. For this, a group temporal key security assoniati
cedure. In this fourth message the supplicant informs the @8 TKSA) that includes a group temporal key (GTK) is used.
thenticator about the end of the procedure and includes the security association can be built either using the pair-
key replay counter and a MIC computed over the messag@gse 4-way handshake or a group handshake. In either case,
A simplified version of the protocol is depicted in Figure 3the security association is built using the pair-wise aissoc
In case there is an error, such as non-matching integtityns as the starting point. Thus in order to create a mutica
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group, pair-wise associations must first be negotiated. = example Diffie-Hellman key exchange [DH76] and authenti-
The group temporal key security association is unidirecate the key exchange using auxiliary out-of-band channels
tional. Thus if bidirectional channel need to be created, twuch as the user comparing or entering short strings or tak-
different associations must be created. In an ESS, the dhly snapshots using a camera phone. This key negotiation
station performing broadcasts is the access point, as thecas be performed without encryption on the MAC layer as
sociations are always built between a station and the acd@ssproperties of the protocols prevent an attacker to suc-
point. Thus there is no need for bidirectional group seguritessfully eavesdropping or intervening the protocols.sThi
association; it is only needed for the access point to havkiad of pair-wise key negotiation makes the procedure quite
key to use for securing the broadcast data and the statiougbersome for the users to handle when ad-hoc group as-
receiving the data to have the keys to decrypt and verify theciations where devices communicate directly need to be
integrity of the messages. The stations communicate ohlyilt as the users need to perform the authentication to each
with the access point using the pair-wise keys. In an IBSS,the associations separately.
the devices need to have keys for each multicast groups thegalkonen, et al., describe in [VANO6] methods to cre-
need to send data, and to have the different keys of each atg-an authenticated shared secret between a group of de-
tion that sends data to them. vices without using pair-wise associations as the basis. Th
If the group key is created using the 4-way handshake, fhv@tocols use Diffie-Hellman key exchange modified for a
key is created by the authenticator and sent encrypted in ¢gineup of devices to negotiate a shared secret, and authenti-
third message of the protocol (3 in Figure 3) to the supptiate it using methods based either on a passkey or numeric
cant, which then uses the key to encrypt data received froomparison. Other protocols that can be used to negotiate
the authenticator. In addition, the authenticator prosidhee authenticated group keys can be found for example from
supplicant the identifier of the group key. The GTK is gefiwS06, ABCP06].
erated by the authenticator from group master key (GMK)The advantage of such a group protocol is the ability to ne-
installed in the authenticator by diversifying the GMK usgotiate group keys without using pair-wise associations th
ing freshly generated random number GNonce, fixed strifgfhking the procedure more straightforward for the users. In
and the identifier of the authenticator. The key is taken &ope of WLAN or UWB standards, such a protocol could
the output of a pseudorandom function that takes the valggsysed to create the shared secret PMK between the de-
as input. The length of the key depends on the encryptigiges used to authenticate the pair-wise associationsen th
method used. Actual keys used to secure frames are derivgstC layer. In such a context, the procedure requires less
from the GTK by taking the needed amount of bits from thgetions from the users, as the users does not have to deal
beginning of the GTK. with the pair-wise associations. It should be pointed, thet
The authenticator is also allowed to change an existingper layer group key protocol would not be used to nego-
GTK. For this, group key handshake is used. This handshalkée GTKs directly, but a PMK that is shared between the
consists of two messages. The first message is sent bydé¢ices in the MAC layer. The GTKs would then be distrib-
authenticator to the supplicant and it contains the new GTied by creating pair-wise association using the PMK as the
with its identifier, an integrity check code and some other ighared secret.
formation. of the der_ivgd key. The second message is sent b)(laturally if such a group key negotiation protocol is used
the supplicant and it is used to acknowledge the new GTi§.create the shared secret, then all of the devices paticip
After successfully exchanging the keys, the devices tae [Rq in the multicast group share the same key. This becomes
new group key into use. a problem, if a device needs to be expelled from the group.
In such occasions, it is of course possible for the devices
L ) to use the pair-wise associations generated using the 4-way
4 Key Negotiation in Upper Layers  handshake to redistribute the new GTK for the devices. This
method is still unsecure; it is enough for the expelled devic
The Sections 2 and 3 discuss the key negotiation in the MA&have recorded one association between two other devices
layer. Both of the standards use pair-wise pre-shared keytotget the nonces they used to derive the pair-wise key. As the
negotiate security associations between the devices.eThegelled devices shares the same PMK, it is able to derive the
associations are then used by the sender to transmit thp gair-wise temporal key they are using and thus it is also able
keys used to secure data to the receivers of the multicasfind out the new group key. To avoid this, there should
group. be some way for the upper layer protocol to redistribute the
In the standards discussed in this paper, creation of tfew PMKs to the remaining devices for them to recreate the
pre-shared key is omitted. The WLAN standard providggir-wise MAC layer associations and redistribute the new
a way to negotiate a key using IEEE 802.1X authenticatidAC layer group keys.
protocol, but leaves also the possibility to use a pre-share By distributing the shared PMK using pair-wise associa-
key negotiated using some other way. tions in the upper layers this problem can be avoided. If a
This negotiation of the shared (and authenticated) searetv PMK must be installed to the devices in the group, the
can be performed on the upper layers of the protocol stasw PMK can be sent using these pair-wise associations. It
using methods such as MANA protocols [GMNO04], Blueshould also be noted, that to achieve a shared PMK between
tooth Simple Pairing [Blu06] or visual channels [MPROS group of devices, it is not needed for each possible pair of
SEKAO6]. With such protocols, the devices are able to ngevices to share an association, but instead it is enough for
gotiate a shared master key between themselves usingafbof the devices to be connected for example in a row. The
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Pair-wise master key (long term)
Pair-wise temporal key Key Confirmation Key
Group Temporal Key

Upper
agh Table 2: UWB Key Hierarchy
Group Key Distribution System
MAC . . .
sk D dard, this negotiation of group keys is separated from the

key negotiation, whereas in WLAN standard the group keys
are distributed while pair-wise associations are creatéod
handshake procedure. Naturally there are differencesvin ho
the temporal keys are derived from the material negotiated
using the 4-way handshakes. The key hierarchies of the stan
dards are summarized in Tables 2 and 3.

. o ) o o It should be noted, that with the protocols used in the stan-
Figure 4: Distribution of PSKs using pair-wise assoCiaionyargs, perfect Forward Secrecy is not achieved. If the pair-

wise master key becomes available for an attacker, it can de-

group keys can then be distributed using these pair-wise e all the temporal keys.cr.eated from the master key if the
sociations. The situation is depicted in Figure 4. Probalﬂ}t}aCker has all the negotiations recqrdgd. : .
this kind of approach to build multicast group is more reaI,The group keys are created and distributed using th_e pair
if compared to building the PMK directly using some grouW!Sef session keys. In WLAN' the group keys are _dlstrlbute_d
association as it is more probable that groups grow graﬁuém'thm the handshake that is used to create pair-wise ggcuri

one member at a time. In this kind of construction, whenaz§S°Ciati°ns’ or by gsing group key handshake. In .UW.B’
device is expelled from the group, all the devices that wo group keys are distributed separately from the paiewis

get the new PMK through the expelled devices, are also indshake. In both of the standards, these group keys are

pelled from the group thus forcing them to associate Wi'tWIdlreCtlonal and short term.

another device in the remaining group to get the new shared]n this paper ShOT‘ dlscus_smn about neganFmg a shared
PMK. PMK between multiple devices to create multicast groups

was given. This is something that should be investigated

Some advantage can be gained if all of the devices in . o
group share the same PMK. First of all, in such occasiong'® thoroughly. Such an investigation is left for future

the master key identifies the group thus making it impossilx\’é)r " . .
for an attacker to trick the devices to sending data to som Il'in all, the constructions used in both of the standards

groups they don’t know they belong. Also, after distribgtin‘a!re quite similar as both of them use master keys to de-

the master key to all of the devices, the devices in the grOL'J\f)e session keys. Also, as these standards have adopted the

;
do not have to rely on the associations generated on the U%BSF‘O"’ it seems to be quite reasonable method to create ses-
layer. This makes the group more modular as all the devi QN keys.

sharing the same master key can now create temporal asso-
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Table 3: WLAN Key Hierarchy
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