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Abstract

tions and rules behind these questions and make up the gen-
eral assumption in Section 2. Based on the assumption, the
Due to the distinct application conditions and environmemfoposed method: Physical Contact is analyzed how well it
ad-hoc wireless network presents particular requiren@ntssolves the problems in Section 3. In Section 4, pertinent
security establishment. Traditional solutions and framgpproaches and solutions that have been proposed are dis-
works for trust building and authentication do not fit anysussed. An proposal concerning specific circumstances is

more, because of either lack of some key elements or #@ended in Section 5. Section 6 gives a summary of the
new constraints imposed. This paper examines the diffggpic.

ences of ad-hoc wireless network, extracts the problems dur

ing the initial setup of a security association and proviges .

method calledPhysical Contact to guarantee the reliable first2 ASSUI’T’IptIOﬂ Statements

connect between two devices for subsequent secure commu-

nication. A collection of existing models and designs serfnsidering the connectivity, applications in ad-hoc leiss

as the basis and are introduced to explain the concepts B@vork can be divided into two modes. One is end-to-end

ideas. A new proposal is given at the end of the paper. direct services, such as peer-to-peer information exahang
master-slaver model and client/server paradigm. The typi-

KEYWORDS: trust, authentication, security establist?—al situations aforementioned belong to this type. Therothe

ment, ad-hoc wireless network, out-of-band channelsavist? multipoint relay service, like ad-hoc routing. There are
’ ' many differences of these two categories, though they have

channel . . ; . .
overlapping area meanwhile. Herein, we discuss the issues
under the first mode, which is the necessary condition of our

1 Introduction method stated later.

For the end-to-end services in ad-hoc wireless network,
One developing trend of embedded systems and devices #gse are five features regarding to the "first connect" of se-

enable network communications, especially in ad-hoc witurity establishment in general.

less pattern. In this way, the benefit of each node can be
maximized and services can be enjoyed anywhere at an)l—'
time. Let’s take a look at some typical situations. Several
friends meet at a place and want to play games together on
their portable terminals, e.g. PSP or mobile phones. Or elec
tronic devices in the home can "talk" to each other and fulfill
a complicated mission, say adjusting heating device aecord,
ing to the readings of the thermometer. Or in a scope-limited
public place, e.g. airport or cafe, people want to use some
services, like printing or surfing on the Internet. Or inf@m
tion or files sharing among the PDAs during the group meet-
ing. By virtue of the ad-hoc wireless network, all these ap-
plications can be easily carried out to satisfy people'slsee 3.
At that time, each device, as one node of the network, may
take advantage of the services provided by its neighbor de-
vices. Instead of duplicate the functional modules, thetexi
ing services spread to all members. The cost is low and the
efficiency is high.

However, the security issues of this improvising wireless
connectivity bring up many questions. How to identify other
peers and authenticate their claims? How can | trust the
strangers? How to build up the basic trust and exchange se-
crecy (i.e. keys) for subsequent secure communication in
an open environment? In this paper, | investigate the condi-

Direct Talk, there are only two parties involved for
each session of communication. No intermediary node
is required. Any middle node can be treated as un-
wanted third party, which may be an attacker. Pairing is
the most typical case.

No trusted third party , unlike the Public Key Infras-
tructure (PKI), there is no trusted third party or element,
like Certificate Authority (CA), in ad-hoc wireless envi-
ronment. Hence, there is no susgturity token or trust
assertion that can be passed over the network.

Demonstrative Identification [1], is required for two
reasons. Firstly, the initiator or the service requester
should show his intention by intuitive act of touching
the callee. Otherwise, the request may be a mistake or
the caller may not actually know which callee he is try-
ing to contact. Secondly, it is also a presence confirma-
tion for both sides [5]. It can serve to limit the control
range of the authority. This is a strong restriction for
any attack, if the attack must be done without being de-
tected, especially for the malicious outsiders. Further-
more, presence property can reduce the confusion and
mistakes.



4. Security Transient Association[7], implies that the

3.
security bindings have to change frequently, due to the

unstable relationship between any two peers in ad-hoc
manner and ephemeral session of communication. For

Presence Confirmation it is the best way to capture

the intention and set location restriction to prevent most
of attacks. Meanwhile, as a weak property, presence
reduces the requirements (e.g. algorithm complexity)

example, in the group meeting, a PDA may switch its
role repeatedly between master and slaver, depending
on the source location. :

and improve usability [6].

Pre-authentication[1], because there is no context for
the first connect, a pre-authentication phase is neces-
sary to be done for subsequent authentication (e.g. key
exchange) of the parties. This step could be carried on
another channel other than the wireless link for content
communication later. It refers to the out-of-band chan-
nels, which is talked in section 4.2.

. No previous context means the trust and security has
to be established with little preknowledge. There is no
trusted third party and neighbors, no history about the
other end in ad-hoc manner. This step is before the se-
curity negotiation, like key establishment.

5. Flexibility, due to the various constraints of the

In addition to the five security characteristics in ad-hoc ortable devices. each specific solution is attached with
wireless network, there are three constraints on the plertab P Ry bec
some conditions on the equipment, for example, camera

terminals [2] in the applications, which we must take into or radio transmitter. The terhysical Contact is to de-

consideration for the sake of feasibility of solutions. . .
fine a general framework. Popular cases are detailed as

1. User Interface, input and output of the terminal may examples.

be very limited. Some low end may only have a few
buttons and a single light-source, such as an LED, k3¢l Attack Models

some high performance handset may have camera and . .
high resolution LCD display. Therefore, we need t%gr better understanding of the purpose of Physical Contact

consider different situations and take full advantage apnef of attack models is also needed. By applying differen

griteria attacks can be categorized into several typesst Mo
any form of input and output as much as possible. f 9 yp

general taxonomy is to separate attacks itve Attacks
Computing Power and Memory, the computing and Passive Attacks. In the Active Attacks, the attacker is
power of the portable devices is o’ften minuscule corﬁble to transmit data to one or both of the parties, or block

pared to PC. High demanding on computing and meﬁt?-e data stream in one or both direction. It is possible that
ory would cause the slow response of the device, whighe attacker is_ located between the communicating paities.
makes it impractical to be applied in an ad-hoc enviropas three major forms as below [3]:

ment. 1. Modifying data stream, it includes both inserting into

the data stream or deleting data from it. It breaks the

. Battery Consumption, every portable device has a . ,
integrity of the data.

time limit to function before the next recharging. As the
only power support, battery is used for all the functions,
and operations on the device. We must note that the
security establishment usually is not the primary mis-
sion. It means the battery consumption should not take
too much, which affects other functionalities. Besides,
the energy exhaustion attacks are a real threat in this
situation. In the paper [7], a new attack nansbebp 3.
deprivation torture is addressed.

Playback of data, it has two modes, playback of data
from another connection (e.g. reflection attack) and
playback of data that had previously been sent in the
same and opposite direction on the same connection
(e.g. replay attack).

Man-in-the-middle, abbreviated as MITM. In this at-
tack, the intruder sits in the middle of the communica-
tion link, intercepting messages and substituting them
with his own messages. Simply say, the attacker tries to
fool the parties to believe they are talking to each other
directly, while they actually are talking to the attacker.

3 Principles of Physical Contact

With the assumptions given in the previous section, a few
technical requirements on the solution can be deduced-as foln the Passive Attack (a.k.a eavesdropping), the attacker
lows: cannot interact with any of the parties involved, but listen
the communication imperceptibly. He attempts to break the
1. Bootstrap, the method should be able to provide an irsystem solely based upon the observed knowledge. Often,
tuitive imprinting on one party or both during the firsthis is the first step of a sophisticated attacking. The adver
connect to bootstrap the security establishment. TBRYY collects the data and values for making use of them later

can compensate the lack of trusted third party. in the active attacks or illegally get access to the sermsitiv
formation. Fig.1 illustrates these two attack models.

. Proximity Detection, in order to fulfill the demonstra- In our method Physical Contact, we target at MITM and
tive identification, proximity should be counted in as passive attacks. It means the first feature in the ad-hoe wire
main factor, which is also a hidden feature of ad-hdess communication, i.e. "Direct Talk" must be guaranteed,
communication. and the method should prevent any unwanted parties from



ﬂ) ification strings generation and a manual comparison with
users involved. In order to make it easier to use, they en-

code some security parameter into human readable words
and use human readable identifier in the calculation. This
is important to be user-friendly, which is a key factor of se-
curity establishment. Another paper [8] introduced a solu-
tion to achieve message authentication by using extractabl
or equivocable commitment schemes, with Short Authenti-
cated Strings (SAS). But it does not address how to exchange
SAS securely. One obvious advantage of these string-based
designs is that the narrowband channel could be used.

DH-DB prevents MITM and eavesdropping by doing the
proximity verification. It assumes there should not be any
other users in the integrity region of two dedicated commu-
[‘Wailvt (passive L‘a\'csdwpp\:!‘!j nicating parties. Otherwise, they would be detected. $¢ver
out-of-band channels can be employed here, such as ultra-
sound and radio. However, this technique requires devices
Figure 1: Attack Models: active attack and passive attacly with high precision-of-time measurement. It increases th
cost of the devices and limit the scope of its usage.

DH-IC makes use of the un-reversibility of the signal

obtaining any information as well. Note that we just need fgansmitting in the communication media (channel). It

make sure the design is valid before key agreement or Otﬁbgansthe emitted signals cannot be blocked and the commu-

cryptography establishment, then it is secure enough. picated sequence cannot be modified without being detected.

cause for the rest of the threats, the key protocols will tak@€ Precondition is the receiver is turned on and is listgnin
care of them. on the (correct) channel during the sender’s transmisston.

To give a clear definition of Physical Contact on the badigsures the integrity, but the passive attack is left uritedc

of the ideas and purposes stated above, we say Physical Con-
tactis a procedure to setup the basic trust and exchange sgcy  \/isyal Channel
rity factors during the first connect between two directly as
sociated parties, within a scope-limited environment, nieheAs the display and camera are becoming easier available and
one cansense (e.g. seeing or touching) the other, or mutuhe quality keeps improving, visual channel is getting more
ally for both. Meanwhile, one or both also have the bagiopular and important in security establishment. The idea t
perceivability of the surroundings. This imposes the réfal duse camera and LCD display on mobile phones, PDAs in a
ficulty for the attacker to launch the attacks, without beirggcurity setup communication is possible.
detected. The paper [5] explored a solution, using camera phones
for human-verifiable authentication. The system utilizBs 2
. . barcodes and camera phones to implement visual channel for
4 Technologies and solutions authentication and demonstrative identification of desi¢e
resemble the barcode scanning at the front of cash desk in
Before we go to the solutions, a condition we must considge supermarket. But here the 2D barcode can be generated
first. That is the ranking order of the security propertiegutomatically and displayed on the screen of the device. It
confidentiality, integrity (authenticity) and availatyli Ac- could be a sticker as usual, if the device that needs to be
cording to their importance in ad-hoc wireless applicaioauthenticated has no display and relevant logic module. In
[7], they rank in following order: availability, integritand  this case, it suffers the static drawbacks, which exposemnd
confidentiality. the attack, like faking a sticker. Note that the device disco
Considering the constraints on portable devices and ¢$¢ must be performed beforehand in any case. Other out-
cases in ad-hoc wireless network, | limit the discussi@i-band technologies could be applied for this purpose, lik
in two approaches. Authenticated strings and out-of-baf¢rared and bluetooth. However, this design put high as-
channels represent two study directions. Among variogigmption on the equipments, especially when doing mutual
schemes, | take Diffie-Hellman protocol extension and \lisuguthentication for both sides.

channel as two typical examples to demonstrate the applicato reduce the requirement posed on the devices, the paper
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tion of Physical Contact. [6] provides a better design of visual channel in constmine
devices. It replaces the high quality LCD display with sin-
4.1 Diffie-Hellman Extensions gle light source (or LED), plus short authenticated intggri

checksums. By transforming the secret of barcodes into the
In the article [4], three techniques based on the Diffielinking sequences of LEDs, the visual channel is imple-
Hellman key agreement protocol are proposed. They anented in another way with lower requirements on authenti-
DH-SC, DH-DB, DH-IC, in which, SC is String Compar-cated party. It fits many application cases, when the sesvice
ison, DB is Distance Bounding and IC is Integrity Codesare in master-slaver or client/server model. For exampée, t
The first technique is an combination of auto random veublic printer, copy machine and access point do not need



such an expensive upgrade with high quality of LCD displdaeferences
anymore. Furthermore, it could be dynamically configured
and repeatedly done witkecurity transient association in [1] D. Balfanz, D. Smetters, P. Stewart, and H. Wong. Talk-
ad-hoc environment. ing to strangers: Authentication in adhoc wireless net-
works. InSymposium on Network and Distributed Sys-
] tems Security (NDSS’02), San Diego, California, Feb.
5 Extensions 2002. NDSS.

For the most normal scenarios, the policy and solutiolfd J-E- Ekberg. Key establishment in constrained de-
stated above are good enough. Nevertheless, in some highViC€S- Athttp://wwmv tcs. hut. fi/ Studies/
risky environment, stricter design is required. For exam- 1- 79 7001/ 2006AUT/ sem nar - paper s/

ple, the first connect happens under a noisy and confusing EKPer g- paper - fi nal . pdf, 2006.

c_ircumstaqce. Many requests come to one_end _at the s 81€A. Eng. Secure telnet. Att t p: / / wwv. pvv. nt nu.
time. In_thls case, they can be processed either in Sequence, o/ ~asgaut / crypt o/ t hesi s/ t hesi s. ht i,

way or in parallel. Whereas, the sequence order is sug- 199g.

gested in complicated situation for three reasons. Fjrstly

to keep every "first connect” to be atomic makes the pif@d] C. Mario, S. Capkun, and J.-P. Hubaux. Key agreement
cess safer. Otherwise, it suffers the "state failures"ctvhi  in peer-to-peer wireless networks. Pnoceedings of the
means the procedure may break down during the states tran-IEEE on Cryptography and Security, volume 94, pages
sit. This is critical sometimes when the system cannot clean 467—-478. IEEE computer society, Feb. 2006.

or recover the procedure properly. Then some security hole ) _ _
would emerge. Secondly, parallel processing could eady J- M- McCune, A. Perrig, and M. K. Reiter. Seeing-
lead to the resources exhaustion, especially when doirig wit S-P€lieving: Using camera phones for human-verifiable
the constrained devices in our assumption. The third reason uthentication. INEEE Symposium on Security and

is the complexity it introduces. For example, the interlegy ~ ~11vacy, pages 110-124. IEEE computer society, May
management policy is often complicated in a parallel system 2005.

However, since the physical contact gets human operat[gp S. N, E. J-E, K. K, and A. N. Secure device pairing
involved, the sequence processing may cause heavy delaypssed on a visual channel. 8006 |EEE Symposium

problem, depending on the every person’s response. To han-g, Security and Privacy. IEEE computer society, May
dle it, a fixed time count down is set as the default time- 5q0g.

out scheme. Extensively, the ideaestlusive serving could
be carried out during the whole security establishment, {7 F. Stajano and R. Anderson. The resurrecting duckling:
cluding key exchange protocol (e.g. only one connection Security issues for ad-hoc wireless networks. Pho-

is allowed and one request is processed at any time). A ceedings of the 7th International Workshop on Security
lock mechanism could be developed to build a "closed cy- Protocols, ACM, pages 172-194, London, UK, 2000.
cle" with only two dedicated parties in the open ad-hoc en- Springer-Verlag.

vironment. The biggest benefit is all active attacks can
prevented within the validation period. For the rest of co
munication, the job is relayed to the encryption protocols.
Note that this is a tradeoff between efficiency and security.

rEBﬁ S. Vaudenay. Secure communications over insecure
channels based on short authenticated strings. In
CRYPTO, pages 309-326, 2005.

6 Conclusions

In this paper, | examined the security issues that arisedn th
ad-hoc wireless network. According to the features of this
network and its applications, a careful assumption is made.
With the help of existing designs and solution, | try to give
a more general framework to gather essential ideas behind.
Examples are provided to demonstrate some new principles
and implementations. Finally, an extension is proposed to
deal with a specific situation, i.e. high risky environment.
Due to the diversity of the applications in ad-hoc wireless
network, no comparison is provided with precise measure-
ment. Details of introduced solutions can be found in the
reference.
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