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Temporal logic

Even simple looking systems can easily have thousands or millions of reachable states
and enabled transitions. It does not make sense to graphically represent or manually
explore each node and arc of so large graphs.

Safety properties, such as deadlock freedom or the unreachability of a forbidden state,
can be formulated as conditions concerning one state at a time, which a computer can
verify when adding nodes to the reachability graph.

Formulating and verifying liveness properties (“there is progress in the system”) call for
new methods, such as temporal logic and model checking.
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Properties of systems

safety: “the system never reaches a bad state”; in each state holds P
— deadlock freedom

— mutual exclusion etc.
e liveness: “there is progress in the system”; X occurs infinitely often

e fairness; once X has occurred, Y will occur in n steps
— sent messages are eventually received
— each request is served

e self-stabilisation: “the system recovers from a failure in a finite number of steps”
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Representing time
Most properties on the previous slide can be formulated by combining two operations:

e finally in the future
e globally in the future

It must be chosen whether the present belongs to the future. Time can be described in
several ways:

e global time or local time for each party
e linear or branching
e discrete or continuous

The time may be associated with the occurrences of events or with the state of the system
at each moment.
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Representing time: fixing the choices
e We use a discrete global time that is tied to the occurrences of events.
e The present belongs to the future.
e \We mostly observe the states as a function of time, not the events.
One thing is difficult to solve: should the time be linear or branching?
LTL (linear temporal logic): the behaviour is a collection of infinite transition sequences
CTL (computational tree logic): the behaviour is an infinite transition tree

Each logic can express properties that cannot be represented in the other logic. The
union of LTL and CTL, CTL* is even more expressive: it can express some properties
that are beyond the power of both CTL and LTL.
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Linear temporal logic LTL
e The state propositions or formulae (P: p € ® if p) map system states to truth values.

e The formulae Fma(®) O ® include state propositions and
— the false proposition | € Fma(®)
— implication: if a € Fma®) and b € Fma(®) then a — b € Fma(®), and
— the connective “globally”: if a € Fma(®) then Lla € Fma(®P).

Other connectives can be expressed using these:

—as a— L da < —[-a
avb< (-a) — b T -1
anb < —(a— —b)

This is just one way of defining LTL and its basic connectives.
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Linear temporal logic LTL: examples
e Messages are always delivered: LI((s=0) — ¢(s=1))
e The philosophers 1 and 2 cannot eat simultaneously: []—(eating; A eatings)

e P only holds in finitely many states, in other words —p will permanently hold after a
finite transition period: QLI-p

e D holds in infinitely many states: LIQp

Safety property: LIp
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Interpreting linear temporal logic LTL (1/3)
e LTL formulae are interpreted with respect to infinite state sequences.
e A pair of a state set Sand a reachability relation RC Sx Sforms a frame (S R).
e Each state has only one successor: R: S— S

e The reflective and transitive closure R* of RC Sx Sis the smallest superset of R for
which the following conditions hold:

_ UseS<Sv s) CR* (reflectivity)
o {<Sat> Y <t7 U>} g R* = <37 U> = R* (tranSitiVity)

e A ®-model is a triple M = (SR, T) where T : ® — 25 maps state propositions to
state sets: T(p) is the set of states where p holds.

Marko Makela



T-79.231: Temporal Logic 5-8

Interpreting linear temporal logic LTL (2/3)

e The following inductive definition states when a formula a holds in the state s € S of
the model M:

MEsp&seT(p)
M s L
MEs(@a—b) < (MEsa) — (M =shb)
MEsUas Ve S(st) e R : M = a

e The formula a holds in the model M (denoted M |= a) if and only if it holds in the first
state of the sequence s € S M =g, &
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Interpreting linear temporal logic LTL (3/3)

e The models are the state sequences Vg, V1, ... of a reachability graph G = (V, E, vp),
starting from the root vertex Vg € V, such that (v;, V. 1) € E.

e Let M (G) denote the set of all these sequences.

e The formula a € Fma(®) holds in the reachability graph G if and only if M |=y, a for
all M € M(G).

e Since a cyclic reachability graph may generate an infinite number of models, this is
not not a good method of checking properties.

e Next, we shall describe the basics of a method [?] to check whether an LTL formula
holds.
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Examples of LTL formulae and corresponding sequences

The following table depicts three infinite state sequences, showing the propositions hold-
ing in each state. After state 6, the propositions remain constant.

Formulae that hold 01 2 3 4 5 6...
Op, O—p, O0p,0OP p p P p ...
—00p, 00, O(p — Ua) P d 9 pd g ...
-OUp,UOq,U(p—00) p ¢ p q ...

Short formulae can be checked in small models without using a computer, by interpreting
one temporal connective at a time, starting a new “loop” whenever a [ or a { is seen.

For instance, the formula O(p — [1q) says that whenever p holds, also g must hold in
that state and in all following states. The proposition p only holds in 2 and 5, and [Iq
holds in both states.
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Model Checking (1/4)

e If the set of states is finite, the mapping N — (® — {T, L}), or N — 2% represents
the model. This corresponds to an infinite sequence of characters m e 2%

e The LTL formula a defines a language on infinite sequences: the set of models where
a holds.

e Forinstance, ¢ ps holds in all sequences where pg sometimes holds. The alphabet
of the language is £ = {0, {ps} } and the words contain at least one ps.

0 0, {ps}

[ L
e The words of the language ¢ ps can be detected with an automaton: .

The initial state is S, and Sq is an accepting state.
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Model Checking (2/4)

e Because the words are infinite, the acceptance condition of finite automata does not
apply (a word is accepted if it ends when the automaton is in an accepting state).

e The automaton Q accepts an infinite word W= ag,ay, ... if and only if
— there is an infinite sequence 0 = S, Sy, ... such that S is an initial state of Q,
— each 51 is derived from § and a character a; via the transition function, and
— there is an infinite number of integers | € N such that § is an accepting state.
e The automaton Q is a Biichi automaton.

e Each LTL formula a can be translated into a Blchi automaton B(a) that accepts
exactly those infinite state sequences for which a holds.
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Model Checking (3/4)

e A reachability graph G can be interpreted as a Biichi automaton B(G) whose alll
states accept and whose transitions are labelled with the state propositions holding
in the source vertex.

{Pps, pa} {ps} {ps, pa} () {ps} (&)
L ; {P1, pa} {P2, ps} (o B}
{p1, pa} {p2, ps}
) 1 {Pp1, P2} {P1, P2}
{p1. 2}

e The formula a can be model checked in G by computing the intersection or the
product of the automata B(—a) and B(G). The formula holds if the product is empty.
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Model Checking (4/4)

Let us model check a = { pg in the reachability graph of the previous slide. The Bichi
automaton B(—a) = B(—{0p5) = B(L1—ps) is as follows:

R - i i . {P1, P2}, {P2, P3},
@) P5  or adapted to the B(G) on the previous slide {pl, o) {po pal

Let us compute the product B(—a) x B(G). How come, it is not

{Pps, pa}
empty! There are two counterexamples for the formula ¢ ps;

{p1, pa} {p2, p3}

t t

{p]-’ p2} _1> {p27 p3} _2> {p37 p4} — {p37 p4} —
t t

{P1, P2} = {P1,Pa} = {P3,Pa} — {P3, pa} — ---

In the original model, the state { p3, P4} is a deadlock, but the Biichi
automaton is augmented with a loop, making all executions infinite.

{p1, p2}
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Using the MARIA tool as a model checker

The MARIA tool model checks properties while it is constructing a reachability graph.
If a property does not hold, MARIA will present a counterexample, that is, a transition
sequence starting from the initial state, for which the property does not hold. This saves
time compared to the approach of first constructing the whole reachability graph.

It does not make sense to use the heavy machinery of LTL for checking safety properties.
The reject  formulae of the MARIA language allows the specification of forbidden states
as state propositions. Deadlocks can be detected with a deadlock formula.”

The LTL formulae to be verified are input in the MARIA query language and not as a part
of the model, like the reject and deadlock formulae.

*Since LTL works on infinite executions, it does not know about deadlocks. Deadlock states are swept
under the carpet by imagining self-loops into them.
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LTL extensions (1/2)

Sometimes it is useful to speak of time intervals: “before”, “until”

MEs(aub) < d(st) e R :M =t b A
Yue S (s,u)y e R, (ut) e R": (M =yavu=t)

The property that answers a must not precede questions q can be written $a — (—a) U g.

The formula (—qU p) V Lp states that a state where g holds must be preceded by a state
where p holds.

The connective U is “stronger” than the connectives () and [, because

da< TUa and
Ja< —=(TU—a).
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LTL extensions (2/2)

The connective “in the next state” is often needed:
M Es(Oa< M =t awhere (Sit) € R

For this connective, it holds:

[la<= an(Olla

a<av(Oda
aUb< bv(O(aub)

This leads to the following recurrence rules:

Ol-a < L-av (OoL—a 0a < an(OUOa
& (maNOU=-a) vOoO-a < (avOoa) AOUOa
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The expressiveness limits of LTL (1/2)

Let there be a property p that holds in each even state on all sequences starting from the
initial state. It may assume any truth value in the odd states:

O 1 2 3 4 5 6 7 8 9 10...
Ss =P P PP PPPPPPP
S =P p PP PP PPP PP

For instance, the following sequences violate the requirement:

o 1 2 3 4 5 6 7 8 9 10...
P P P P P P P P P P P ...
3 = P P PP P P PP P PP

&
|
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The expressiveness limits of LTL (2/2)

For instance, the following formulae do not distinguish the traces in the desired way:

pAL(P — O=p) AL(=p— Op)
pAO(p—OODP)

Another, more general result holds:

A formula that contains state formulae and at most n () connectives has the
same truth value for all sequences

Gk:<P7p7"'797_'p7p7p7'“>

~~”

Kk

where K > n.
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Example: mutual exclusion algorithm

Let us model check the following algorithm:

TicketME algorithm: A shared variable holds a pair (next granted of values
in {1,...,n}, initially (1,1). The nextcomponent represents the next “ticket”
into the critical section, while the grantedcomponent represents the last “ticket”
that has been granted permission to enter the critical section. When a process
enters the trying section, it “takes a ticket,” that is, it copies and increments the
nextcomponent modulo n. When the ticket of a process is equal to the granted
component, it goes to the critical region. When process exits the critical section,
it increments the grantedcomponent modulo n.

Nancy A. Lynch: Distributed Algorithms, 1996, ISBN 1-55860-348-4
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The algebraic system net of TicketME

L ~

e RralCl)) [<x,o>1@
exit [(X, )] Aickets [(x,t)] X

X [(n,g)] nge 1
’ [(n,g)] t=g)[X
try [< <ala> >t]urn M dx <

7t no 7g test
ST T

vending () 4 Loy [ (N7 9K Sl (n=g)[
\ testing Y,

D

5-22
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Properties to check in TicketME

Let G be the reachability graph of the model for two processes (A= {1, 2}). The following
properties can be checked in it:

e At most one process is in the critical section: G = L= (critical(1) A critical(2))

e There is an execution where a process reaches the critical section (counterexample
for the negation of the property): G (= [—critical(1) or G = Ll—critical(2)

e A process trying to enter the critical section will eventually get there (does not hold!):
G = U(pending(1) — {critical(1)) or G = Ll(pending(2) — {critical(2)).

The last property fails to hold in an execution where the first process enters the critical
section and the second one must wait. Now if the first process leaves the critical section
and tries to get there again, it will not be able to proceed unless the execution of the
second process resumes. Some fairness assumptions are needed.

Marko Makela



T-79.231: Temporal Logic 5-24

Fairness (1/3)

If a system may execute infinitely many actions without executing an enabled transition,
the reachability graph of the system will contain infinite sequences where the transition is
constantly “neglected.” The concept of fairness has been defined for infinite sequences:

weak fairness: a constantly enabled event must occur infinitely often (OLle — [I{0)

strong fairness: an event that becomes enabled infinitely often (and may become dis-
abled) must occur infinitely often (LJ)e — [100)

A fairness assumption may cover one transition or a set of transitions. In the latter case,
the requirement is that if the set contains constantly (or infinitely often) enabled transitions,
one transition belonging to the set must be fired infinitely often.

If there are several fairness assumptions, the counterexamples must treat each fairness
set fairly as described above.
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Fairness (2/3)

The MARIA tool allows fairness sets to be defined both for different instances of a single
transition and for different instances of different transitions. In order for the formulae
G = U(pending(x) — Ocritical(X)) to hold for all 1 < x < n= |A| processes, N+ 1 weak
fairness assumptions are needed.

The set ¢: Weak fairness must be assumed for the transition “exit.” All instances of the
transition belong to the same set. In other words: if the transition “exit” is constantly
enabled, it must be fire infinitely often.

The sets ¢x: Weak fairness must be assumed for the transitions “enter” and “test” for
each value of X. In other words: if the process X (1 < X < n) is constantly able to
execute either “enter” or “test,” it must do so infinitely often.
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Fairness (3/3)

It is natural to define fairness assumptions directly for transition sets. MARIA is the first
tool for high-level nets where this can be done. Traditionally fairness assumptions have
been incorporated in the LTL formula, for instance

((OUe — LJO01) V -+ -V (OUen — LIO0R)) — L(pending(x) — {critical(X)).

This is utterly inefficient for two reasons:

1. In the worst case, the Blchi automaton for the LTL formula has an exponential num-
ber of states and transitions with regard to the number of temporal connectives.

2. The model must often be augmented: extra places (and a large number of new
states) may be needed in order

e to capture the firing of a transition with a state proposition, and

e to model a scheduler.
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On safety properties

Liveness properties are only meaningful when the executions are infinitely long, that is,
the reachability graph of the system contains cycles or is infinite.

It is much easier to model check safety properties without Blichi automata. Whenever a
new state is found, it is possible to check whether it fulfils the requirements.

Sometimes, it is possible to exploit the error handling routines of the modelling language.
For instance, when modelling the TicketME algorithm with MARIA, the capacity of the
place “critical” can be set to 0..1, so that an error will occur when the mutual exclusion
property is violated.

LTL can express more complicated safety properties than [Ip. The safety subset of LTL
can be translated into regular finite automata, which can be model checked by observing
the states only, without detecting loops or considering fairness.
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