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Abstract

In ad-hocnetworks, the network nodesor usersoften form peergroups.
Thememberof agroupmayshareanapplicationaphysicallocation,or ad-
ministrative tasks.Definingwhois amembeiof thegroupis alsothefirst step
towardsestablishinga sharedsecretkey for securecommunicationsGroup
membershipnanagemerinvolvesaddingandremoving nodesin thegroup,
aswell asamethodfor authenticatinghe groupmembersin this paperwe
presenta fully distributed, certificate-basedystemfor group membership
managementlt is designedo suit highly dynamicad-hocnetworks where
communicationss sporadicandnodesoftenfail unexpectedly

1 Intr oduction

Ad-hoc networks are constructecand maintainedwithout the help of permanent
administratiorandpreeisting infrastructure . They areoftenwirelessandmaobile.
The size of ad-hocnetworks may vary from a few connectechodesto hundreds
or thousand®f nodes. Someexamplesof ad-hocnetworks are networks of per
sonal,householdandoffice appliancesandmobileradionetworksfor rescuejaw-
enforcemenandmilitary operations.

The securityof mosttraditionalnetworks relieson the existenceof a permanent,
specializedchetwork administratiorthatdefineshesecuritypolicy andprovidesthe
infrastructurefor implementingt. In ad-hocnetworks, all theservicesjncludinga
securityinfrastructuremustbe createdrom scratchandadministeredby thenodes
thatdecideto form the network.

A basicconcepin mary ad-hocnetworksis a group of usersor network nodes.A
groupis asetof entitiesthatwantto communicatevith eachotherandto co-operate



for somepurpose. The needfor forming a group could be a sharedapplication,
physicallocation,or administratie tasksthatassociatsomenodeswith eachother
Forminga groupmayalsobethefirst steptowardscreatinga sharedsecretwhich
will beusedto separat¢he insidersfrom the outsiders.

Membeship managiementof groupsinvolves addingand removing nodesin the
group,aswell asproviding a methodto authenticatehe groupmembers A node
may prove its membershign a groupalsoto nodesthat are not membersof the
group. The mostimportantsecurityfunctionsfor a grouparethefollowing:

e mutualauthenticatiorof groupmembers
e authenticatiorof groupmembergo outsiders

e authenticatiorof memberswith specialrolesin the membershipmanage-
ment

e mutualauthenticatiorfor groupkey-exchange.

Ad-hocgroupsneedcopewith with the specialcharacteristicef ad-hocnetworks.
Theconnectionsreunstableandenegy resourcesf thenodesarescarce Ad-hoc
networks generallylack infrastructureandarevulnerableto securitythreats.As a
consequencehe groupsshouldbe managedaslightly aspossible,andindepen-
dentlyfrom fixed network servicesandfrom eachother The managemenghould
be distributed andtolerantto failuresof physicalsecurity The groupsshouldbe
easyto constructandmodify, in atruead-hocmanner

We have madethe following choicesin designingour protocols:

¢ Thememberships dynamic.New membersareadmittedandold onesleave
the network. The membershipf known physicallycompromisedodes,or
oneswhoseintegrity is suspected¢anbe revoked. However, we trustmost
nodesto leave voluntarily and,dueto the sporadiccommunicationandun-
regulatedrelationsin ad-hocnetworks, provide only best-efort revocation.

e Themembershigrotocolmustberesistanto communication$ailures.The
connectionsn wirelessnetworks mayfail temporarilyandthe network may
be partitionedat times.

¢ The membershiprotocolsmustbe resistanto the unexpectedandperma-
nentremoval of nodes. Connectionsan an ad-hocnetwork may fail per
manently e.g.whena nodeleavesthe operatingarea,its batterybecomes
exhaustedr, in military applicationsit is destryed.

e Dueto thefrequenttommunicatiorandpower failuresandpoorphysicalse-
curity, all functionalityis distributedto avoid singlepointsof failure. There-



fore, the authority to admit nev membersandto revoke old onesis dis-
tributedto severalnodes.However, we allow eachauthorizechodeto make
decisionsaloneanddo notresortto thresholdschemes®r otherseparatiorof
powers. This is becausdhe ad-hocnetworks are oftendeplo/edin circum-
stancesvherefastdecisionmakingis moredesirableéhanabsolutesecurity

Our schemefor group membershignanagemenis basedon public key cryptog-
raphyandon the useof signedcertificates.The membersarerepresentetby their
public signaturekeys, andeachgrouphasa public signaturekey to representhe
groupasawhole. Certificatessignedby the groupkey are usedto indicatethe
membershipf thenodes.

1.1 Certificates

Certificatesarean applicationof public key cryptography A certificateis a mes-
sagesignedwith the privatekey of a certifier In traditionalnetworks, certificates
signedby atrustedcertificationauthority(CA) typically bindtheidentity of thekey
ownerto the public key (identity certificate$, or they bind someaccesgightsto
the nameor to the public key of anentity. In our groupmanagemenéchemecer
tificatessignedby the groupkey areusedto bind the statusof a groupmemberor
leaderto the members public key. We assumeahatthe public keys aredistributed
through securechannelssuchas personalcontact. We malke no use of identity
certificatesor CAs. Thiskind of architectures calledkey oriented

Theauthorityof a certificatedependsn whethertheissueris trustedor not. Cer
tificatesdelagatetrust: if onetruststhe issuey thenoneis assumedo trust the
recever of thecertificateon whatthe certificatestates Certificationchainsinvolve
several subsequentertificatesdelegating someauthority from a party to another
Trustis eitherconsideredransitive, sothatif thefirst issuerin the chainis trusted
thenalsothelastcertificatein the chainis trusted or there-delgationof therights
may beforbidden.

A certificatemay have an expiration date. After the validity periodis over, the
certificatelosesits effect. A chainof certificateds valid only if all the certificates
in the chainarevalid.

Thelengthof the validity periodis a trade-of betweenthe securityimprovement
allowed by a periodicreview of thedelegationandthe costof renaving the certifi-
cates.If the privatekey of therecever of the certificateis compromisedfrequent
refreshingprohibitslong-termmisuseof a certificate.On the otherhand,themore
often the certificateshave to be re-issued the more expensve the systemis to
maintain,andthe morelikely it is that securecommunicationis unavailable. In
particular the expiration of a certificatein a chainaffectsalsotherights of all the
following entitiesin the chain. Thus, frequentexpiration may causethe system



with long certificatechainsto becomeunreliable.

In mostsystemscertificatesmay be revoked by the issuerof the certificate,and
sometimedy otherauthorities. Lists of the revoked certificateshave to be dis-
tributedthroughoutthe network. In a smallnetwork this may be an effective and
rapid way to reactagainsipossiblesecurityfailures. In alarge distributed system,
thetime maigin betweertherevocationandthetime theinformationreaches user
may be solong thatattacksusingrevoked certificatescannotbefully prevented.

Revocationis usuallycombinedwith limited validity periodsfor certificatessothat
therevocationlists or senersneedonly to remembethoserevoked certificateghat
have notyetbeenexpired. Again,thereis atrade-of betweerthesizeof revocation
lists andhow oftenthe certificateneedrefreshing.

2 Relatedwork

The nodesof an ad-hocnetwork are often more equalthanthosein a traditional
communicationsystem.This is dueto thelack of permanenauthorities.Conse-
guently securitymechanism$or ad-hocnetworksalsotreatthenodeswith relative

equality While communicationsecurityhastraditionallybeenbasedon point-to-

point communicatiorwith trustedseners, the basisfor the securityof anad-hoc
systemis, in mary of the proposedarchitecturesmulticastinsidea group. For

example, the ad-hocnetwork managemenprotocol by Chenet al. [6] is based
on securemulticastthat shouldbe receved only by a given group of nodes.Un-

fortunately the securityfeaturesof the protocolarelessmaturethanthe network

managemerpart.

The mostcommonsecurityfunction for an ad-hocgroupis to establisha secure
communicationghannebetweerthe memberslin practice this meansreatinga
sharedsessiorkey for the encryptionandauthenticatiorof datathatwill be sent
betweerthe membersEfficient protocolsfor agroupkey exchangenave beenpre-
sentedfor example,by Burmesterand Desmed{4], andby Atenieseet al. [2].
AsokanandGinzboog [1] discusskey exchangan ad-hocnetworks with empha-
sisontherobustnes®f the protocolagainsthefailure of somenodes.lt shouldbe
notedthata sharedsecrekey doesnotprotectthegroupmemberdrom eavesdrop-
ping andimpersonatiorby eachother Theideais thatthe group memberdrust
eachotherwith respecto the purposeof the group. End-to-endsecuritymustbe
usedor anew groupmustbebeestablishedvhenary groupmembeiis nottrusted
to accessomedata.

Multicast is the preferredway of communicatingin a radio network becauset
savesthe bandwidthin comparisorto sendingseparateopiesof a messagéo in-
dividual recevers. A goodovervien of multicastsecurityby Gongand Shacham



[11] alsodiscusseghe extensionof Internetmulticast protocolsto mobile net-
works. However, their emphasigs on traditional mobile networks with a fixed
supportarchitecture. Securegroup communicationfor mobile stationshasbeen
implementedn the TETRA mobile network for public safetyapplicationd15]. It
relieson manualdistribution of the groupkey eitheron smartcard®r overtheair.

ThelP [12] multicastis usedmostlyfor the distribution of public datastreamson
the Internet. The numberof receversfor thesestreamscan be extremely large.
Hence the protocolsaredesignedo minimizetheloadonthe sener. They allow

aryoneto subscribeo a streamj.e., to join the multicastgroup,without ary per

missionfrom the senderReceverscanbeselectedsecurelyby encryptingthedata
streamand by distributing the sessiorkey only to the authorizedrecevers. This
lessoncan be extendedto all group communication:allow arnyoneto route and
to receve the encrypteddataand distribute the decryptionkey only to the group
members.

Another context where securegroup multicasthasbeenusedis in the synchro-
nizationof procesgyroupsin distributed computersystems.For example,the Isis
distributedprogrammingoolkit [13] maintainssynchroly betweerprocesgroups
distributed to several sitesand provides someprotectionagainstcorruptedsites.
Thelsis protocolhastheinterestingdetailthatthe public key of the groupis a part
of the groupaddresslsis requiresreliablecommunicatiorchannelsanda trusted
centralauthenticatiorservice.

To our knowledge, no completelydecentralizedsystemsfor group membership
managementave beenpresentedn theliterature. Thereis usuallya groupleader
or othertrustedentity thatmanageshe group. If this centralentity fails, thegroup
will ceaseo exist. The reasonfor the centralizedsolutionsis probablythe need
to keeptrack of the groupmembershipr to make decisionsaboutit in oneplace.
Neverthelesswe believe that a more distributed protocolfor group membership
managementatchedetterthereality of ad-hocnetworks. Whencommunication
betweennetwork elementss sporadicand nodesare likely to be removed unex-
pectedly all group managementunctionsmustbe distributed to several leaders
who mayactindependently

Our protocolsis basedon public-key certificatesImplementationgould usestan-
dard a key-orientedcertificateformat suchas the SPKI authorizationcertificate
[10, 9] or the one specifiedby the KeyNote trust-managemergystem[3]. SDSI
[14] namescanalsobe usedto implementgroups.

The downside of the increasedistribution is that it becomedifficult to obtain
a snapshobf the membershipand revocationof memberrights cannotbe done
asreliably asin centrally controlledgroups. In our system,membershipmay be
revoked by groupleadersbut thereis no guaranteef the revocationinformation
reachingall theentitiesoutsidethe groupin ary fixedtime. Naturally applications



may provide morereliable propagatiorof the revocationlists. In comparisorto
other systemsbasedon certificates,we have chosento revoke membershign a
groupandnotthesignaturekeys, asin mostsystemdasednthe X.509 certificate
standard5], or theindividual certificatesasin SPKI.

Thresholdschemeshave beenfrequentlysuggestedor improving the securityof

mobile networks wherethe nodesare in physicaldanger Zhou and Haas[16],

for instance proposethe useof thresholdschemesndsignatureq8] in orderto

prevent oneor a few compromisechodesfrom signing message$or the group.
A thresholdsignaturemustbe signedby several membersof the group beforeit

becomesvalid. We found that althoughthresholdschemesclearly improve the
securityof the system,they caneasilyleadto the denial of service. In practical
applications,protectionagainstcompromisechodesis often lessimportantthan
that decisionsare madefastand actionstaken immediately This is true evenin

law enforcemenandmilitary applicationswvherethe network nodesarefrequently
exposedo arealphysicalthreat.

3 Managing group membershipwith certificates

Our systemfor groupmembershipmanagemeris basedon public-key signatures
andon the useof public-key certificates.A groupconsistsof memberswhich are
identifiedby their public keys. Thereis alsoa public key representinghe group
asawhole. Somememberf thegroupareleaderswhich have theright to admit
nevw membergo thegroup.

Eachmemberof the group possessea membershipcertificate,which statesthat
the entity is indeeda memberof the group. The certificateis signedby aleaderof
thegroup.

3.1 The basicgroup structure

To createa new group, one generates new signaturekey (K G) for the group,
the group key. This groupkey will be usedasthe identifier of the groupandto
certify the members.The public keys of the membersarecalledthe membeikeys.
Originally, whena new groupis createdthe groupkey is the only membetrkey of
thegroup.

To becomea memberof a group, an entity with a public key heedsa member
ship certificatesignedby the groupkey KG. Basically a certificateis issuedto
the public key of the memberandit statesthatthe key is a memberof the group
KG. Themembershigertificatescanbe verifiedwith the public groupkey. Since
the groupkey is the groupidentifier, everyonedoing businesswith the groupwiill



Leaderl
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K2 is a member | | K3 is a member.| | K4 is a member
of group KG. of group KG. of group KG.
Signed: KG Signed: KG Signed: KG

\

Member2 Member3 Member4
owns K2 owns K3 owns K4

Figurel: A simplegroupwith 4 members

automaticallyknow it.

A membershigertificatecontainghefollowing information:

thegroupidentifier (i.e. the public groupkey)

the public memberkey

avalidity period

asignaturesignedwith the groupkey

Thegroupkey is calleda leaderkey, sinceit canbe usedto addnev membergo
thegroup.Accordingly theownerof thegroupkey istheleaderof thegroup.Note
thataryonecapableof generatin@freshpublic key pairmaystartanewn groupand
actastheleaderof thegroup.

A groupwith four memberkeys (including the groupkey) is illustratedin Fig. 1.
(For simplicity, the validity periodsof the certificatesarenot shawvn in thefigure.)
To verify that Member2 is a memberof the group K G, one hasto obtain its
membershipcertificate,to verify that the signatureon the certificateis properly
signedby K G, andto verify thatMember2 possessethe memberkey K2, which
is statedon the certificate.

3.2 Increasedrobustnesswith multiple leaders

In groupsof thetheprevioussectiontheownerof thegroupkey istheonly member
who couldlet new membergoin the group. In anad-hocnetwork, anodemaybe
out of reachat a moment,e.g.,dueto arouting problemor to a technicalfailure
of the node. If the leadercannottemporarilybe reachedall decisionsrelatedto
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Signed: K2

Member4 Member5
owns K4 owns K5

Figure2: A groupwith multiple leaders

the membershipnustwait until a connectionis establishedigain. If theleaderis
permanentlyremoved from the system the only way to malke ary changego the
memberships to establisha newv groupwith anew leader

In orderto increasaherobustnes®f themembershipnanagementheauthorityof
theleademustbedistributedto severalmembersWe dothis by letting theoriginal
leader(i.e. the group-ley owner) deleyatetheleadershigo othermembersit can
authorizeotherkeys to actasequivalentleadersby issuingleadercertificates

All leadersof agrouparealsoits membersHence aleadercertificateis aform of
membercertificate andthe certificateshave thefollowing additionalfield:

e memberor leader

Sincethenew leadershave anequivalentauthoritywith theoriginalleaderthey all
mayadmitnenv membersaandnew leadergo the groupby signingcertificateswith
theirown keys. Figure2 shavs anexampleof a groupwith multiple leaders.

In orderto prove membershign the group,a memberthat hasbeencertified di-

rectly by the groupkey needsts own private key andthe membershigertificate.
A memberthathasbeencertifiedby anotheleademeedsall the certificatesn the
pathfrom the groupkey to its memberkey. Hence,whena leadercertifiesother
leadersor membersijt mustpassalongall the certificateghatprove its own status
asaleaderin thegroup. This way, a chainof certificatess formedfrom the group
key to eachmemberkey.

Fig. 2 illustratesthe multiple leaders. For example, when Member5 of Fig. 2
joins the group, he getsthe membershipcertificatesignedby Leader2 andthe
leadercertificateissuedo Leader2 signedby K G. Thelattercertificateprovesthe
authorityof Leader2. WhenMember5 wantsto prove its membershipit presents
bothcertificatesandprovesits possessioof thekey K5.

Themanneiin whichtheleadersandmembersareaddedo thegroupcreatesatree



structure.The groupkey is attheroot of the treeandthe memberswithout leader
statusareattheleaves.

If ary oneof theleaderds removedfrom the systemeithertemporarilyor perma-
nently the otherleadersmay still continuetheir operation. Thus,the distribution
of authority increaseshe robustnessf the network againstthe loss of nodesor
connectionsA disadwantageof having multiple leadersactingindependentlynay
bethatthereis no singleentity awareof all the memberf the group.

3.3 Protectionagainstthe compromiseof keys

Wewishto protectthegroupmembershigprotocolagainsthecompromiseof keys.
Thenodesof anad-hocnetwork areoftenexposedo physicaldangerand,regard-
lessof ary saf@yuardsit is likely that someprivate keys or equipmenicontaining
themwill sometimegall into thehandsof theadwersary

Reconstitutiorof the groupis a secureandoftenrecommendableay to continue
with the trustedmembersonly. However, full reconstitutionmay acquiretime as
someof the trustednodesmight occasionallybe out of reach. The membersf a
groupalsoneedsomeinstantmechanism$or cancelinghemembershipf asingle
key without sacrificingmembershipf the other still trustedmembers.

Unfortunately cancelinga membershiphat hasalreadybeengrantedis not easy
The membershipcertificatesmay be created,storedand verified concurrentlyat
differentpartsof the system. Thereare basicallytwo waysof gettingrid of un-
trustedmembersmembershipxpirationandmembershigevocation.

Group reconstitution To replacea groupwith a new one,a new groupkey is
generatechnd new membershipand leadershipcertificatesare issuedto the old
members.Groupreconstitutiormay be doneperiodically or whentherehasbeen
enoughchangesn the group membership.Becauseof its conceptuakimplicity,
groupreconstitutiorshouldbe usedastheprimaryprotectionagainscompromised
members.lt is possibleto to createthe new groupwhile the old oneis still func-
tionalandgraduallyshift from usingtheold oneto thenew one. Thatway, thenew
groupkey andthe new certificatescanbe propagatedo all necessarmodesbefore
the old groupkey is abandoned(The subgroupcertificatespresentedn Sec.4.1
canbeusedto attachthe old grouptemporarilyasa subgroupof thenew one.)

Membership expiration Themembershigertificatesnayhave avalidity period
thatis decidedby the issuer By choosingshortvalidity periodsandby refresh-
ing the certificatedrequently the leadersof the groupcanperiodicallyreview the
members’status.The expirationmechanisnhasthe major advantagethat, oncea



membershigertificatehasexpired,it canbe simply forgotten.No communication
or storing of the expired certificatesis needed.On the otherhand,the members
thatwantto retaintheir membershighave to periodically obtainnew certificates.
Theexpirationalsoreliesonlooselysynchronizealocksat every network node.

Importantly the issuerof short-lived certificateshasto periodically considerthe
reliability of the member Thus, the limited lifetime keepsup awarenesof the
securityrisks andprotectsagainsiong-termaccumulatiorof compromisednem-
bers.Theissueranmayadjustthe certificatelifetime for eachmemberdependingn
the costof distributing the refreshedcertificatesandthe likelihood of a compro-
mise. For example,the costof distribution is higherfor aleadercertificateasthe
refreshedtertificatemustbe passediovn to every memberadmittedby thatleader
earlier Thereforetheleadercertificatesarelikely to have fairly long lifetimes.

Membership revocation Revocationenableghe network to reactimmediately
againstthe possibility of a securityfailure. However, whena decisionis madeto

revoke a membershiptheinformationaboutthe revocationmustbe propagatedo

all the partsof the systemwhererelevant certificatesmay be used. Distribution

over unreliableconnectionsnay causethatthe informationabouta revoked mem-
bershipmaynotreachall the entitiesthatneedit. Delaysin the propagatiorof the
revocationdatamay alsobe considerableHence therewill alwaysbeamagin of

errorwherearevoked membemightbe acceptedsavalid one.

We have chosento give all the leadersof a groupthe right to revoke themseles
andary otherleadersand membersof the samegroup. They do this by signing
revocationlists of group-ley pairs. Thelists andadditionsto themarepropagated
in abest-efort mannetto all thememberof thegroupandto otherpartiesthatmay
verify the group membership.The exact methodof distributing the information
depend®ntheapplicationandon the network managemerandrouting protocols.

Membersshouldberevoked only whenthereis areasorto suspecthatthe private
key hasbeenfalleninto the handsof an adwersary The costof distributing the
revocationlists is too high for anything but emegeng situations.For example,if
the privatekey hasonly beenlost, revocationis not needed.Leadersmay be re-
vokedjustlike ordinarymembersut theoperationwill alsoaffectall themembers
certifiedby therevoked key.

If aprivateleaderkey hasbeencompromisedthe adwersaryin the possessiomnf

thekey mayrevoke othermembersaandleaders Revocationlists signedby already
revoked leaderkeys mustneverthelesde accepted The reasoris thatif the com-

promiseis noticedandthe leaderkey revoked, the adwersarycould timestampits

revocationlists with a dateprior to its own revocation. So, in a casewheretwo

leadersrevoke eachother it is impossibleto knov which one of the leadersis

really thecompromisedne. Therefore pothkeys mustbe considereaevoked.



3.4 Increasedrobustnesswith erasedgroup keysand redundant cer-
tificates

Oneeffect of the expiration or revocationof aleaderkey is thatit causesot only
theremoval of thatleaderbut alsoaffectsevery memberbelon theremovedleader
in the treestructureformedby the certificates.The resultis particularlydramatic
if themembershipf thegroupkey itself is revoked. For if thegroupkey becomes
undersuspicionandneedgo berevoked,thewhole groupperishes.

Revocationof the groupkey maybe desiredwhenonewantsto replacethe group
key with a new oneandreconstitutehe entiregroup. However, unexpectedrevo-
cationof thegroupkey mayalsocauseconfusion.In this sectionwe discusssome
techniquego counterthe effectsof remaoving possiblycorruptedeadersrom the

group.

Erasing the group key A perfectway of protectingthe private key againsta
compromisds to eraseit. An erasedkey cannotbe recoreredor misusedn ary
way. The certificatessignedwith the erasedkey continueto bevalid andthey can
still beverifiedwith thepublickey. Of coursetheerasedkey cannotissueary new
certificates. A private key is at mosta few kilobits long andthereforerelatively
easyto purge from the memory If oneregularly maintaindarge setsof keys, the
technique®f Crescenzetal. [7] maybeusedto erasethekeys reliably.

In ourgroupcontet, thenewly generategbrivategroupkey canbeusedto certify a

few leadersandthenerased Sereralleadersshouldbe certifiedwith the groupkey

sothatif the membershipf oneof themmustbe revoked, the remainingleaders
canstill continueto administetthegroup. Thegroupmembershouldbeinformed
thatthe groupkey is protectedandcannotbe compromisedThis way, they know

thatthegroupkey will never berevoked. For example,Leaderl in Fig. 3 usesthe
groupkey to certify its own key andanotherkey asleadersof the group. After

signingthecertificatesthe groupkey is erasedrom Leaderl’'s memory

The leadercertificatessignedwith the erasedgroup key musthave long enough
lifetimes. The certificatessignedby a key cannotbe refreshedhfter erasureof the
key, so whentheseleadercertificatesare aboutto expire, the group needsto be
reconstituted.

Issuing redundant certificates Erasingthe private groupkey remaovesa single
point of failurein the sensehatthereis no singlekey whosecompromisewould
disablethe entire group. However, large partsof the certificatetree canstill be
removedfrom the groupby revoking oneof theleaderscertifiedby the groupkey.
A membercanalleviate this threatby obtainingmultiple independentertificates.
Theleaderamayalsoissueredundantertificateso eachother



Leaderl
Klis aleader. | 9enerates new key KG, (k2 is a leader
Leaderl« groupKG. [ signs certificates, of group KG. »-Leader2
owns K1 Signed: KG and erases KG Signed: KG owns K2

K3 is a member
of group KG.
Signed: K1

K4 is a member
of group KG.
Signed: K2

Member3 Member4
owns K3 owns K4

Figure3: Erasedyroupkey

In Fig. 4, evenif Leader2 losesits authority (its leadercertificateexpiresor its
memberships revoked), Member4 still remainsamembetin thegroup. Notethat
if themembershipf eitherMember3 or Member4 shouldbe revoked, redundant
certificatesdo not prevent or complicatethe revocationin ary way. In fact, by
revoking the whole membershipf an untrustedmembey the leaderneednot be
aware of the certificateghathave beenissuedto the compromisednember This
is why we have chosento revoke the membershipsand not single membership
certificates.

In the treestructureformedby the certificatesthe chainscanbecometoo long to
be practical. The deepetthetree,the higherthe costof storageandverificationof
the certificatechains. The lengthsof the certificationchainsalsotendto increase
whenkeys areerasedThis canbecounteredy letting the membersbtainredun-
dantcertificatedirectly from top-level leadersandusetheminsteadof the original
certificateggivenwhenthe memberdirst joinedthe group.

The redundantertificatesconfusethe tree structureof the group, andtherewill
exist mary certificationchainsfor onemembeilinsteadof the oneleadingfrom the
memberto the root. A membershouldbe aware of the different chains,so that
whenonechainis broken, heknows to usetheothers.

4 Relationsbetweengroups

Thegroupsasdefinedsofar areindependentf eachother All memberandleader
certificatesncludethe groupidentifier andthey have effect only on the member
ship of thatgroup. The sameis true for the entriesof a membershigevocation
list. Theonly way the groupsmayinteractis thata key maybeamembetin more
thanonegroup, or a physicalentity may possesseveral keys that are members
of differentgroups.Public-key certificateshowever, arecapableof expressingar
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Figure4: Redundantertificates

morecomplicatedrelationshetweerkeys andgroups.

Oneimportantrelationbetweergroupsis thatonegroupmaybe a subgroupof the
other Informally, a subgroupis a group, that hasits own managemendsa part
of anothergroup. In this way, the managementf bigger groupscan be further
distributed. Subgroupstructuremay alsocreatea hierarchyor follow anexisting
one. A new type of certificatethatindicatesthe subgroupstructure,is presented
in this section.

Dealingwith revocationbecomesnorechallengingasthe groupsgrow. Subgroup
structurebrings yet more aspectdo revocationthat are also discussed.Finally,
otherpotentialtypesof certificatesare shortly mentioned.Certificatescould indi-
cate'friends’ thatdo not belongto thegroupbut provide someservicedik e routing
toit.

4.1 Subgroups

Subgoup relationsarecreatedwith subgoup certificates With sucha certificate,
it is possibleto admitall the membersf a groupto anothergroup.

Any groupleademayissuea subgroupcertificateto anothergroup. Thecertificate
is issuedto theidentifier (i.e. public groupkey) of thesubgroupLike themember
andleadercertificatesjt alsostatesexplicitly the nameof theissuinggroupandit
is signedby a groupleaderof theissuinggroup.

The groupwhoseleaderissuedthe subgroupcertificateis calledthe supegroup.

All the membersof a subgroupare also membersof the supegroup. Neverthe-
less, the subgroupgpresere their own management.The leadersof a subgroup
may continueto admitnen membersandto revoke membership#n the subgroup.
Consequentlyary changesn the subgroupaffect alsothe membershipf the su-

pegroup.



Membershipf agroupis transitive in ahierarchyof subgroupsThatis, if KG2 is
asubgroupof KG1 and K G3 is a subgroupof K G2, thenthe membersof KG3
arealsomembersof KG1. The leadershipon the otherhand,is not transitive.
Theleadersof a subgroupdo not automaticallypbecomdeadersof the supegroup.
Hence,they do not have the power to admit new leadersto the supegroup, or to
certify or revoke membersutsidertheirown subgroup Furthermorethesubgroup
is independenin theway thatthesupegroupcanonly certify andrevoke theentire
subgroupasits membersThesupegrouphasno authorityontheindividual mem-
bersof the subgroup.lt is, of course,possibleto getaroundtheselimitations by
issuingleadercertificateddirectly to thosemembersf the subgroup(supegroup)
who shouldhave leaderrightsin the supegroup (subgroup).

Figure5 shawvs how the group K G2 becomes subgroupof thegroup KG1. The
leadersof thegroupsK G1 and K G2 cancontinueto admitnev membersbut not
directly to eachothers’groups.

4.2 Subgroupsand revocation

We have chosento limit eachgroups rights to its subgroupsand supegroupsto
theminimum. This hasbeendoneto keepthe membershignanagemerfunctions
assimpleandlocal aspossible. Eventhen,theintroductionof subgroupsauses
someprofoundglobalchangesn thesystem.

First, the subgroupleaderscanadmit new membersn unexpectedways. All the
subgroupsnayaddmembergo theirgroups.andthusindirectly to the supegroup.
The subgroupsnay alsoissuesubgroupcertificateswhich transitively introduce
membergo all the supegroups. It may happenthatthe membersof a groupare
not evenawareof all their supegroupsnor their subgroups.

Secondwhenchangeso the membershi@remadenon-locally in subgroupsthe
natureof the membershipgevocationchanges.The revocationlists are primarily
distributedto the groupmemberdhathave membershigertificateswritten for the
samegroupkey astherevokedone.Insideasinglegroup,it is easyto recognizehe
relevantitemsin arevocationlist andthenodego whichthey shouldbepropagated.
With subgroupsthis becomesnoredifficult.

The problemswith revocationstemfrom the distributed natureof the system.In
ad-hocnetwork, thereis no centralplaceto keeptrack of the revoked members.
It is alsoimpossibleto automaticallypropagateall revocationdatato everyonein
the network becauseertificatesnay be issuedandrevoked by arnyone. (Anyone
may createone’s own groups.eventheadwersary) Sincecommunicatiorin anad-
hoc groupmay be completelyunreliableandsporadicwe alsocannotrequirethe
groupsto createtheir own reliablechanneldor distributing the revocationlists.



Leaderl
generates new key KG1

\

K5 is a leader KG2 is a subgroup
of group KG1. of group KG1.

Signed: KG1 Signed: KG1
Leader5 Leader2

owns K5 generates new key KG2

K6 is a member
of group KG1.
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of group KG2.

Signed: K5 Signed: KG2
Member6 Leader3
owns K6 owns K3

K4 is a member
of group KG2.
Signed: K3

v

Member4
owns K4

Figure5: Subgroups



It is still beneficialto have arevocationsystemgiventhatevery participantrecog-
nizesits unreliability andactsaccordingly This meanghatwhena groupwantsto
keeptrack of its membershigat oneor a limited numberof places the subgroup
certificateanustbeissuedwith care,andthe subgrougeaderanustreportbackto
thesupegroupaboutary nev membersAdditionally, it mustbeleft to useragree-
mentshow the revocationinformationis exactly distributed. As specifiedin the
beginning, revocationis consideredasa best-efort processnsteadof a perfectly
reliableone.

The membersof the ad-hocnetwork may belongto several differentgroups. The
revocationmessagealwaysannouncdérom whichgroupakey wasrevoked. Hence,
the revoked membemmay remaina memberin the groupthroughsomeothersub-
group. It is thereforea goodideafor the membergo alwayscheckif the key they
aredealingwith hasbeen accordingo their currentrevocationlist, revokedin ary
group,andto treatwith specialcarekeys thathave beenrevokedin anywhere.

4.3 Other relations

Dependingon the application,other typesof relationsbetweengroupsmay be

needed.For example, the routing and network managementunctionsof ad-hoc
networks mayrequireaccesgontrolarrangementer othertrustrelationsbetween
the groups. Theserelationscan be expressedas certificatessimilar to the sub-

groupcertificate. The semanticof eachnew type of certificateshasto be defined

separately In particular it mustbe decidedif ary accessights are propagated
transitively or not.

For example,we would like to connectthe group managementvith ad-hocnet-
work routing. The groupscould alsocertify othersastheir ‘friends’ if they allow
messagesf thosegroupsto beroutedthroughthemselesor allow othersto route
theirmessagesTheseideasrequirefurtherstudy

5 Conclusions

We have presented protocolfor managinggroupsin ad-hocnetworks. The pro-
tocol is robust againstphysicalfailuresin the network andindependenfrom ary
permanenhetwork services Groupsmaybeformedatary time andby ary entity,
andthey canbe maintainedwith little effort. Membershipof a groupis dynamic,
andthemembershipnanagemeris distributed. Thegroupshave identitiesandare
distinguishablgrom eachother Throughoutthe designof the managementhe
characteristicef ad-hocnetworks aretakeninto account.

As thisis arathernew approacho the securityof ad-hocnetworks, therearemary



issueghatrequirefurtherexamination.Someopenquestionsaarean optimal best-
effort revocationprocedureandtherelationof thegroupswith routingandnetwork
management.
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