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Delegation certificate

Key2  may access service S

during the period  T1-T2.

Signed:  Key1

authorization

validity period

subject

issuer
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Low-level network services
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Delegation certificate

Signed: Key2
Key1 may access Service2.provider 2

Service

holds private Key2.

Service 
provider 1

holds private Key1.

Service2
owned by Key2.

Delegation certificate

hash(Service1 code) 
may access Service2.

Signed: Key1

Service1

Service platform

access

author or
owner

0�132 P"µwP�¶qTGpcTGuZm�eba�^�dCeb^(m�dA^�ebxATW`�jlTW`b�]a�kWT�zA`b^��]a�giTW`-í �A� ó acd�ï!m�py[iznjl^

provider 2
Service

holds private Key2.

Service 
provider 1

holds private Key1.

broker
Service

holds private KeyB.

Delegation certificate

Signed: Key2
KeyB may access Service2.

Delegation certificate

Signed: KeyB
Key1 may access Service2.

0�132 P"·wP�¶ÈTGpcTGuQm�ebac^QdCebxi`b^Q{nu�x�m3jlTW`b�]ackGT�ti`b^QXZTW`	acd�ï!m�py[AzAjl^
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Network operator must see
the quality certificate from

KeyQ before signing.

operator
Network

holds private KeyN.

control
Quality

holds private KeyQ.
Service1

Delegation certificate

passed quality check.
hash(Service1 code)

Signed: KeyQ

hash(Service1 code) may
access Network services.

Delegation certificate

Signed: KeyN

0�132 P�¹?P�ï�^]giT[ºf{nm�pcaye�[)kG^Qdfel`b^�pwv«^�` � RÉjlT|`b�iackGTWj	V	ayebxCtnm�jlack-gATGpcTGuQm�ebac^Qd kGTW`lebay}Ok0m�ebTGj
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authority of KeyS.
Keys that share the

Service master key,
erased after signing.

Key3Key2

KeyS

KeyC

Key1

have all my rights.
Any 2 of {Key1,Key2,Key3}

Signed: KeyS

(2,3)-threshold certificate

Delegation certificate
KeyC has right R.

Signed: Key3

Delegation certificate

Signed: Key2
KeyC has right R.
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;È²?ª«D'®�¦�F|¬|ª�Ù�®�B]¬|¦�Bi±�±«>f§�D�Bi¯O°ç¬b§q>Ê>iÀ&¬|²w¦�¯?¦�§�¼i¦�°�D�¬W>Ê>iÅ£¦�FGBf¬W¦�>A¯Õ­£¦�²wBi±�À)>iÀ&¬|²w¦
>iFWª�ÄAª�¯wBi±�@�BiD�¬|¦�F�¼i¦�°AÇi;È²?¦�¯w¦�§âÅ?FWª�ÒfBf¬W¦�¼i¦�°OD�B]FW¦�Db¬W>iFW¦�¨�ª�¯�D|¦�ÅwBiFWB]¬|¦�Å?±ÐBi®�¦�D4§�²wª�±«¦�¬|²w¦
>i±Ð¨�Å?FWª�ÒfB]¬|¦S@�BiD�¬|¦�Fq¼i¦�°�ª«D�¨?¦�D�¬|FW>f°i¦�¨�>iFÈDb¬W>iFW¦�¨�ª«¯'B�DWBfÀÂ¦3Å?±ÐBi®�¦SB]¯�¨�¯?¦�Òi¦�FqBA®�®�¦QD|D|¦�¨ØÇ
;È²?ª«DSÅwF|>i¬|¦�®�¬WD3­£>]¬|²�BiÄAB]ª«¯wD�¬+¬W²?¦�Àè¬)Bi¯w¨hBi®�®�ª«¨?¦�¯n¬WBi±�±«>ADWD3>]ÀU¬|²?¦�Å?FWª«ÒZB]¬|¦ @�BiD�¬|¦�F(¼A¦�°AÇ
¶rÀ=>i¯w¦3D|²wB]FW¦3ª«DÈ®�>A@CÅ?F|>A@Cª«D|¦�¨�¾Oª�¬�B]±«>i¯?¦3ª«DÈ¯w>]¬È¦�¯?>A<?Äi²�¬|>C@Cª«D|<wD|¦-¬W²?¦(D�¦�F|ÒOªÐ®�¦i¾�Bi¯w¨�ª�À
>i¯?¦(D|²wB]FW¦+>iÀ�¬W²?¦3¬|²?FW¦�¦SªÐDÈ±�>nDb¬Q¾O¬|²?¦(>i¬|²?¦�FU¬b§q>�®�Bi¯�D�¬|ª«±�±ØÄAFWBi¯n¬ÈBA®�®�¦QD|DU¬W>�¬W²?¦(D�¦�F|ÒOªÐ®�¦AÇ
;È²?¦+³�´�®�B]¯�Db¬Wª�±«±�BA¨�Òi¦�F�¬Wª«D|¦Èª�¬GD	>A±«¨ Å?<?­w±�ªÐ®�¼i¦�°�Ë�CÁ>iF�CFÅ"Æ : Î!Bi¯w¨ F|¦Q®�¦�ª�ÒA¦q¯w¦�§âF|ª«Äi²n¬GD
¨�¦�±«¦�ÄnBf¬|¦Q¨o¬W>h¬|²wB]¬�¼i¦�°AÇ	;È²?¦Ñ¬|²?FW¦�D|²?>A±«¨É®�¦�F�¬Wª�Ù�®�Bf¬W¦ÑÅ�BiDWD�¦QD Bi±�±È¬W²?¦�D|¦
FWª�ÄA²A¬GD�¬|>�¬|²w¦
D�²wBiF|¦'¼A¦�°�D §�²?>�®�B]¯ßBi<�¬|²?>AF|ª«Ã�¦Ñ>]¬W²?¦�FGD�Ç	;È²?ª«D�¼nª«¯w¨É>]À3Å?FW>]¬|¦Q®0¬Wª�>A¯ç>iÀ3Å?FWª«ÒZB]¬|¦'¼i¦�°�D
@CBZ°�ÅwF|>fÒA¦�¬|> ­�¦(B�@)<w®G²�@C>iFW¦+®�>A@C@ >A¯�FW¦�BAD�>A¯�¬|> <wD|¦-¬W²?F|¦QD�²w>i±Ð¨�®�¦�F�¬Wª�Ù�®�Bf¬W¦�DU¬|²wBi¯
Bi®0¬W<wB]±�¬W²?FW¦�D|²?>i±Ð¨�¬WF|<�Db¬-DW®G²?¦�@C¦QDÈ­�¦�¬b§U¦�¦�¯Ñ­?<wD|ª�¯?¦QD|D�BAD|D|>�®�ªÐBf¬W¦�D�Ç
;È²?¦�FW¦4ª«D�B]¯?>i¬|²?¦�F�¾�FGBf¬W²?¦�F�<?¯?¦�Ú�Å£¦�®�¬|¦�¨Ø¾�B]ÅwÅ?±�ªÐ®�B]¬|ª«>i¯3ÀÂ>iFØ¬|²?¦�¬|²?FW¦�D|²?>i±Ð¨S®�¦�F�¬Wª�Ù�®�Bf¬W¦�D�Ç

á�¦q§�ª�±«±OD�¦�¦	¬|²�Bf¬�ã�¦�Ú�ª�­wª�±«ª�¬b°(®�B]¯&­£¦qBA¨?¨�¦Q¨S¬|>3D�°�D�¬|¦�@�D�±�ª«¼i¦�¬|²wB]¬�>iÀT8=ª«ÄwÇ7�È­O°3¦�¯w®�>�¨�ª�¯wÄ
B]¯Éª�@CÅ?±«ª«®�Bf¬Wª�>A¯ÉFW<?±«¦'ª�¯ßB�®�¦�F�¬Wª�Ù�®�Bf¬W¦iÇ4¶rÀ´8�ª�Ä�Ç	¿?¾!¬|²w¦:ÜA<�B]±«ª�¬b°nÆl®�>i¯n¬WF|>A±q¼A¦�°ÕËc}~SVk!×SÎ
®�¦�F|¬|ª�Ùw¦QD�¬|²?¦-®�>�¨�¦È­n°�ÄiFGB]¯n¬|ª«¯?Ä+¬|²?¦+®�>�¨�¦´\^gjg�ª�¬WD4FWª�ÄA²n¬WD�Ç];È²?¦�¯?¦�¬b§q>iFW¼(>iÅ£¦�FGBf¬W>iF4ªÐD|D|<?¦QD
B�Ë�Ï�¾yÏiÎrÆ�¬|²wF|¦QD�²?>A±«¨�®�¦�F�¬Wª�Ù�®�Bf¬W¦-ÀÂ>AF�³?´�¸SB]¯w¨]¸(Ì+Ç�;È²n<�D�¾w³�´-¸+¯w¦�¦�¨wDq¬|²?¦(B]ÄAF|¦�¦�@C¦�¯n¬q>]À
¬|²?¦�¸(ÌY­£¦�ÀÂ>AF|¦�ª�¬�®�Bi¯�<wD|¦C¬|²?¦�¯?¦�¬b§q>iFW¼�D|¦�FWÒnªÐ®�¦QD�ÇØ;È²w¦�¬|²?FW¦�¦�®�¦�F|¬|ª�Ù�®�Bf¬|¦QDS¬|>AÄi¦�¬|²?¦�F
®�>i¯OÒA¦�°C¬|²w¦3FWª«Äi²n¬U¬W>�Bi®�®�¦�DWDÈ¥�¦�¬b§q>iFW¼�D�¦�F|ÒOªÐ®�¦QD�ÀÂFW>i@�}�SKkKØ/¬W>�³O¦�FWÒOª«®�¦i¸iÇOáßª�¬|²Ñ¬|²w¦�D|¦
®�¦�F|¬|ª�Ù�®�Bf¬|¦QD�¾�³O¦�FWÒOª«®�¦i¸�®�Bi¯�Å?FW>fÒi¦Cª�¬GD�BA®�®�¦�DWD(F|ª«Äi²n¬GD(§�²?¦�¯�ª«¯wD�¬WBi±�±«¦�¨�ª«¯n¬|>�B'¯?¦�¬b§U>AF|¼
¯?>�¨�¦iÇ
;È²?¦�¸(ÌÕ¼i¦�°�ªÐD-¯w¦�Òi¦�F�<wD|¦�¨'ÀÂ>AF+Bi¯n°Ñ>]¬W²?¦�F+Å?<?FWÅ�>nD�¦&¬|²wBi¯
ÀÂ>iF3®�¦�F|¬|ª�ÀÂ°Oª�¯wÄ�¦�¯n¬|ª�¬|ª«¦�D

¬|²wB]¬S²�BZÒi¦)Å�BiDWD�¦Q¨
¬|²w¦CÜn<wBi±�ª�¬b°
®G²?¦�®G¼�Ç�EÝÜn<wB]±«ª�¬b°:®�¦�F|¬|ª�Ù�®�B]¬|¦C®�Bi¯�­£¦ ªÐDWD�<?¦Q¨
¬W>Ñ®�>O¨?¦
>iF(¬W>�D�¦�F|ÒOªÐ®�¦�Å?FW>fÒOª«¨?¦�FGD(§�²?>AD|¦�>f§�¯oÜn<wB]±«ª�¬b°�®�>A¯n¬|FW>i±	²wBAD&ÅwBAD|D|¦�¨�Bi¯oB]<w¨�ª�¬�Ç=¶l¯�¬|²w¦
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ÜA<�B]±«ª�¬b°h®�¦�F|¬|ª�Ù�®�Bf¬|¦QD�¾Ø¬|²?¦�¸(ÌY¨�¦�±«¦�ÄnBf¬W¦�D&Bi±�±	ª�¬WD&F|ª«Äi²n¬WD)D�>'¬W²wBf¬&ª�¬�¨�>O¦�D&¯?>]¬)¯w¦�¦�¨�¬W>
¼n¯w>f§ß§�²wBf¬q¼nª«¯w¨�BA®�®�¦�DWD4¬|²w¦3Ün<wBi±�ª�¬b°�®�¦�F|¬|ª�Ù�®�Bf¬|¦QD�BiF|¦+<wD�¦Q¨CÀÂ>iFQÇO;È²?ª«DU@C¦�Bi¯wD	¬W²wBf¬q¬|²w¦
¸(Ì�¼A¦�°hD�²?>A<?±Ð¨�¯?¦�ÒA¦�F)­£¦�ÄAª�ÒA¦�¯oB]¯O°�>]¬|²w¦�F)FWª«Äi²n¬WDS¬W²wB]¯Ê>i¯?¦�D|²wB]FW¦�>iÀ�B
¬|²?FW¦�D|²?>i±Ð¨
®�¦�F|¬|ª�Ù�®�Bf¬|¦3ÀÂ>AFÈ¬|²?¦(Å?<wF|Å£>AD|¦�DÈ>iÀ�B�Ün<wB]±«ª�¬b°�®G²?¦�®G¼�>A¯'§�²?>O¦�Òi¦�FÈÄi¦�¬GDq¬|²?¦(>i¬|²?¦�F�D�²�B]FW¦iÇ

operator
Network

holds private KeyN.

control
Quality

holds private KeyQ.

Service 
provider 1

holds private Key1.

Service1

Key1 and KeyQ together may

Signed: KeyN
access Network services.

(2,2)-threshold certificate

hash(Service1 code) may

Signed: Key1
access Network services.

Delegation certificate

Delegation certificate

has all my rights.
hash(Service1 code)

Signed: KeyQ
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ÌU>i@CÅwB]FW¦�¨
¬|>Ñ¬|²?¦C<wD|¦C>]Àq­wBiD|ª«® ¨�¦�±�¦�ÄABf¬Wª�>A¯�®�¦�F|¬|ª�Ù�®�B]¬|¦�DCË�8=ª«ÄwÇ��iÎ0¾£¬|²w¦C¬|²?FW¦�D|²?>i±Ð¨
®�¦�F|¬|ª�Ù�®�Bf¬|¦S²wBADÈ¬|²w¦&Bi¨�ÒfB]¯n¬GB]Äi¦+¬|²�Bf¬-¨�¦�Å�¦�¯w¨�¦�¯�®�¦�D�­�¦�¬b§U¦�¦�¯Ñ¬|²?¦&Ün<wBi±�ª�¬b°�®�>i¯n¬|FW>i±�Bi¯w¨
¬|²?¦ ÄiFGB]¯n¬|ª«¯?Ä�>iÀ�Bi®�®�¦�DWD�¬W>�¬|²w¦ D|¦�FWÒOª«®�¦�D�²wBZÒA¦&­£¦�¦�¯�F|¦Q¨�<w®�¦�¨'¬W>�@Cª�¯wª�@�<?@'Ç£¶r¬3ª«D+¯?>i¬
¯?¦�®�¦�DWD|BiF|°'¬W>Ñª«¯OÒi>A±�ÒA¦)¬W²?¦�¯?¦�¬b§q>iFW¼
>iÅ£¦�FGBf¬W>iFS¦�ÒA¦�FW°'¬|ª«@C¦�®�>�¨�¦Cª«D)®G²wB]¯?ÄA¦�¨�B]¯w¨�¬|²w¦
®�¦�F|¬|ª�Ù�®�Bf¬|¦QD�®�Bi¯'­�¦&D|ª�ÄA¯?¦�¨Ñª«¯:B]¯O°�>AFW¨�¦�F�Ç?;È²w¦(¬|²?FW¦�¦&®�¦�F|¬|ª�Ù�®�B]¬|¦QD�®�B]¯'­£¦&ªÐD|D|<?¦�¨'Bi¯w¨
F|¦�¯?¦�§q¦�¨�ª�¯�¨�¦�Å£¦�¯w¨?¦�¯n¬|±«°�>iÀ�¦QBi®G²Ñ>]¬|²w¦�FQÇ
E-¨�@Cª�¬�¬|¦Q¨�±«°i¾Ø¬W²?ªÐD(ª«D)B
D�>A@ ¦�§�²wBf¬(ª«¯?¦�±«¦�ÄnB]¯n¬(§qBZ°:¬|>
<wD|¦ ¬|²?FW¦�D|²?>i±Ð¨�®�¦�F�¬Wª�Ù�®�Bf¬W¦�D�Ç

;È²?¦SF|ª«Äi²n¬WDÈ¨�¦�±�¦�ÄAB]¬|¦�¨�­O°C¬|²?¦&®�¦�F|¬|ª�Ù�®�B]¬|¦SB]FW¦+¯w>]¬�¦�¯w®�>�¨�¦�¨�ª�¯Ñ¬W²?¦3¬|²?¦(B]<?¬|²?>AF|ª«Ã�B]¬|ª«>i¯
ÅwB]F|¬ÈËK�|Bi±�±�@�°(F|ª«Äi²n¬WDu�AÎ�­?<�¬4ª«¯)¬W²?¦�D�ª«Äi¯wª�¯?Ä3¼i¦�°�ËV�P}�SKk!×âª«D=¬W²?¦�ÜA<�B]±«ª�¬b°nÆl®�>i¯n¬WF|>A±A¼A¦�°!�AÎ�Ç
¶rÀ=¬W²?¦�FW¦&B]FW¦3D|¦�ÒA¦�FGB]±�¨�ª�Ö£¦�F|¦�¯n¬-B]<�¬W²?>iFWª�ÃQBf¬Wª�>A¯wDSËÂ¦iÇ ÄwÇ?D|¦�ÒA¦�FGB]±£¬b°OÅ�¦QD�>]À!Ün<wB]±«ª�¬b°Ñ®G²?¦�®G¼?Î�¾
¬|²?¦m¸(Ìo<?¯?ª�¬�@�<wDb¬U²wBZÒi¦�B]¯C¦QÜA<�B]±?¯O<?@�­�¦�F	>]ÀØD|ª�ÄA¯wBf¬W<?F|¦È¼A¦�°�D�ÇA»
>iFW¦�>fÒA¦�FQ¾Q®�>i@CÅwB]FWª«¯?Ä
¨�ª�Ö�¦�FW¦�¯n¬C±�¦�Òi¦�±«D�>]À+Bi<�¬|²w>iFWª�ÃQBf¬|ª«>i¯Ê­�¦Q®�>i@C¦QD�¨�ªb¤�®�<?±�¬�§�²?¦�¯Ê¬|²?¦
Bi<�¬|²?>AF|ª«Ã�B]¬|ª«>i¯wD�B]FW¦
¦�¯w®�>O¨?¦�¨ ª�¯ ¬W²?¦�¼i¦�°�D�Çfáh¦�>i­wD|¦�FWÒi¦q¬W²wBf¬4¬W²?¦È¬|²?FW¦�D|²?>A±«¨C®�¦�F�¬Wª�Ù£®�Bf¬W¦Èª�¯D8�ª«ÄwÇ]¿?¾iª�¯C¦�Ö�¦�®�¬�¾
®�B]FWFWª�¦QD�¬W²?¦(@C¦�Bi¯?ª�¯wÄ

�u}~SKk/�'@�BZ°�Bi®�®�¦QD|DU¬|²w¦(¯?¦�¬b§q>iFW¼�D�¦�F|ÒOªÐ®�¦QDUª�À4ª�¬-Bi±«D|> ²wBiD
BCÜn<wB]±«ª�¬b°�®�¦�F�¬Wª�Ù�®�Bf¬W¦+ÀÂFW>i@�}~SVk!×&Ç �

¶l¯�D�¦Q®0¬Wª�>A¯:÷?Ç ¹w¾w§q¦)§�ª«±«±=ª«¯n¬|FW>O¨?<w®�¦ B�¯?¦�§ö¬b°OÅ£¦)>iÀ�®�¦�F|¬|ª�Ù�®�Bf¬|¦)¬|²wB]¬+¦�ÚOÅw±�ªÐ®�ª�¬|±«°'ª�¯�Æ
®�±«<w¨�¦�D�D�<�®G²à®�>i¯�¨�ª�¬Wª�>A¯wD�ÇU;È²?¦�F|¦QBiD|>i¯â§�²O°ç§q¦:²wBZÒA¦:¨�¦�DW®�FWª�­£¦�¨âª«¯à±«¦�¯?Äi¬|²ß²?>f§#¬W>
¦�¯w®�>O¨?¦+¬W²?¦&DWB]@C¦+@C¦QB]¯?ª«¯?ÄCª�¯n¬W>CB)¬|²wF|¦QD�²?>A±«¨Ñ®�¦�F�¬Wª�Ù£®�Bf¬W¦+ªÐDq¬|²�Bf¬�>i¯w±�°�¬W²?FW¦�D|²?>i±Ð¨�¨�¦�±�Æ
¦�ÄAB]¬|ª«>i¯Ñª«D�®�<?FWF|¦�¯A¬W±�°�D�<?ÅwÅ�>AF�¬W¦�¨�­n°Ñ³�´�µS¶0Ç
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�H�O� &(#�$��x�- ���#�$�����&(�q)+ ��-,.�/�! ��*�
ÌU>i¯w¨�ª�¬|ª«>i¯�B]±w®�¦�F|¬|ª�Ù�®�B]¬|¦�D�B]FW¦�±�ª«¼i¦È¬W²?¦�­wBAD�ªÐ®�¨�¦�±«¦�ÄnBf¬Wª�>A¯ ®�¦�F|¬|ª�Ù�®�B]¬|¦�D	¦�Ú?®�¦�Å�¬	¬|²�Bf¬	¬W²?¦�°
Db¬GBf¬|¦3Bi¨?¨?ª�¬Wª�>A¯wB]±�®�>A¯w¨�ª�¬|ª«>i¯wD�¬|²wB]¬q²�BZÒi¦�¬W>)­£¦3DWBf¬Wª«D�Ùw¦�¨�­�¦�ÀÂ>iFW¦�¬|²w¦3®�¦�F|¬|ª�Ù�®�B]¬|¦�ªÐDÈ®�>i¯?Æ
D�ªÐ¨�¦�FW¦�¨ÊÒfB]±«ª«¨�Ç4E#®�>A¯w¨�ª�¬|ª«>i¯wBi±È®�¦�F|¬|ª�Ù�®�B]¬|¦�ª«DCBhD�ª«Äi¯?¦Q¨�@C¦�DWD|BiÄi¦�§�ª�¬W²Ê¬W²?¦�ÀÂ>A±�±«>f§�ª«¯?Ä
®�>i¯n¬W¦�¯n¬WD"9

:
; Ë_Û+<?F|ª«¯?ÄC¬W²?¦(ÒfB]±«ª«¨�ª�¬b°�Å£¦�FWª�>�¨ÂÚC¾�ª�À�¶q²wBZÒi¦SB]¯O°�>iÀ=¬W²?¦(FWª�ÄA²A¬GD�B�¾
¶UÄAª�ÒA¦-¬W²?¦�@/B]±ÐD�>�¬|>yCFE�ª�À!ª�¬-B]±ÐD�>C²wBAD

¬|²?¦(FWª«Äi²n¬�BÛ=-ÀÂFW>i@ÜC�=Z¾?B]¯�¨
¬|²?¦(FWª«Äi²n¬�B[A3ÀÂFW>i@ÜC�A]¾?B]¯�¨
¬|²w¦(F|ª«Äi²n¬�B[�3ÀÂFW>i@ÝCD�]¾ØÇ«Ç«Ç Î

;È²?¦+®�¦�F|¬|ª�Ù�®�B]¬|¦�ÄAª�ÒA¦�D4¬W²?¦3F|ª«Äi²n¬WD	¬|>)¬|²?¦3D�<?­�eb¦�®0¬q>i¯?±«°Cª�À�Bi±�±�¬|²w¦3®�>i¯w¨�ª�¬|ª«>i¯�D	ª«¯�¬|²w¦
±�ªÐDb¬�B]FW¦�DWBf¬Wª«D�Ùw¦Q¨�Ç�;È²w¦Ñ®�>i¯w¨�ª�¬|ª«>i¯�D�Bi±�§ÈBZ°�D(¬WBi¼i¦�¬|²?¦'D|Bi@C¦�ÀÂ>iFW@Â9�¬W²?¦�°�FW¦�Ün<?ª«FW¦�¬|²w¦
D�<?­�eb¦�®0¬�¼A¦�°�>]À=¬|²?¦(®�¦�F|¬|ª�Ù�®�B]¬|¦3¬|> ²wBZÒi¦SBC®�¦�F�¬GB]ª«¯�B]<?¬|²?>AF|ª«Ã�B]¬|ª«>i¯�ÀÂFW>i@ôB ®�¦�F�¬GB]ª«¯�¼A¦�°AÇ
;È²?ª«DÈªÐDÈ¯wB]¬|<?FGB]±�­£¦�®�Bi<wD|¦SBi¯O°�Bf¬�¬WF|ª«­?<�¬W¦3¬|²wB]¬q¬W²?¦&D|<?­!eb¦�®�¬�@CBZ°�²�BZÒi¦S®�B]¯�­�¦(ÒA¦�FWª�Ù�¦�¨
>i¯?±«°�ª�À�ª�¬�ª«D�¦�Ú�Å?FW¦�DWD�¦Q¨�BiD�Bi¯
Bf¬�¬WF|ª«­?<�¬W¦(®�¦�F|¬|ª�Ù�®�Bf¬|¦3ÀÂFW>i@#B�ÅwF|>AÅ�¦�FÈBi<�¬|²w>iFWª�¬b°AÇ
¶l¯ç>AFW¨�¦�F ¬|>�<wD|¦Ñ¬|²?¦:®�¦�F|¬|ª�Ù�®�B]¬|¦i¾!¬W²?¦:D|<?­!eb¦�®�¬�@)<wD�¬�Å?FW>fÒnªÐ¨�¦'BhÅ?F|>O>iÀ-¬|²�Bf¬�¬|²w¦

®�>i¯�¨�ª�¬Wª�>A¯wD3B]FW¦(ÀÂ<?±�Ùw±�±«¦�¨ØÇ£¶r¬(¨�>O¦�D-¬|²wª«D+­O°'B]¬�¬GBi®G²?ª«¯?Ä�BiÅ?Å?FW>iÅ?FWªÐBf¬|¦&®�¦�F|¬|ª�Ù�®�B]¬|¦ ®G²wB]ª«¯wD�¾
>i¯?¦SÀÂ>AF�¦�Bi®G²
®�>i¯w¨�ª�¬|ª«>i¯�Çw;È²?¦&®�¦�F�¬Wª�Ù£®�Bf¬W¦�DÈª«¯'¬|²?¦(ÅwF|>O>]À!>]À4Bi®�®�¦QD|DÈFWª�ÄA²n¬WDqÀÂ>iFW@ B�¬WF|¦�¦
ËÂ>iF�BC¨�ª«FW¦�®0¬W¦�¨'Bi®�°�®�±«ª«®3ÄiFGB]Åw²�Î	FGBf¬W²?¦�FÈ¬W²wB]¯
BC®G²wBiª�¯ØÇ
áß²?¦�¯�®�¦�F�¬GB]ª«¯�Bf¬�¬WF|ª«­?<�¬W¦�D&BiF|¦CFW¦�Ün<?ª«F|¦Q¨�­£¦�ÀÂ>AF|¦CÄAFWBi¯A¬Wª�¯wÄ'BA®�®�¦�DWD3¬|>:B'D�¦�F|ÒOªÐ®�¦A¾ØB

®�>i¯�¨�ª�¬Wª�>A¯wB]±È®�¦�F�¬Wª�Ù£®�Bf¬W¦�>]Ö�¦�FGD)¬b§U>�BA¨�ÒfB]¯n¬WBiÄi¦QD)®�>A@CÅwB]FW¦�¨h¬W>:¬|²w¦�­wBAD�ªÐ®�¨�¦�±�¦�ÄAB]¬|ª«>i¯
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provider 1

holds private Key1.
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Delegation certificate

Delegation certificate

passed quality check.
hash(Service1 code)

Signed: KeyQ

Key1 may access Network
service if it has "passed

Conditional certificate

Signed: KeyN
quality check" from KeyQ.
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