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Abstract

This paperdescribespublic-key protocolsfor binding
software licensesto tamperresistantsmart cards, for
transferringlicensesbetweencards,andfor purchasing
themon-line. The protocolssupportsoftware distribu-
tion boththroughretail storesandoverthe Internet. The
usercantransferlicensesrom several cardsontoa sin-
gle cardto avoid juggling betweenseveral cardsin the
reader Theprotocolsarebasedn signeddeleggationcer
tificatesthataremostly storedoutsidethe smartcard. A
smartcardreaderandcardscapableof public-key signa-
turesarethe only new hardwareneeded.The protocols
areeasyfor the userandsimpleto implementandana-
lyze. We prove the securityof thetransferprotocol.

1 Intr oduction

Unlicenseduse of computersoftware hasalways been
a major concernfor the software industry Lately, the
piracy problemhasbeenhighlightedby theintroduction
of thelnternetasadistribution channe[11], andtherise
of contentindustrywhoseproductsareoftencollectively
labeledasmultimedia.

Most copy-protection and license managementech-
nigueshave either proven ineffective or too restrictve
for usersto acceptthem. Thus, a majority of mass-
market software productstoday are sold without ary

technologicaprotectionwhichleavesmarketingandle-

gal battlesasthe only meansfor the software industry
to defenditself. However, currentadvancesn technol-
ogy are openingnew possibilitieswhoseimpacton li-

censemanagemenshouldbe assessedFirst, with the
popularity of smartcards,intelligent hardware tokens
arebecomingmuchmoreaffordable.Secondcomputer
networking makestwo-way communicatiorbetweerthe
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customeiandthe softwarepublishemmorecorvenient.

This papershavs how thesenew technologiesadd a
greatdegree of flexibility and easeof useto software
licensemanagemenand hardware-basedatopy protec-
tion. It is possibleto usethe new techniquein combina-
tion bothwith corventionalsoftwaresaleshroughretail
storesandwith Internetcommerce.The protocolspro-
posedin this paperrequirepublic-key cryptographyon
the smartcardshbut otherwisethey are extremely sim-
ple. Thelicenseinformationis in theform of signedcer
tificatesand can be managednostly outsidethe smart
cards.

The main threatsthat we addressare multiple instal-
lations of software from a single-licensedistribution
mediumandproductionof counterfeitcopiesby profes-
sionalpirates.Thesetypesof copying appeato havethe
greatestmpacton the softwarepublishers’revenues.

Anotherrecentdevelopment,robust copyright-marking
techniquesuchaswatermarkindg9], helpsin resolving
legal disputesover the ownershipof data. However, it
doesnot preventcopying of programdecaus¢heowner
andcopyright statusarenormallyobviousfrom software
products. A level of accesscontrol is neededto help
the usersmalke the right choice. It shouldbe easierto
buy thanto copy. Also, copy-resistantphysicaltokens
areneededo slow down the professionapirateswhose
aimis to mass-produceopiesandmarketthoseasorig-
inals. We recognizethatthereare alwayswaysto work
aroundthe protectionmechanismsWhatcanbe doneis
to increasethe time to market for piratedcopiesandto
ensurethat piratedproductscannotbe sold asauthentic
to unsuspectingustomers.If honestandsecuritycon-
scioususersarealarmedabouttamperedoroducts they
arelikely to buy authenticonesinstead.

The restof the paperis organizedasfollows. We be-
gin with a shortintroductionto copy protectionwith
tamperresistantmodulesin Sec.2. Sec.3 gives an



overview of licensetransferand Sec. 4 the protocol
details. Sec.5 continueswith a protocol for on-line
purchaseof licenses. Techniquedor strengtheninghe
copy-protectionare discussedn Sec.6 and prevention
of licensetheft in Sec.7. Finally, we summarizethe
assumptionaind advantage®f the suggestegbrotocols
in Sec.8 and list somepossibleextensionsin Sec.9.
Sec.10 concludeghe paper The Appendix containsa
proof that the protocolscannotbe subvertedto copy li-

censes.

2 Copy protectionwith smart cards

The only theoreticallysecurecopy-protectionarrange-
mentis to deliverthe codein encryptedorm andto de-
crypt and executeit inside a tamperresistantprocessor
[14, 15, 6]. In practice,suchprocessorgannotbe man-
datedandthe codeis exposedto insecureuserequip-
ment. Therefore copy-protectionis alwaysto someex-
tentsecurityby obscurity

In practicalprotectionmechanism&asecbn a hardware
token, a userlicenseis embodiedby a copy-resistant
pieceof hardware. The software or the operatingsys-
tem checksfor the presencef the tokenandrefuseso

runwithoutit.

A commontype of tokenis a donglethatis insertedin

a communicationgort on the workstationthatis to run
the software. If smartcardreaderdbecomemorecom-
mon,asmartcardis theobviouschoicefor atoken. This
is becausdhe productioncostof a singlesmartcardis

negligible comparedto the costof a software license.
It would not beimpossibleto routinely distribute smart
cardswith all shrink-wrapsoftware.

Rolustmechanisms$or checkingthe authenticityof the
hardwaretokenarebasedon a cryptographidkey thatis
never storedor usedoutsidethe tampetresistantoken.
Thesecurityof themechanismdgepend®ntwo assump-
tionsof technicalintractability: it mustbetoo expensve
or time-consumingo reverseengineethe smartcardin
orderto obtainthe hiddensecretsn it, andit mustbe
equally difficult to modify the softwareto run without
thecard.Both of the assumptionpresendifficult prob-
lemsof their own. This paperleavesthemfor othersto
solve. Tamperresistantsmartcardtechnologyis anac-
tive areaof researcH1, 8, 10], asis authenticatedboot-
ing of software.

Unfortunately donglesor smart cards are unpopular

with users.Themainobjectionhasbeenthatthe protec-
tion mechanismgor different software packageften
interferewith eachother Evenif the protectionmecha-
nism for eachindividual productis well designedthey
might becomeunusableiogether This is a major prob-
lem for smartcardssincea single cardmustnot be al-
lowedto monopolizethe cardreader In orderto prove
presenc®f atokenfor differentsoftwarepackagesone
may have to repeatedlyinsert different cardsinto the
reader an anng/ing practicesometimesreferredto as
smartcard juggling.

Wewill describeasolutionfor bindingsoftwarelicenses
to smartcardsand for transferringthem from card to
cardin suchaway thatthejugglingis eliminated.

3 Licensetransfer with delegation certifi-
cates

In orderto achieveflexibility andeaseof use,ourgoalis
to allow asinglesmartcardto actasatokenfor arbitrar
ily mary softwarepackagesThelicensesaredistributed
on cardsthatthe customergyetbundledwith eachsoft-
warepackageNormally eachcardholdsonly asingleli-

censeWith asimpleprocedurethelicensesononecard
canbetransferreconto anothercard. After the transfer
the“empty” cardmaybediscarded.

Every card hasa unique public-private key pair. The
privatekey is storedon the card and never revealedto

the outside. At ary time whenthe cardis in thereader
it will respondto a challengeto prove thatit, indeed,
hastheprivatekey correspondingo the publickey. This
way, thesoftwarecancheckthatthecardassociatedvith

thelicenseis presenin thereader

It is still necessaryo bind alicenseto the public key. A

corvenientway to do this is to issuea certificateto the
public key of the card. The certificatewill be signedby
thesoftwarepublishers masteikey andit will beverified
with a public key incorporatedn the softwareor in the
operatingsystem. The certificatecan be storedoutside
the card. In fact, the card never needsto know which
licensest is certifiedto have.

It is crucial that the publishers masterpublic key and
the procedurefor checkingthe certificateandthe pres-
enceof the cardareembeddedn the softwarein sucha
way thatthe key cannotbe changedandthe checkcan-
notbedisabled.In generalthisis notaneasytask. The
protectioncanalwaysbe removed by reverseengineer



ing the code. In practice,however, obfuscationof the
checkingprocedurecansignificantlydelaythe reverse-
engineeringprocessand the productionof marketable
copies. Section6 describessomemeasureshat make
themarketingof themodifiedsoftwarelessattractie af-
terthe protectionshave beenremoved.

We will now outline the mechanisnfor transferringli-
censedrom one cardto another Oncethe licenseis
boundto a public key, it canbe givento otherkeys by
delggation. Thekey having alicensesimply signsa cer
tificatestatingits willingnessto givethesamerightsalso
to the key of anothercard. This kind of certificatewith
which onekey delegatesaccessightsto anotheroneis
calleda delggationcertificate Thesigningis donewith
public-key cryptography It is possibleto usestandard
certificateformatsandtechniquegb, 2].

Unfortunately this simple procedureis not quite
enoughijt would resultin duplicationof thelicense.Af-
ter handingover the license, the first card must cease
to function asatoken. Furthermorejt mustnever sign
anotherdelegationcertificate(atleastnotto delegatethe
samdicense).Thesimplestwayto ensurehisisto erase
theprivatekey from thedelegatingcard. Erasingthekey
meanghatwe mustalwaystransferall licensegogether
to the samecardandthendiscardthe original card.

Thus,licensetransfercomprisegwo steps:

1. delegatingthelicenseto anothercard

2. disablingthe delegatingcardasatoken.

In principle, a licensecan be transferredan unlimited

numberof times. Every transferaddsa new delegation
certificateto a chainthat passes growing collectionof

licensesfrom cardkey to cardkey. Whenthe right to

usea certainsoftwarepackages verified, theremustbe

a completechain of certificatesstartingfrom a license
certificatesignedby thepublishersmasteikey andend-
ing with the public key of thecardthatis currentlyin the

smartcardreader In practice,the numberof transfers
for asinglelicensewill beverysmall(usuallyone).The

licensescannotbe transferredonto previously disabled
cardsandevery transferaccumulatesill the licenseson

two cardsontoasingleone.

Thecardsneedo have only two basicfunctions:proving
the possessionf a privatekey by respondingo a chal-
lengeandsigninga delggationcertificateafterwhichthe
carddisablesitself. Furthermanagemenof the certifi-
catesis doneoutsidethe smartcard. Sec.4 detailsthe
transferprotocol.

The idea of transferringlicensesfrom one smartcard
to anotherbearsresemblancedo the transferabledigi-
tal cashof Pagniaand Janser{12]. From the resultof
ChaumandPederse], we caninfer thatthegrowth of
the licensedatawith eachtransferis inevitable. In our
schemeanotherdelgyationcertificatewill be appended
to the licensein eachstep. It is important,however, to
notethatthegrowing collectionof delegationcertificates
is not storedin or processedn the smartcards. The
smartcardsact astampetresistanobsenersthatguard
againsttopying of licenses.Thisis equialentto double
spendingpreventionfor digital money [3].

4 Protocol for license verification and

transfer

Eachcardhasa uniquesignaturekey pair. The public
partof the cardkey (CK) canbereadfrom the cardat
ary time while the privatekey is never exportedoutside
the card. In additionto the keys, the cardstoresa card
certificatesignedby the software-publishemasterkey
(PMK). ThecardcertificatestateshatC' K is the pub-
lic key of anauthenticlicensecard. The certificatecan
be freely readfrom the card. Anyoneknowing the pub-
lic PM K canverify thecertificateon the cardandcon-
cludethatthis is an authenticlicensecardapprosed by
the softwarepublisher The PM K andthe cardcertifi-
catewill be usedto ensurethatlicensesaretransferred
only to smartcardsthatreliably protectthemfrom copy-
ing. Every cardhasto storethe authenticpublic PM K
for verifying cardcertificates A cardcertificateis of the
form

Spumr(CK,“is alicensecardkey with production
date”,date)

(The notation Sk (M) meansthe messageM signed
with the key K. Our view of the signaturefunction
is ideal. Implementationshouldfollow acceptedstan-
dardssuchasPKCSJ[7].)

The certificate containsthe productiondate or serial
numberof the card. Thelicensesanonly betransferred
from olderto newer cards. This ensureghat cryptanal-
ysis of old card keys or crackingthe defensesof old
tamperresistantcardscannotbe usedfor copying new
softwareproducts. It shouldbe notedthatthe cardcer
tificatesand the dateson them originatefrom the soft-
ware publisheror trustedcard manufcturers the date



Private card key

| License card

Card certificate

|CK@

License certificate

CK is a license card key,
. duction date ##.
Public card key produc 'Onsgr?ed. PMK

CK has a license
for software A.
Signed: PMK

Figurel: A basiclicensecardhasa key pair andtwo certificates.

stampsare comparedagainsteachother, andthe com-
parisonis doneonthetampetresistanticensecards.No
clocksareneededon the smartcardsandclocksin the
userequipmentarenotreliedon. Thereforethecompar
ison of datesis reliable. As a secondaryprotection,the
softwarecheckingthe presencef the tokenshouldalso
ensurethat the date on the card certificateis not older
thanthe softwareitself.

Normalcardsoriginally holdonly onelicenseasthey are
soldin retail storeswith softwarepackagesThelicense
is a certificatesignedby the PM K thatbindstheright
to useacertainsoftwarepackageo theC K. Thelicense
certificateis of theform

Spuk (CK, “hasalicensefor”, software).

Although it is not necessaryo storethe licenseinfor-

mationonthe card,it is corvenientto distributelicenses
on the cardsthatcomebundledwith the softwaredistri-

bution media. This way, the software itself canbe on

identicalmedia,e.g. printed CD-ROMs. For efficiency,

it is bestto readthecardandlicensecertificatesrom the

cardinto theworkstationonly oncewhenthe softwareis

installedandnever referto themonthe cardagain. It is

possibleto ship severallicensecertificateswith a single
card(e.g.storedonafloppy disk). Thisis practicaiwhen
thepublishershipsproductdirectly to theusersor when
workstationmanugcturerspre-installa standardset of

software.

In additionto carryingthe certificatesthe cardcanper

form two mainfunctions: proof of identity andlicense
transfer The former meansproving the possessiorf

theprivateCK. The carddoesthis simply by signinga
challenge.

Protocol 1 (proof of identity):

1. Workstation— Card:
“Licensecardchallenge”. N

2. Card— Workstation:
Scok (“Licensecardresponse”N)

The checkingsoftware first needsthe public card key

CK andthe cardcertificate. Then, it cansenda chal-
lengeto the card and verify that the cardis authentic.
To decideif the cardhasa certainlicense,the software
followsthedelegationcertificatedo find achainof dele-
gationfrom PM K to C K. Thesecertificatesarestored
outsidethe cardand canbe written into a file or ontoa
floppy disk for keepingwith the card.

The delegation certificatesare createdin the second
main function of the card, the licensetransfer All li-
censen the card are always transferredat the same
time. After thetransfer the original cardcanbethrown
away.

The transferprotocolis very simple. Licenseson two

cardswill be combinedonto one of them. The source
card (the oneto transferfrom) mustbe the older card
andthedestinatiorcard(theoneto transferto) thenewer
one.Beforethetransfertheworkstationobtainsthecard
certificateof the destinationcard. After that, the proto-
col is betweertheworkstationandthe sourcecardonly.

The destinationcardis notinvolvedin the communica-
tion. The delgyationcertificateproducedn thetransfer
will bestoredin theworkstationandit will laterbeused
togetherwith the destinationcard. However, the desti-
nation card doesnot needto know arything aboutthe
transferandthe certificateis never savedontothe card.



Protocol 2 (licensetransfer):

1. Workstation— Sourcecard:
“Pleasetransferto”, CK’,
Spuix(CK', “is alicensecardkey
with productiondate”,date)

2. Thesourcecardsignsa certificateand

erasests privatekey CK.

3. Sourcecard— Workstation:

Sck (“l giveall my licensedo”, CK")

In thefirst stepof the protocol,beforedelegatingthe li-
censeo thepublickey CK’, thesourcecardchecksthat
thekey belongsto anauthentidicensecard.lIt therefore
needshe cardcertificatefor CK'. It alsocompareghe
dateon the cardcertificateto its own productiondateto
seethatthe destinatiorcardis the sameageor newer.

In step2, thecardsignsadelegationcertificatefor CK’.

Thecertificateis of theform Scx (“I giveall my licenses
to”, CK'). After signingthe certificate the cardperma-
nently erasests own privatekey C' K from its memory

After erasingthe key, the cardis not anymore able to

performProtocoll, i.e.theproofof identity. Thismeans
thatit is disabledasalicensetoken.

Having createdthe delegation certificate, the card re-
turnsit to the requestingworkstationin Step 3 of the
transferprotocol. After the transfer the sourcecardis
uselesaandit canbe throwvn away. In orderto protect
againstloss of certificates,the card certificate, the li-

censecertificateand the new delegation certificateare
still storedon the otherwisedisabledcard and can be
rereadanunlimited numberof times.

A crucialpointfor thesmartcardimplementations that
signing the delegation certificateand erasingkey pri-

vatekey mustbe an atomicoperation. If the operation
is interrupted,for example,by cutting power from the
card,the cardmusteithercompletethe signingandera-
sureimmediatelyafter power-up, or it mustreturnto the
original statewherethe delegation certificatedoesnot
exist. Moreover, the productionand storageof the del-

egationcertificateon the cardmustbe reliable because

the signing cannotbe repeatedfter the privatekey has
beenerased.

In summary the protocol performsthe two stepsthat
malke a completetransfer: delegationanddisablingthe
old cardasa token. In the workstation,the new dele-
gation certificatewill be combinedwith the onesboth

cardspreviously had. All thesecertificatesare needed
for usewith thedestinatiorcard(Fig. 4).

5 On-line software distrib ution

Although we cannotassumeall customerr all work-
stationgo have Internetconnectionsanincreasingium-
berof customerss willing to purchasesoftwareon-line.
Two-way communicatiorbetweenthe userworkstation
andthesoftwarepublisheropensew possibilitiesfor li-
censemanagementlt is necessaryor the samelicense
managemensystemto supportboth traditional shrink-
wrap softwaresalesandon-linecommerce.

Whenlicensesaresoldon-line,they canbepersonalized
for eachcustomer The key to controlling the distribu-
tion of thelicensesds to bind eachlicenseto exactly one
userworkstationat a time. Thereare plansfor incor-
poratinguniqueidentifiersinto the microprocessorin
personalcomputersfor this purpose. Becauseof pri-
vagy concernsiit is not clear whethersuchidentifiers
will ever be implementedbe all vendors. Somecopy
protectionproductscomputea fingerprint of the hard-
wareandsoftwareconfiguratiorto identify theworksta-
tion [13]. Unfortunately this may causeinvalidationof
thelicensewhenpartsof the systemareupdated.

In our system the cardkey of a smartcardis a unique
identifier to which the licensesare bound. The same
smartcardsthataresoldin retail storescanbe usedfor
on-line purchases.Insteadof gettingthe licenseswith
the card, the customerbuys licensecertificatesfor his
cardfrom theon-line store.If the particularworkstation
alreadyhasa licensemanagementard,the licensecer
tificatewill beissuedo the public cardkey of thatcard.
Most customersave recentcardse.g.from purchasing
the operatingsystemand, sincethe price of the smart
carditself is low, empty cardswithout a licensecanbe
distributedfree of chage.

Protocol 3 (on-line purchase):

1. Customer— Publisher.
“I buy alicensefor”, CK,
Spmi (CK,"is alicensecardkey
producedn”, date)
2. Publisher— Customer.
Spur(CK, “hasalicensefor”, software)




@ CK is a license card key,| [ CK has a license
C K production date ##. for software A.
L ) Signed: PMK Signed: PMK

License card

] @ CK' is a license card key,| | CK’ has a license
CK production date ##. for software B.
\ Signed: PMK Signed: PMK

License card

ck’ &

production date ##.
Signed: PMK

CK' is a license card key,|

CK’ has a license
for software B.
Signed: PMK

\.

I give all my CK is a license card key, CK has a license

licenses to CK'. production date ##. for software A.
Signed: CK Signed: PMK Signed: PMK

Delegation certificate

License card

)(@

Figure2: Licensetransfer= signinga delggationcertificate+ disablingthe sourcecard. The certificatesare stored

outsidethecards.

The on-line store needsto seethe card certificateto
checkthat the public key CK belongsto an authentic
licensecard.

The only limitation for this type of on-line salesis that
licensesshouldnot be soldto cardsthataretoo old be-
causetheir keys might have alreadybeenrecoveredby

pirates.(If thepirateknowstheprivatekey of anauthen-
tic licensecard,hecanpurchasenelicenseon-lineand
delegateit to any numberof cards.)If the cardis older
thansomethresholdtime, the customemeedgo obtain
anew cardandmove licensesfrom his old cardontoit

beforebuying new softwareon-line. Thethresholdime

for rejectingold cardscanbe adjustedor new products
accordingto the experiencegrom earlierreleases.

Actually, it is not importanthow the software itself is
distributed: on-line or on a CD-ROM or on someother
medium. Thedistribution of licensescanbe completely
independendf the softwaredistribution.

On-lineservicepennew possibilitiesfor strengthening
the securityof the system.If the productincludesparts
or servicessuchasupdatesthataredeliveredover the

Internetthesenerscancheckfor thelicensebeforepro-
viding theservice.Theon-linesenerwill sendtheuser
workstationa challenge. The responsdrom the smart
cardis sentto the on-line servicealongwith the public
key of thesmartcard,thelicensecertificateor a chainof
certificatedrom PM K to CK, andthe cardcertificates
for all cardkeys in thedelggationchain. The sener can
storefingerprintsof the keys in the chainandrefuseto
repeatedlyprovide the sameservicefor the samekeys.
Similarly, the samelicenseshouldnot be sold twice to
the samecardbecauseét may indicatethatthe cardis a
clone.Thisimprovesthe strengthof the copy protection
in casea pirateis ableto recover the private key of a
singlecard. Usersof the piratedlicenseswill berefused
on-lineservice.

It is for thepurposeof bookkeepingattheon-lineseners
thatweretainall thecardcertificatesn thelicensetrans-
fer. If on-line servicesare not available or the on-line
senerhasadatabasef all valid cardkeys, it is notnec-
essanyto storethe cardcertificatesof the disabledcards
afterthetransfer It suficesto keeptheonebelongingto
theactive card.



6 Enhancingthe copy protection

Copy protectionis never perfect. Therefore,we will

considerways of strengtheninghe protection. The ef-
fectivenes®f thesetechniqueslepend®n the natureof
theproductandtheernvironmentwhereit is mainly used.

Thetwo mostdangerousttacksagainsthecopy protec-
tionin ourlicensemanagemergchemearerecoveringof
theprivatekey from thesmartcardandmodifying of the
softwareto bypasghe checkingfor thetoken.

When on-line updatesor other Internetservicesare an

essentiapart of the product,the problemof recovered
privatekeys is alleviated by having the senersremem-
berthekeys for which the servicehasalreadybeenpro-

vided (seeSec.5). Professionapiratescannotproduce
fully functionalcopiesevenif they areableto crackthe

protectionsof a single cardbecauseausersof theillegal

copieswill not be ableto accesghe on-line services.
This works becauseéhe cardshave uniquekeys instead
of onesharedsecret. Continuingthe analogyto digital

cashthedatabasef senedcardkeysresembleslouble-
spendingdetectionby banksthat keep track of spent
coins.

Another way of discouragingthe purchaseof pirated
copiesis to have the usersauthenticatehe software.
The personinstalling or using a piratedsoftware pack-
age shouldget a warning about potentially dangerous,
unauthenticcode. The warningcanbe implementedy
signingthe codewith the publishermasterkey PM K
or with anotherkey held by the publisher The public
verificationkeys can be distributed on-line or with the
operatingsystem.If the piratesmodify the softwarein
orderto remove the checkfor the license,the pirated
copiesinevitably fail thetestfor correctsignaturesThis
kind of integrity checkis beneficialevenif copy protec-
tionis notanissue:softwaredistributedoverthelnternet
shouldbeauthenticatedh ary case.

Implementationof the integrity warning messagese-
quires co-operationwith the operatingsystemor with

a genericinstallationprogram. The warningscan nat-
urally be avoidedby modifying alsothesesupportpro-
grams. However, most businessusersof software are
probablyunwilling to tweaktheir operatingsystemac-
cording to the pirate’s instructions. Also, the embed-
ded operatingsystemsin special-purposélevicessuch
as gameconsolesand multimediaterminalsoften can-
notbe modifiedby theuser

Insteadof completelydisabling the checkfor the to-

ken, piratesmay try to modify the smartcardreaderor
its driver softwarein sucha way that several worksta-
tionscanshareonereader Thechallengesndresponses
could be transferrecbver the network betweena single
readeranda large numberof verifiers. To preventsuch
modifications the checkingsoftwareshouldhave direct
accesdo the smartcardreaderhardware so thatit can
trusttheresponse® befrom alocalsource.Sometimes,
especiallyif theoperatingsystemconsistf replaceable
modulesor layers,it may be impossibleto preventtap-
ping betweerthecardandtheverifier. Eventhen,theat-
tackis only possibleif the modificationto the operating
systemis availableandif theuserorganizations willing
to install the patcheson all workstations. Other possi-
ble defensesncludebindingthelicensego workstation
identitiesandlimiting the numberandfrequeng of an-
swerecdchallengegerlicense.Suchmeasureshowever,
imply uniqueprocessoidentifiers,on-cardiimers,coun-
ters,andmuchmorecomplex protocolsthatarebeyond
the scopeof this paper

Thereis one effective techniquefor checkingthe pres-
enceof the token which requiressomeadjustmentfor

our public-key protocols. Thatis, the software on the
distribution mediacanbe encryptedandthe licenseto-

kenshouldcontainthe key for decryptingit. If the soft-
ware is never storedoutsidethe computermemoryin

decryptedform, it cannotbe loadedwithout the token.
(Naturally, this is just a way of obscuringthe checkfor

thetokens.The programin theinsecurecomputemem-
ory canbe readand saved with specialtools and skill-

ful reverseengineering.Donglessometimesarryase-
cretkey for decryptingthe code[13]. If we wantto use
this techniquein our licensetransferschemewe have
to passthe decryptionkeys to the destinationcard and
erasethemfrom the sourcecardasa partof thelicense
transfer Thekeys canbetransferredy encryptingthem
with the public key of thereceving card.

7 Preventing licensetheft

New technologyoften createsnew typesof vulnerabil-
ities that are beyond our prior experience. When the
softwarelicensesareboundto small, tangibleobjects,a
new threatemepges:theft of licenses And whatis most
disconcertingthe transferprotocolcould be misusedo
steallicenseselectronicallyover the network. Luckily,
theft canbe preventedwith simplepassverd protection.

The physicaltheft of licensecardsmay be a problem
anywherewhereuntrustedpersonshave physicalaccess



to theworkstations.The standardorotectionagainstthe
theft of smartcardsis thatthe cardrequiresthe userto
entera passwverd afterit is insertedinto thereader The
card refusesto work unlessactivatedwith the correct
passwverd. This effectively preventsthe useof stolenli-
censecards. The password canbe distributed on paper
with the card. For corveniencethe usersshouldbeable
to disablethe passverd featurein environmentswhere
theftis notamajorthreat.

Evenwith thepasswerd protection thereis still thedan-
gerthatsomeoneemovesthecardnotfor his own profit
but to causedamageto the owner. Vandalismis a prob-
lem for public-accessomputersn placedlik e universi-
ties and libraries. The card could be protectedby en-
closingthe cardreaderinside the workstationcasingor
by usinglockablespecial-purposesaders.

A moreinterestingscenarids thatthethief transferghe
licenseonto his own card. A hacler could even break
into thecomputerfrom thenetwork andinvokethetrans-
fer procedurewithout having physicalaccessandwith-

out exposing himself to much dangerof being identi-

fied. Again, a separat®ne-timepassverd shouldbere-

quiredby the cardbeforethetransfer Sincethetransfer
is activatedonly oncefor eachcard, passve sniffing for

the passwords doesnot benefitan attacler. In theory

the hacler could take over the transferprocessafter the

userhasenteredhepassverd andreplacethedestination
card certificatewith his own. Therefore licensetrans-
fersshouldbe doneon a trustedworkstation preferably
off-line. An alternatve protectionthat preventsattacks
from the network is a physicalwrite-protectswitch on

the cardthatmustbe shiftedto allow thetransfer

8 Evaluation

The main goalin the developmentof our licenseman-
agemenschemavasto make theuseof hardwaretokens
userfriendly. In particular we have solvedthe problem
of smart-carduggling. Although the usermustinsert
a smartcardinto the reader it is not ary more neces-
saryto periodically switch betweencards. Licensesof
several software packagesre transferrecdonto a single
card.

The licensetransferis an extremely simple procedure
for theuser He insertsthe two cardsinto the smartcard

reader the newer cardfirst. (If the orderis wrong, he

is askedto reinsertthe first card.) He may be asledto

provide afloppy disk for backingup thecertificates.

Thesystenrequiresheuserto have asmartcardreader
on every workstationandthelicensecardmustbein the
readerfor mostof the time. Beyond the card reader
no changedo existing hardware (e.g. Internetconnec-
tion, secureprocessorr hardware identity numbers)
are needed. After the initial investmentin the read-
ers, the mamginal cost of protectingeachnew product
is small. Sincethe certificatesare storedand handled
mostly outsidethe cards the storageandcomputational
capacityneededn the smartcardsis bounded.

We have seamlesslyntegratedshrink-wrapandon-line

salesf softwarelicenses.Thelicensemanagemerdoes
not requireary changeso existing software distribu-

tion channels.In particular incorporatinga smartcard

into shrink-wrap software packagesdoesnot increase
theworkloadatretail storesor requireusersto have net-

work connections.

The securityof the systemrelieson two non-trivial as-
sumptions First,thesmartcardmustbetamperresistant
in thesenseahattheprivatekey cannoterecoseredfrom
the card. Recoreringthe key of evenonecardmalesit
possiblefor a professionalpirate to sell counterfeitli-
censes.With on-line distribution of licensesthe pirate
mustcrackanew cardwhenthepreviously crackedcard
becomesoold thatthe on-line storerefusego sell new
licensedo it. If softwareis not sold on-line, the pirate
mustrecover a new key for eachnew software product
orversion.lt depend®nthestateof thetamperresistant
smartcard technologyhow long it takesto analyzea
card. Servicecan be deniedto thoseusersof pirated
softwarewho try to utilize on-line updatesandservices
associateavith the products.

Secondthecheckingfor thetokenin the softwarepack-
agemustbe obscuredn suchaway thatthe checkcan-
not be disabled. Sincethe public key of the software
publisher(P M K) is usedfor the checking,oneshould
not beableto changethis key in the code.Lik e tamper

resistantards,obscuredsoftwarecanbe analyzedwith

time andresources.n this case,it is probablythe eas-
ier line of attack. We suggestdiscouragingthe use of

modifiedsoftwareby issuingwarningsto theuser

Whenthesebasicassumptiongre satisfied the license
transferprotocolitself is fairly robust. Thetransferpro-
cesscannotbe interruptedto preventerasureof the old
licensebecausehe privatekey is erasedassoonasthe
delegationcertificatehasbeensigned.We stateformally
the claim thatthe protocolsdo not allow copying of li-

censegseethe Appendixfor the proof):



Proposition1: Thenumberof keyswith valid licenses
is atmostequalto the numbericensecertificatessigned
by PMK.

Moreover, licensesare not easily lost becausehe del-
egation certificatescan be rereadfrom the card at ary
latertime andthe certificatesarebacledup onthework-
stationharddisksor on floppy disks.

In summary the licensemanagemensystemprevents
multiple useof onelicenseandit increasesignificantly
thework of professionapirates.Althoughtheusermust
keepthelicensecardin the smartcardreadeyit is much
more corvenientthan having separatdokensfor each
product.

9 Protocol extensions

Our licensemanagemenprotocol can be extendedin
severalwaysto increasats flexibility for users.

Althoughthe protocolis fairly robustagainstaccidental
lossof licensesthereshouldbe someoff-line recovery
mechanismén casethe licensecardis damagecr the
delegation certificatesare lost. The software producer
canbe generouswith replacingcardsandlost licenses.
If alog is keptof the customersvho receve areplace-
mentcertificateor smartcard,the numberof customers
willing to cheatto getoneextra copy of the productis
likely to besmall.

Althoughwe have designedhelicensetransferprotocol
with local transferin mind, the protocolitself hasnore-
strictionfor remotetransferoveranetwork. If thisisim-
plementedthe customeicantransfericensesoverlarge
distancesvithoutwaitingto getthephysicallicensecard
in mail. The remotetransfercannotbe abtusedso that
severalremoteuserswould pool to sharea license(with
at mostoneuserat a time) because newv smartcardis
neededor eachtransfer

In orderto have only a singlecardperworkstation,soft-
warepublishersmustco-operate All cardmustusethe
sameprotocol and meetthe samestandardof tamper
resistance.Fortunately it is not necessaryo have all
publisherssharethe masterkey PM K. Instead,the
productsof eachpublishercan checkfor a delegation
chainstartingfrom its own masterkey. Thesepublisher
keys, however, cannotbe usedfor signingthe cardcer
tificatesbecausehe safetyof the cardsaffectsall pub-

lishers.For this purposeanothelayerof delegationcan
beadded:atrustedageng holdingamasteikey thatwill
certify cardmanuficturers’'masterkeys. The manufc-
turerwill includeits certificateon the cardandsignthe
cardkey C'K with its own key. Thisallowsaccreditation
of new manufcturersatary time.

Naturally, the use of the delegation certificatesfor li-
censemanagemenis not restrictedto smartcards. The
sameideascould be usedwith ary intelligenthardware
tokensaslong asthe tokensare capableof processing
public-key signaturesand their costis low enoughso
that they can be discarded. Different physicalimple-
mentationsof the tokenscan be mixed aslong asthey
follow the sameprotocols.Non-discardabl@hysicalto-
kenssuchas donglesand chipsembeddedn the com-
puter hardware work well but licensesshouldbe only
transferrecbntothem,not from them.Onepossibilityis
to have oneembeddedoken perworkstationandto use
smartcardsonly for licensedistribution.

Finally, analternatve to having a cardfor eachworksta-
tionistoleteachusercarryapersonalicensecard. That
naturally leadsto using the card as a general-purpose
identifier for the user Our protocolsare equally well
suitedfor mary otherpurposesuchasmaintainingper
sonalkey ringsfor smart-cardocks. However, suchap-
plicationsarebeyondthe scopeof this paper

10 Conclusion

We have describedprotocolsfor binding software li-
censedo tamperresistantsmartcards,for transferring
them betweencards and for buying licenseson-line.
There must be smartcard readersat the workstations
but no network connectionor otherchangego existing
hardware are needed. The protocolssupportsoftware
distribution both throughretail storesand over the In-
ternet. The usercantransferlicensesrom severalcards
ontoasinglecardsothatjuggling betweerseveral card
in thereadeilis eliminated.Thetransferprotocolis easy
andintuitive for the user The smartcardsmustbe able
to procesgpublic-key signatures.In otherrespectsthe
protocolsare simple bothto implementandto analyze.
Most of the datainvolved is storedoutsidethe smart
card. The protocolsmay alsohave applicationsn other
systemwhere smartcardsare usedfor storing creden-
tials.
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Appendix (proof of protocol security)

We considetthelicensedor a singlesoftwareproduct.

Definition 1: A key CK hasa valid licenseif the
private part of the key CK is unerasedandthereis a
cardcertificatesignedby P M K andissuedo thepublic
partof CK, anda certificatechain:

alicensecertificatesignedby PM K to C Ky,
adelgyationcertificatesignedby C K, to C Ky,
adelgyationcertificatesignedby CK; to CK»,

adelgyationcertificatesignedby C K, to CKj,



suchthatCK, = CK. O

Thisformsavalid licensebecaus¢heverifierchecksor
theseconditionsbeforeallowing the useof the software.
It is possiblethatk = 0, i.e. thereareno delegationcer
tificates. We ignorethe checkfor the othercard certifi-
cates(of CKj ... CK}y_1) andfor the productiondates
becausehey have effect only if someotherassumption
is broken.

Assumption 1: PM K only issueslicenseand card
certificatesto authenticcard keys. An authenticcard
key only issuedelegationcertificatedo keyswith acard
certificate. O

Assumption 2: For every authenticcardkey C K, ex-
actly oneof thefollowing holds:

1. CK hassignedno delggationcertificates.

2. CK hassignedexactly one delegation certificate
andtheprivatekey C K hasbeenerased. O

The secondassumptiorfollows from the policy of eras-
ing the privatekey immediatelyafter signinga delega-
tion certificate.

Proposition1: Thenumberof keyswith valid licenses
is atmostequalto the numbericensecertificatessigned
by PMK. O

Proof: The subjectsof licensecertificates(C' K) are
alwaysauthenticcardkeys. An authenticcardkey only
delegatego akey with cardcertificateandsuchkeysare
authenticcardkeys (Ass. 1). Consequentlyall keysin
thechainsstartingfrom licensecertificatesareauthentic
cardkeys. The authenticcard keys delgyateto at most
oneotherkey andakey thathasdelegateds itself erased
(Ass. 2). Thus, the certificatechainsstartingfrom li-
censecertificatesdo not branchandonly the lastkey in
achaincanbeunerased.

If therewould be more keys with valid licensesthan
licensecertificates there should be sometwo valid li-
censeswhosecorrespondingertificatechains(Def. 1)
begin with thesamdicensecertificatebut endin two dif-
ferentunerasedteys. However, thisis notpossiblesince
the chainsdo not branchand only the maximal-length
chainsendin unerasedkeys.



