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ABSTRACT.  Network mobility management enables mobility of personal
area networks and vehicular networks across heterogerammess networks
using a Mobile Router. This dissertation presents a netwodbility man-
agement architecture for minimizing the impact of handoéfa the commu-
nications of nodes in the mobile network. The architecturddaesses mo-
bility in legacy networks without infrastructure suppdotjt can also exploit
infrastructure support for improved handoff performandeaurther, the pro-
posed architecture increases the ef ciency of communioas of nodes in
the mobile network with counter parts in the xed network thugh the use
of caching and route optimization. The performance and cosf the pro-
posed architecture are evaluated through empirical and eunital analysis.
The analysis shows the feasibility of the architecture ia tietworks of today
and in those of the near future.

KEYWORDS Mobility management, Network mobility, Mobile IP






TuvISTELMAE  Verkkojen liikkkuuvudenhallinta mahdollistaa henkilokeh
taisten ja ajoneuvoihin asennettujen verkkojen liikkkuwlen heterogeenises-
sa verkkoymparistossa kayttaen liikkuvaa reititinta. & &ditoskirja esittaa
uuden arkkitehtuurin verkkojen liikkuvuudenhallintaargka minimoi ver-
konvaihdon vaikutuksen paatelaitteiden yhteyksiin.

Vanhoissa verkoissa, joiden infrastruktuuri ei tue vepgkdiikkuvuutta,
verkonvaihdos taytyy hallita liikkuvassa reitittimeS$éandardoitu verkkojen
likkuvuudenhallintaprotokolla NEMO mahdollistaa tamakéyttaen ankku-
risolmua kiintedssa verkossa pakettien toimittamiseeitghdgitteiden kom-
munikaatiokumppaneilta liikkuvalle reitittimelle. NEMQOssa verkonvaihdos
aiheuttaa kaynnissa olevien yhteyksien keskeytymissektlinnin mittaisek-
si ajaksi, aiheuttaen merkittdvaa hairiota viestintakoksille.

Esitetyssa arkkitehtuurissa verkonvaihdon vaikutus moidaan varusta-
malla liikkuva reititin kahdella radiolla. Kayttden kahtadiota liikkuva rei-
titin pystyy suorittamaan verkonvaihdon keskeyttaméaétgtqdaitteiden yh-
teyksid, mikali verkonvaihtoon on riittavasti aikaa. Ie#iyivissa oleva aika
riippuu liikkuvan reitittimen nopeudesta ja radioverkoakenteesta. Arkki-
tehtuuri osaa myds hyddyntaa infrastruktuurin tukea sattiomaaan verkon-
vaihtoon. Verkkoinfrastruktuurin tuki nopeuttaa verk@ivdosprosessia, kas-
vattaen maksimaalista verkonvaihdos tahtia. Talloirklika reitin voi kayttaa
lyhyen kantaman radioverkkoja, joiden solun sade on yli 88jonopeuksilla
90m/s asti ilman, etta verkonvaihdos keskeyttaa padeathn yhteyksia.

Liséksi ehdotettu arkkitehtuuri tehostaa kommunikaadikfiyttden cache-
palvelimia liikkuvassa ja kiintedassa verkossa ja optuaaogititysta likkuvien
paatelaitteiden ja kiintedssa verkossa olevien kommatigsolmujen valil-
l&. Cache-palvelinarkkitehtuuri hyodyntaa vapaita radgursseja liikkkuvan
verkon cache-palvelimen valimuistin paivittamiseen. eletgeenisessa verk-
koymparistossa cache-palvelimen paivitys suoritetdgeiykantaman laaja-
kaistaisia radioverkkoja kayttaen. Liikkuvan reitittmragirtyessa laajakaistai-
sen radioverkon peitealueen ulkopuolelle paatelaiteejtlalvellaan sisaltoa,
kuten www sivuja tai videota cache-palvelimelta, sdad@gemman kanta-
man radioverkon rajoitetumpia resursseja.

Arkkitehtuurissa kaytetaan optimoitua reititysta pégtediden ja niiden
kommunikaatiokumppaneiden valilla. Optimoitu reititysekanismi vahen-
taa liikkuvuudenhallintaan kaytettyjen protokollien lgattoman verkon re-
surssien kulutusta. Lisaksi optimoitu reititysmekanigghiostaa pakettien rei-
titysta kayttaen suorinta reittia kommunikaatiosolmujeililla.

Esitetyn arkkitehtuurin suorituskyky arvioidaan emén ja numeerisen
analyysin avulla. Analyysi arvioi arkkitehtuurin suoskykya ja vertaa sita
aikaisemmin ehdotettuihin ratkaisuihin ja osoittaa atiekituurin soveltuvan
nykyisiin ja lahitulevaisuuden langattomiin verkkoihin.

AVAINSANAT: Liikkuvuudenhallinta, Verkkojen liikkuvuus, Mobile IP
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1 INTRODUCTION

With the almost ubiquitous availability of wireless commaation networks
and the increasing communication capabilities of electiodevices, the pre-
diction that most devices are constantly connected to thernet is fast be-
coming a reality. In fact, the penetration of Internet cap@ainobile phones
exceeds in many countries that of personal computers. Itespi these
trends, so far the way we communicate and access online detadt changed
dramatically and does not meet the demands of users [8]. Edue to a
number of factors which limit the ways we can access data anahsunicate
while on the move: the limitations of user interfaces on meldevices due
to small size of the devices, the limitations of processiagabilities, and
limitations in communication capabilities [23].

Mobile devices typically have limited battery capacity dwethe design
objective of minimizing their weight and size. To reduce pemwconsump-
tion, the processing power of mobile devices, such as Paitddigital Assis-
tants (PDAs) and smartphones are often only a fraction df df@ven the
most modest personal computers. However, with the incrégsecessing
power of low power processors, the limits on the types ofiegjpbns which
can be run on low power mobile devices due to processing astlfaing
eradicated.

The limited size and processing power of the mobile devi@esat on the
way users can interact with them. For example, the smallesti@nd lack of
a proper keyboard limit the text reading and entering capabs of PDAS.
To address these limitations, new types of user interfacels as projected
keyboards [92] and multimodal interfaces [81] have beenpused.

The limitations of communication capabilities are in parud to the in-
herent physical characteristics of wireless networks lwmakes communi-
cation over these networks several magnitudes less reléata slower than
communication over wired networks. The restrictions onemta size, num-
ber of antennae, and transmit power limit the range and thgbput of wire-
less communications for a mobile device. Further, the radmmmunica-
tions utilize a shared medium which limits the communicatio

In addition to the laws of physics, the protocols and netwamghitectures
which are used to enable the communications limit the way nielusers
can take advantage of the available wireless networks. Mumtyie devices,
especially smart phones and PDAs, are already being eqdippa multi-
ple radio interfaces enabling them, in theory, to connectnoltiple access
networks at the same time. This would enable them to use alesseoverlay
consisting of multiple access network types of complenm@ntharacteris-
tics [100]. However, in spite of these advanced hardwareaiifies, the
devices cannot currently take full advantage of the hetenegus access net-
works effectively due to the lacking support for handoffs, handing over
of communications from one network to another one, on the jol level.
This prevents users, for example, from starting a voicemar a low cost
network, such as IEEE 802.11 Wireless Local Area NetworksAWs) and
when leaving the limited coverage of the WLAN network perfiimg a so
called vertical handoff, i.e. inter-technology, handaifa wider coverage,
but more expensive Wireless Wide Area Network (WWAN), egUMTS

1 INTRODUCTION 1



network.

Handling of mobility inside a single type of network (horiz@al handoffs)
has been traditionally handled below the network level frone point of
view of the TCP/IP protocol stack. This is possible as lonthasnew and
old networks are part of the same IP network. However, hasdmtween
different IP networks require the mobility management tolndled on the
IP layer or above it. This would be the case at least for \artiandoffs and
for handoffs between networks operated by different pergd

1.1 Overview of Network Mobility Management

In this subsection, | will rst give an overview of the condepf network
mobility and Mobile Routers. | will then brie y discuss Netwk Mobility
protocol which is becoming the standard way of handling miitpiof net-
works in IPv6. Alternative mechanisms for handling networgbility and a
deeper discussion of Network Mobility protocol are giverSaction 3.

Two emerging forms of ubiquitous connectedness are persarea net-
works (PANSs) that interconnect a users devices togethervaicle net-
works, especially in public transport systems, which wiklgle passengers
to access network services, while on the move. Further clelmetworks are
used to connect vehicle sensors together and to other né®eresources,
such as central management servers.

In both cases, it is often advantageous to use one devicenvitie mo-
bile network as aMobile Router (MR) which connects the devices in the
mobile network to the Internet using a wired or more typigallireless con-
nection [85]. Using a Mobile Router enables all the devicaghe network
to take advantage of the communication capabilities of thelie Router.
For example a dedicated Mobile Router in a vehicle networkilcbtake ad-
vantage of external antennas outside the vehicle and bectasstrained by
power and size than mobile devices, due to being able to drawgr from
the power system of the vehicle. Additionally, the use of bMoRouter al-
lows for aggregation of mobility and routing related sigmg| thus reducing
the protocol overheads of mobility management.

Network Mobility protocol (NEMO) [22] is an Internet Enginering Task
Force standardized [49] protocol for managing the mobibifya network us-
ing a Mobile Router. In NEMO, handling of the mobility relaté signalling
and management of routing of packets to and from the mobilénwek are
aggregated into the Mobile Router, as shown in Figure 1. Thelile Router
runs the NEMO protocol with a special router, the Home Agenthich acts
as a xed anchor point for maintaining the reachability ofgMobile Router
and the devices within the mobile network. NEMO hides the mbty from
the Mobile Network NodeSMNNSs), i.e. nodes within the mobile network.
This enables Mobile Network Nodes without any mobility majeanent ca-
pabilities to communicate with nodes outside the mobile wetk in spite of
the Mobile Router moving between different networks.

2 1 INTRODUCTION



Figure 1: NEMO network mobility architecture.

1.2 Contributions of this Dissertation

| claim the following contributions for this dissertatiomhe referenced pub-
lications (P1-P7) are listed in the next subsection and mygpeal contribu-
tion to them in Subsection 1.4.

- Architecture

* Mobility management enhancements for network mobilityhis
dissertation proposes enhancements for mobility managé ok
mobile networks in a heterogeneous network environmentl, (P
P2, P3)

* Mobile Router bootstrapping enhancements. The disseoatd-
ditionally proposes how to improve the use and con guratioih
the mobility management services. (P5)

* Mobile caching. The architecture proposed in this dissaion
introduces the use of proactive caching to increase theiehcy
of mobile communications in a heterogeneous wireless esvir
ment. (P6)

- Mobility management schemes

* Network mobility enhancements: This dissertation addies the
overheads of the network mobility management protocol by ex
tending a previously proposed route optimization schemptiets.
(P1)

* Make-Before-Break handoff scheme: A Make-Before-Braakih
off scheme' with two network interfaces is proposed for NEMO.

In a Make-Before-Break handoff, connectivity is estallishia the next point of attach-
ment before losing the connecitivity via the current poirftattachment.

1 INTRODUCTION 3



(P1)

* Localized mobility management: This dissertation propes lo-
calized mobility management forwarding scheme which comds
Make-Before-Break handoffs with loss recovery using buoéfe
and selective delivery of lost packets from a buffer aftenple-
tion of the handoff. (P2, P3)

* Novel handoff timing algorithm for Vertical handoffs: Thieasic
idea of the localized mobility management protocol for Make
Before-Break handoffs is combined with a novel handoff tigni
algorithm for vertical handoffs based on application onsport
protocol context. (P2)

- Protocol design

* Localized mobility management: This dissertation propss new
localized mobility management protocol for handling MaBefore-
Break handoff capable Mobile Nodes. (P2, P3)

* Make-Before-Break handoff support: This dissertatioapmses
a protocol extension to NEMO and Mobile IPv6 for supporting
Make-Before-Break handoffs in Mobile IPv6. (P1)

* Protocol overhead minimization: The dissertation propssan
improved version of the OptiNets protocol for reducing theop
tocol overheads of mobility capable nodes within a NEMO man-
aged mobile network. (P1)

- Test bed

* Proof of concept implementation of the architecture: Asarpof
this dissertation, a proof of concept implementation of tirehi-
tecture was developed. (P1, P2, P3, P4)

* Network mobility test bed: Design and building of a con gable
test bed used for experiments in the publications P1, P23,
P6 and P7. (P4, P3)

- Performance analysis

* Practical measurements of test bed systems: The effectsyof
chronous signalling and interference to its performance anal-
ysed.

* Analytical approach for performance modeling of the new-im
provements: The performance and overheads of the proposed
architectures and protcols are evaluated using experisamid
analysis for the protocols and architectures proposed iRP&and
P3. (P1, P2, P3, P7, and Section 5)

* |denti cation of the bottlenecks: The bottlenecks in theverall
system are identi ed and addressed in the protocol desidti, (
P2, P3)

* Comparisons with other solutions: The proposed architeets

and protocols are compared with state-of the art (P1, P2PR3,
P5, P7, and Section 5)
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1.3 List of publications

This subsection rst lists the publications and then debes my personal
contribution to each of the publications.

Journal papers

P1 Henrik Petander, Eranga Perera, Kun-chan Lan, Aruna Seame,
"Measuring and improving performance of network mobilityamage-
ment in IPv6 networks", inEEE Journal on Selected Areas in Com-

munications (JSAG)vol. 24, number 9, pp. 1671-1681, September
2006.

P2 Henrik Petander, Eranga Perera, Aruna Seneviratne, tidating with
selective delivery: A SafetyNet for vertical handoffs"Springer Jour-
nal on Personal Wireless Communication special issue onrdess
handovervol. 43, number 3, November 2007.

Conference papers

P3 Henrik Petander, "Optimizing Localized Mobility Manageent for
Make-Before-Break Handoffs", in proceeding®Nefwcom-Acorn joint
workshop, Vienna, Austrj20-22 September 2006

P4 Kun-chan Lan, Eranga Perera, Henrik Petander, Christdpivert-
mann, Lavy Libman, Mahbub Hassan, "MOBNET: The Design and
Implementation of a Network Mobility Testbed", iThe 14th IEEE
Workshop on Local and Metropolitan Area Networks (LANMANG®
), pp. 1-6, 18-21 September 2005.

P5 Sun Qian, Mu Lei, Henrik Petander, Kun-chan Lan, Mahbub Ksan,
"On Securing Dynamic Home Agent Address Discovery of onrdoa
Mobile Router in Mobile IPv6 networks", in proceedings of @H.2th
International conference on Telecommunications ( IEEE 1CZ005),
Capetown, South Africa, 03-06 May 2005.

P6 Eranga Perera, Henrik Petander, Aruna Seneviratne, dBadith fu-
elling for Network Mobility”, in proceedings offhe Third Interna-
tional Conference on Wireless and Optical Communication Neorks
(WOCN 2006), Bangalore, India, April 11-13 2006.

P7 Henrik Petander, Eranga Perera, Aruna Seneviratne, Mmailov,
"An experimental Evaluation of Mobile Node based versusasfruc-
ture based Handoff Schemes”, in proceedir@fsIEEE international
symposium on a World of Wireless, Mobile and Multimedia Neivks,
2007 (Wowmom 2007)pp. 1-4, Helsinki, 18-21 June, 2007

1.4 My own contribution to the publications

For the paper P1, | implemented the protocol optimizationsr NEMO

handoffs. | came up with the idea and designed the Make-Befdreak
handoffs using two network interfaces. | re ned the OptiNabute opti-
mization protocol. | designed the experiments and perfodribe analysis
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on the results. The contribution of Eranga Perera was to hretpin the writ-
ing process and provide feedback on the analysis methods-Gfian Lan
supervised my initial work on this paper and Aruna Senexgato-supervised
me for the duration of writing the article. Both provided atidnal feedback
on the writing process. My contribution to the publicatioras approximately
85%.

For the paper P2, | came up with the idea of the protocol impeawents
and developed further the initial idea from my supervisoruda Senevi-
ratne, to use the protocol for vertical handoffs. | desigtieslalgorithm for
using application or transport context for timing or delagivertical hand-
offs. | designed and executed the experiments and analyzeddsults. |
extended my implementation work from P3 to support the newtpcol and
the algorithm. The contribution of Eranga Perera for thisgea was helping
in the writing process. Aruna Seneviratne also supervigedwriting of this
paper and provided feedback. My contribution to this papersvapproxi-
mately 70%.

For the paper P3, | came up with the ideas in the paper and deyet
an implementation of them. | designed the experiments andlgaed the
results. My contribution was 100%.

For the paper P4, | nalized the implementation of the NEMO Isic
support protocol and designed and built the wired and wisslgarts of the
testbed. | designed and carried out the experiments for twhgsults are
shown in the paper. Kun-Chan Lan was the lead author for thegraand
integrated my text into the paper. Eranga Perera supentlsednplementa-
tion of the NEMO protocol and initial design of the testbed.h@stoph Dw-
ertmann worked with me to integrate the mobility emulatotanthe testbed.
My contribution to the work described in the paper is approately 40%.

For the paper P5, | helped Sun Qian and Mu Lei to analyze the neta-
bilities in the DHAAD protocol and to design a mechanism facsiring the
protocol. Additionally | developed the mechanism into a ool extension
for DHAAD and wrote the paper. Sun Qian and Mu Lei analyzed ther-
rectness of the secure version of the protocol and did masteofiesign work
for securing the protocol. Professor Mahbub Hassan sugetvihe work of
Sun Qian and Mu Lei and together with Kun-Chan Lan providede@back
and generally helped in the writing process. My contributiovas approxi-
mately 25%.

For the paper P6, | helped Eranga Perera to develop furtharitea of
using a cache server in a Mobile Router environment. My cdmition was
to integrate the OptiNets protocol into the caching arclatare, help in the
experiment design, analysis of the results and writing efgaper. My con-
tribution was approximately 30%.

For the paper P7, | designed the experiments based on thbddslevel-
oped for P1 P2 and P4, and analyzed the results. | performedatralyti-
cal comparison of the protocols and did most of the writingaBga Perera
helped me in the writing process and Aruna Seneviratne tbgetvith Yuri
Ismailov helped in placement of the paper and provided feacibon the
paper as it progressed. My contribution was approximat@¥s.8
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1.5 Outline of this dissertation

This dissertation is organized as follows. The researchlpro this disser-
tation aims to solve is presented in Section 2.1. In the nextien (Sec-
tion 2.2), the criteria for evaluating solutions for the easch problem are
presented. Next, the background and related work are dgsalign Section 3.
This is followed by presentation of solutions to the reskgmoblem in Sec-
tion 4. In Section 5, the solutions are evaluated accordinglte criteria
de ned in Section 2.2 and compared with relevant related posals. The
impact and signi cance of the work are discussed in Sectiorrhally, Sec-
tion 7 concludes the dissertation.

2 RESEARCH PROBLEM
2.1 Research problem

Mobile Routers moving in a heterogeneous network envirominean take
advantage of the different, often complementing, charastes of the vari-
ous wireless network technologies. Satellite and cellaktworks can pro-
vide wide coverage outside urban areas. However, the casimmunica-
tions for these technologies is often signi cant. Shortange, high band-
width wireless technologies, such as IEEE 802.11 WLAN andWaAk can
provide high data rates at a low price but cover only hot spatsAN) or
urban areas (WiMax). For a Mobile Router to provide cost efifee high
bandwidth communication services to Mobile Network Nodédtsneeds to
be able to switch between the different technologies anduMeetin different
providers networks frequently to provide connectivity thia best available
network.

Each time a Mobile Router changes its point of attachment be het-
work, the handoff results in a period of disconnectivity.elimpact of hand-
off delay with standard IPv6 NEMO stack is shown in Figure 2T€P and
in Figure 3 for UDP. In the foreign to foreign network handaff which a
Mobile Router moves between two foreign networks, i.e. rmeks which do
not belong to the same IP network as the home netwpitike impact is large
for UDP. For TCP, the impact of the handoff is further increa by the con-
servative resending mechanism which is designed for cdrmgeavoidance
instead of dealing with packet loss from wireless errors loaradoff. Fur-
thermore, in a NEMO mobile network setting, the devices inetimobile
network would not be aware of the mobility of the Mobile Routnd could
not determine that the impact on their connections was a festimobility
instead of congestion. This signi cant disruption of trafhas made it unfea-
sible to take full advantage of all available networks,esthe large impact of
a handoff between different IP networks combined with thetof signaling
could mitigate any gains achieved from switching to a fasetiwork for a
potentially short time.

Due to the large negative impact of IP layer handoffs, higherage wire-

2The nodes in the mobile network have IP addresses which bglimpologically to the
home network IP range
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Figure 2: Effect of NEMO handoffs on a 10 second TCP sessiarafband-
off from home to foreign network, foreign to foreign, anddmn to home
network.

less technologies which allow minimizing the frequency ddrdoffs (e.qg.
satellite) or handle them transparently on the link layergie cellular sys-
tems, such as GPRS or UMTS) have been used for providing ondbta
ternet access [82]. The use of these higher cost wirelesmbbagies has
slowed the deployment of on board mobile networks and limitkeir appli-
cations. However, were it feasible to reduce the impact ofeNel handoffs
between different wireless technologies and providerdéva at which they
would not be discernible to application performance, mabiietworks could
be used for providing services which have so far providecenotigh value
to the providers, e.g. passenger Internet access in pulaisportation. In
other words, the ability of a Mobile Router to perforseamless handoffise.
handoffs which do not have a noticable negative impact onliagion per-
formance, in a heterogeneous network environment is crufba enabling
more wide-spread use of mobile networks.

In addition to seamless switching between the networksMbbile Router
needs to minimize the utilization of high cost networks,.i.eetworks with
less resources available. This can be achieved by cormaictgiof the vertical
handoffs between the different technologies and use of achHowever, it
also requires that the protocols used for achieving the sessrmobility do
not create unnecessary signaling and data traf c overheads

In this dissertation, an architecture for enabling searsleandoffs in het-
erogeneous wireless networks is developed. The archieaansists of a
mobility management protocol for supporting seamless MBledore-Break
handoffs with and without support from the access netwodching and op-
timized routing mechanisms for increasing the ef ciencyaimmunications
of Mobile Network Nodes and a security architecture to sectire operation
and con guration of the protocols in the architecture.

The main foci of this dissertation are architectural and prtocol im-
provements for decreasing the impact of the handoffs of Mdlkei Routers
in a heterogeneous wireless network environment on commuaitions be-
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Figure 3: Effect of NEMO handoffs on a 10s UDP session for ad@thfrom
home to foreign network (HN-FN), foreign to foreign (FN-FINand foreign
to home network (FN-HN).

tween mobile network nodes and xed network counter partiesAddition-
ally, the dissertation aims to minimize the usage of hightawstworks to
increase the scope of applicability of the proposed sohgtio

2.2 Solution Criteria

The architecture designed in Section 4 of this dissertatiah be evaluated
according to the following criteria in Section 5.

Criterion 1 Uninterruptibility: The solutions should minimize interruptions
from the mobility of the Mobile Router or the Mobile Nodes tdé¢
communications between the Correspondent Nodes and the Mob
Nodes.

Criterion 2 Sparetime usagefhe solutions should utilize available unused
capacity of networks.

Criterion 3 Performance.The solutions should have minimal performance
impact on communications and should optimize usage of wasd re-
sources.

Criterion 4 Security: The architecture should not introduce new vulnera-
bilities.

Criterion 5 Deployability: The solutions should require changes to a mini-
mal number of entities in the network.

3 MOBILITY INAHETEROGENEOUS WIRELESS NETWORK ENVIRONMENT

In this section, an overview of mobility in a heterogeneonsisonment is
presented and state-of the art research is discussed.
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3.1 Wireless network technologies

10

Wireless network technologies enable mobile communicatipand in the
case of network mobility, enable the Mobile Router to praicbnnectivity
to the Mobile Network Nodes while moving. In a heterogeneaetwork
environment, there are typically multiple overlapping meirk technologies
which cover any single place.

In nearly all outdoor areas, there is satellite coveragaviSes, such as
Globalstar, Spaceway and Iridium [36] enable high bandwidommunica-
tion (upto 100 Mbps downlink for Spaceway) using Low Earthb@r(LEO
satellites) even in remote areas. However, the high coecaanga comes at
a cost, for example the total capacity of a Spaceway satsllit.4 GBps and
the operators need to balance the signi cant launching soad high oper-
ating costs of the network with the limited bandwidth. Thésee, it is often
desirable to use satellite communications only as a lastteshen no other
access technologies are available.

Cellular mobile phone technologies, such as 2nd generatefiular GPRS
[9] networks, and third generation UMTS [1], [45] and CDMAZD [60]
networks enable relatively high speed communication witital rates up to
14 Mbps for HSDPA UMTS [45] when the mobile station is statemy. How-
ever, the bandwidth is shared between all the mobile usetkiwthe cell.
Due to fading with distance from the base station and resewsfearing, the
bandwidth available to a user is often signi cantly loweaththe theoretical
maximum [56]. Mobility will further decrease the availablandwidth due
to the need for more coding to protect the data from the negaeffects of
Doppler shift. The coverage of 3rd generation cellular netis is often good
for at least urban areas and along main roads. However, thitkahle band-
width depends on the density of deployment of base statismsural areas
often do not enjoy data rates close to the maximum. As a daenshe cost
of using the cellular technologies for data communicatiosa®ften high.

First generation WiMax, IEEE 802.16-2004 [31] based netvggorovide a
more exible alternative to traditional wired broadbandaess technologies
with theoretical speeds of up to 70 Mbps for subscribers at Jocations.
However, the IEEE 802.16-2004 based networks do not supgahging
of base stations. The next generation of WiMax based on thsoopng
IEEE 802.16e [48] standard adds mobility support to the Wikvizetworks
by enabling handoffs between the base stations allowingilitybf the user
equipment up to vehicular speeds.

Wireless Local Area Networks (WLANS) enable high speed camica-
tions at a limited range using unlicensed spectrum which leles low cost
wireless connectivity in so called WLAN hotspots. The WLABtworks are
currently based on IEEE802.11b [78] and IEEE802.119g [7Yrslards with
some deployments of IEEE802.11a [77] based networks andemear fu-
ture on IEEE802.11n [106] standards. The IEEE 802.11 netiprovide
high speed communications with theoretical maximum datdesvarying
from 11 Mbps for 802.11b to over 540 Mbps for 802.11n in a leditarea
with the coverage radius of an access point being from tensstérs indoors
to a few hundred meters outdoors. With directional anteniiige possible to
achieve communication ranges of a few kilometres.
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The low cost of IEEE 802.11 equipment and deployment of hobtgp
makes their use appealing. However, the technology hagastiacks. The
802.11b networks show high error rates for high speed ntglidsed on both
emulated radio channels [99], and mathematical analysithefradio chan-
nel [107]. Empirical results by Ott et al [80] suggest thaese problems
affect mostly downlink UDP traf c, e.g. streaming of reainté media, and
may not prevent use of IEEE 802.11b hot spots even at highdgpeé up
to 180 km/h with TCP. Research by Sibekas et al. also indx#tat IEEE
802.11a may provide somewhat better performance at higbeeds [96]
than IEEE 802.11b, whereas the impact on 802.11n is still nokn. The
latency of WLAN handoffs leads to disruption of hundreds afliseconds
for many IEEE 802.11b cards [69]. The disruptions caused bapdoffs are
ampli ed by the congestion control algorithms for TCP, asdussed in P1.
At higher speeds, the frequent handoffs may make use of pialtverlap-
ping WLAN hotspots infeasible for TCP bulk data traf ¢ unkethe duration
of the handoff is reduced or its impact mitigated.

Wireless Personal Area Networking (WPAN) technologieshsag Blue-
tooth and IEEE 802.15.3 based Ultra Wide Band (UWB) [3] can liged to
interconnect devices at ranges of a few meters with speedggfrom hun-
dreds of kilobits per second for Bluetooth to hundreds of alets per second
for UWB. Due to the short range they are more applicable toeating Mo-
bile Network Nodes to the Mobile Router than connecting a potially fast
moving vehicular Mobile Router to the access network. Hoereyf the Mo-
bile Router is a mobile phone connecting other devices in ademal Area
Network (PAN) to the Internet, it may be feasible to use PABht@ologies to
connect also the mobile network to the Internet.

The different wireless technologies vary in their strersgéimd weaknesses
and for a Mobile Router it is advantegous to be able to roanwieen the
technologies. To do so without disrupting the connectivatiyd reachability
of the Mobile Network Nodes, the Mobile Router needs to run ahility
management protocol.

3.2 Mobility management protocols

Mobility managementis used in this dissertation to refer to the task of han-
dling the mobility to ensure reachability and session cauatity of the mobile
devices. Mobility management has been traditionally hadkt the link
layer [89], [2], [70], [30]. These approaches have the adage of hiding
the mobility both from the applications and the TCP/IP pratol stack. The
approaches have worked well for mobility within a singlewetk technol-
ogy, e.g. GSM, and within a single operators network. Howethee trend
towards an increasingly heterogeneous wireless envirohneguires mobil-
ity also between technologies which the link layer appragghs such do not
provide. Although there have been efforts to combine thekllayer mo-
bility management schemes [103], with an ever increasingnber of link
technologies and operators, this approach does not scdleluesto the ever
increasing number of different link layer technologies.

In some cases, it may be possible to equip a Mobile Router waitin-
gle radio interface, e.g. a satellite, which provides widewgh coverage.

3 MOBILITYIN AHETEROGENEOUS WIRELESS NETWORK ENVIRONMENT 11



However, for data intensive applications of mobile netvgor.g. providing
passengers in a train with Internet access, the high costsrelatively low
speeds of the high coverage technologies make it prefetahlse multiple
network technologies. Thus, the link layer approach to mitpimanage-
ment can not provide a general solution to network mobilitanagement.

Network layer approaches or to be more accurate mobility agement
protocols sitting between the network layer and the tramsfayer enable
the use of a single mobility management protocol with mulégink types
and multiple applications and transport protocols. Mobik for IP version
4 [86], and Mobile IP for IP version 6 [52] introduce a xed mdlty agent,
the Home Agentacting as an anchorpoint for Mobile Nodes which commu-
nicate with Corresponding Nodesia the Home Agent using an IP address
from its home network, known as thédome Address Mobile IP uses an
IP overlay network to connect the Mobile Node to the home netl. This
overlay network is realized using tunneling between thereat Care-of Ad-
dres{CoA), i.e. an IP address from the network the Mobile Nodetiaehed
to, and its Home Agent. The Mobile IP overlay network hides tinobility
from applications and from the Correspondent Node, unlesstile IP route
optimization is used. In Mobile IPv6 route optimization, ¢hMobile Node
signals its current Care-of Address to the CorrespondemteNo enable the
Correspondent Node to send and receive packets directliz tie Mobile
Node.

Host Identity protocol (HIP) [73], and SHIM layer for IPv6 EBM6) [75]
are alternative approaches to Mobile IP. Whereas Mobile i & in gen-
eral use an IP address as both an identi er and as a locatd?,d¢! nes a new
identi er, which is derived cryptographically from the iadity of the host. In
HIP, the Mobile Node and the Correspondent Node communicadeectly
and reachability of the Mobile Node is achieved using a rediton agent,
the rendezvous server, which informs the Correspondent®&ofthe current
location of the Mobile Node. SHIM6 introduces a shim layer toe=en the
IP layer and the transport layer to enable multihomed hostsibve connec-
tions between multiple IP addresses. This also enable®sasantinuity for
Mobile Nodes. SHIM6 architecture does not provide a reactipservice,
although it could be used together with Dynamic DNS [25] orrwtr ways of
looking up the current location of a user.

3.3 Network mobility management

Most work on mobility management has focused on managingrtiability
of a single host. However, many of the proposals have beemead to
cover Mobile Routers, thus enabling network mobility. NEM[22] is an
extension to Mobile IP which allows the Mobile Node to act asvimbile
Router. In NEMO, the Mobile Router acts as a router betweenidual
link to its home network, i.e. the tunnel between the MobileoRter and its
Home Agent, and the link of the mobile network. The use of NEMi@des
the mobility from the nodes on the mobile network link, sintiee Mobile
Router advertises a network pre x belonging to the home raekatopology
and all the mobile network nodes con gure addresses frors fite X, known
as the mobile network pre x. Therefore, their addresses emmmunications
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are not impacted by Mobile Router changing its point of attacent, i.e. its
Care-of Address. Further, the mobility is hidden from Capendent Nodes.

The nodes in the mobile network, known &obile Network Nodesvhich
are static,e.g. sensors in a vehicle network, are knowoea Fixed Node$33].
Mobile Nodes visiting the mobile network are known &ssiting Mobile
Nodes[33]. NEMO protocol treats both in the same way by hiding the
mobility of the Mobile Router from them. If the Visiting Molke Nodes are
using a mobility management protocol there will be two lay@&f mobility
management which may create additional overheads as dscus more
detail in the following subsection.

Novaczki et al. propose an extension to HIP [76] which lets fMobile
Router act as a HIP proxy for the Mobile Network Nodes. Thipmgach
relies on the Correspondent Nodes being HIP enabled, but sloet re-
quire routing of traf ¢ via a xed anchorpoint, unlike NEMO vhich uses
the Home Agent.

An extension to Session Initiation Protocol (SIP) has beeoppsed for
network mobility management [63]. It uses a SIP Network MapiServer
to manage the mobility of the SIP nodes in a mobile network €eBerver acts
a SIP proxy for the SIP hosts inside the mobile network emegph NEMO
like operation.

3.4 NEMO route optimization approaches

Use of NEMO protocol incurs overheads due to the use of tumnmglbe-
tween the Mobile Router and its Home Agent. Additionallytlife Mobile
Router is topologically far from its home network, the rangtiof packets via
the Home Agent leads to increased roundtrip times. If a MelNetwork
Node with mobility management capabilities of its own attas to a mobile
network managed with NEMO, there will be two nested levelsnodbility
management. In case of a Mobile IPv6 Visiting Mobile Nodejgwould
result in two nested tunnels and routing of packets via twartécAgents, i.e.
the Home Agent of the Mobile Router and the Home Agent of thesking
Mobile Node. The overheads can be further ampli ed if Mobildetworks
are nested, i.e. one Mobile Router attaches to a mobile nekvaerved by
another Mobile Router. This would be the case of a mobile usarrying a
PAN connecting to a mobile network inside a bus.

The HIP based Network Mobility approach does not suffer frtbra rout-
ing overhead, since no Home Agent is used. However, the usesgc be-
tween the Mobile Router and the Correspondent Node will cteg@rotocol
overheads and the establishment of the HIP security assmegaand del-
egation of authority would results in additional overhead$e use of SIP
based network mobility [63] does not have per packet ovetbhewr does
it use tunneling via a xed anchor point . However, it is notrdctly com-
parable with the NEMO and HIP based approaches, since it omtyks for
applications which are SIP based.

There exist several proposals for reducing the protocol rading over-
heads of NEMO by using different mechanisms to either bygagsHome
Agent or switch to one which is closer to the current locatiohthe MR.
These route optimizationproposals are presented in this section and the
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most relevant ones are compared with the proposed architectlong with
the HIP based network mobility scheme in Section 5.

The route optimization proposals can be divided into two &der groups,
proposals for nested Mobile Networks and proposals fotesilegel Mobile
Networks. Kang et al. propose use of bi-directional tunmglbetween
the highest level Mobile Router and the Home Agent [55]. Thenis pro-
posal [83] uses a reverse routing header to record a routaithr the hier-
archy of Mobile Routers. Reverse routing header enablesadyn Source
Routing [53] like routing within a hierarchy of Mobile Routs, by having
the Mobile Network Nodes insert an empty routing header itach packet.
The Mobile Routers on the path to the Correspondent Node thesgert their
addresses to the routing header. When the CorrespondentedNedeives the
packet and sends a reply, it reverses the order of the aégdrasthe routing
header to ensure that the packet reaches the Mobile Netwooki®&l The use
of reverse routing header requires additional support ftbenCorrespondent
Node, when compared with Mobile IPv6 route optimization [pZ’hese two
proposals target a multi level hierarchy of Mobile Routensl ahus provide
a general solution.

In the unnested case, the route optimization can be achiebgdunning
a protocol between the Mobile Router and a correspondingteoyi88]. This
scheme requires support from the network infrastructure@nable optimal
routing. Further, it does not address the overhead from @yets of mobility
management in the case of Visiting Mobile Nodes. Jeong etpmbpose a
mechanism [51] in which the Mobile Router acts as a proxy foe Mobile
Network Nodes to enable the Mobile Network Nodes to use hastdal route
optimization, e.g. Mobile IPv6 route optimization.

Wakikawa et al. propose [87] the use of dynamically assigndaiome
Agents to enable the Mobile Router to switch Home Agent toussl the
routing overhead. This method improves the routing of paskand thus
reduces the end-to-end network latency and reduces thedoatie network.
However, it does not reduce the protocol overhead from tumge

The architecture in this dissertation employs a mechanisiiolv shares
many characteristics with Jeong et al.'s method. Howevestet are some
key differences in the mechanisms which re ect onto theirrf@mance as
discussed in detail in Section 5.

3.5 Approaches to improving handoff performance in NetwoMobility

Handoff latency is one of the main causes for packet loss amftbpnance
degradation in the mobile network context. As discussedanti®n 2.1 and
in publication P1, the handoff latency with NEMO and a standlPv6 stack
in 802.11 WLAN is on the average 1.75 s. A latency this largestsigni cant
impact on any on-going communications, if the handoff is feemed in a
Break-Before-Maké&shion, i.e. the Mobile Router loses connectivity with
the previous Access Router before establishing connéctwith the new
one. On the other hand, if the Mobile Router can establish cativity to a
new Access Router before losing the connectivity with thevjus one, i.e.
perform aMake-Before-Breakandoff, it can avoid packet loss. Further, if
in in addition to no packets being lost, the packet interaatitimes are not
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impacted, the handoff will not degrade the on going commuations and
can be consideredeamless

Previous work [91], [104] has proposed the use of hieraalrstructure
to reduce the address con guration delay through advanced guration.
Such hierarchical schemes separate mobility managemeia iocal mobil-
ity and wide area mobility. Based on the observation that riegority of
handoffs happen locally, a Mobility Routing Point [11] isgaled at each lo-
cal domain. The Mobility Routing Point intercepts all pactseon behalf of
the Mobile Router in the same local domain. In this case, a MelRouter's
Home Agent is only informed when the Mobile Router moves irdanew
domain and the Home Agent is unaware of the movement of the Mob
Router within the domain. In other words, local mobility isahdled by the
Mobility Routing Point while wide area mobility is manageding Mobile
IP. Since most handoffs occur locally, such a scheme candcapoitential
delay associated with registrations to the Home Agent. &iakrical Mobile
IPv6 [97], [27] is an IETF standardized localized mobilityanagement pro-
tocol based on this idea.

These proposals have attempted to reduce the handoff Igtéxyclocal-
izing the handoffs within a network domain. A more completgpaoach is
provided by Fast Handovers for Mobile IPv6 (FMIPV6) [61]2]6vhich miti-
gates the impact of handoff by using proactive handoffalleed forwarding,
and context transfer between the Access Routers (ARs)stiBigar multicas-
ting (n-casting) with simultaneous bindings [32] can be diseith FMIPv6
to improve the handoff performance. Fast Handovers for Meb?v6 can be
combined with Hierarchical Mobile IPv6 as proposed by Jurigk [35] in
the F-HMIPv6 proposal, Gwon et al. in their FF-HMIP propoddi4], and
by Hsieh et al. in their Synchronized MIP (S-MIP) proposabi[47].

There exists an infrastructure based proposal speci alsigned for NEMO
which takes the approach proposed in publication P1 furthed uses two
Mobile Routers at opposite ends of a train to create addédlawverlap be-
tween the old and new access network [54]. However, the sdfeeteould
be achieved by using two external antennas for the schemeubligation
P1, and therefore this scheme is not included in the analysis

In addition to network layer mechanisms, there have beerss\propos-
als to improve the link layer handoff performance for IEEE201 networks,
including the SyncScan [90] and the Neighbor Graphs propsga5] which
rely on infrastructure support from the access points taucedthe handoff
latency. The MultiScan proposal by Brik et al. [10] utilizéso interfaces to
enable Make-Before-Break handoffs.

In some cases, it is not possible to use localized mobilityhagement
protocols due to handoffs in legacy networks or switchingveen different
access network types or different operators networks.esetlcases, Mobile
Node or Mobile Router based approaches can be used to imptioedand-
off performance.

The discovery of the Access Router on the new link [74] and gan
ration of a new IPv6 Care-of Address [101] delay the handgffi santly
as discussed in publication P1. Daley et al. [19] propose uke of IPv6
multicast to minimize the latency of Duplicate Address Det®n which is
a part of the address con guration in IPv6. In this dissedmat Optimistic
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Duplicate Address Detection (ODAD) [72] is used for redugithe network
attachment delay together with Fast Router Advertisem§g@$, [17]. In
addition, IP layer soft handoffs using two network inteefare utilized for
lossless handoffs.

3.6 Network selection and handoff timing algorithms

Several different approaches to vertical handoff timingdéeen proposed
in the literature. Signal strength, speed, and handoff hate estimations
are used in [71] to derive the correct time for handoffs. Thaitable net-
work bandwidth can be used to complement the signal strengtbrma-
tion [39], [34]. The asymmetric nature of the networks is sthered more
in [66] by factoring in costs and user preferences. Guo etappse the use of
fuzzy logic and neural networks to optimize the timing to useltiple rules
for the handoff decision, including number of users in thenckidate net-
works [43]. Vidales et al. [38] propose the use of concepis fautonomous
systems design, including nite-state transducers forrowng handoff de-
cisions based on potentially con icting rules. The handdfhing algorithm
proposed in this dissertation (in publication P2) uses madkss and appli-
cation state to delay or in the best case completely avoidpameand vertical
handoff without degrading application performance.

3.7 Application adaptation and content delivery

In a heterogeneous network environment, handoffs oftemlteéa changes
to the availability of network resources for an applicatidiypically in ver-

tical handoffs, the available bandwidth and delay will chandramatically
when moving between WLAN and WWAN technologies. Even in haon-

tal handoffs the available bandwidth may differ markedlyda differences
in network loads or the received signal strength.

Mobility management protocols try to minimize the impact tife handoff
on applications. However, any changes in the availableusss will affect
the applications. There exist different ways to handle,tdepending on the
type of the application.

Real time applications

Real time applications consume a stream of information vahi consumed
as soon as it arrives with minimal buffering. Often the datadceived at a
constant rate. To adjust a real time application to changeshe network
bandwidth, different encoding methods may be used for vaicd video with
varying levels of lossful or lossless compression. Sonine @ncoding algo-
rithms such as [4] can be changed on the y at any point in theeain and
others can be only changed at certain points in the streanj.[30receive
buffer can be used to deal with variances in the end-to-endydwith the
downside of increased delay. For example in Voice over IRqual the jit-
ter buffering needs to be balanced against with the endrid-aelay to keep
conversations interactive.
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Non-real time applications

Non-real time applications are typically considered to st of le down-
loads. However, this category also includes non-intevactiata streaming
which is used for applications such as watching or listenpng-recorded
movies or music on devices with suf cient storage. The deled data rate
needs to keep up with the consumed data rate and a buffer id tmethis.
These streaming applications can take advantage of higaedWwidth when
itis available and use buffered data to compensate agangidrary connec-
tivity via networks with lower bandwidth or even periods ofaonnectivity.

The buffering can be done in the application or in other padkthe sys-
tem. For streamed data this is simple as data access is sedu&aching
can be used for non sequential access to different data taongthe ef -
ciency of the use of network resources. This is importantl®odownloads
in applications such as web browsing and le transfers, siaft the data
belonging to a single le typically needs to be downloaded (ploaded)
before it can be used and therefore buffering cannot be usedueh. How-
ever, especially in web browsing there are often colletiohdata which are
downloaded sequentially in a predictable sequence.

Caching has been widely used with web browsing in the HTTPtpool
to localize the traf c. This is done by storing a copy of eacbbapage re-
guested by users into a local proxy server and serving theedamopies for
successive requests [98]. This type of caching, knowrshared caching
reduces the traf ¢ between the local network and the Intetnelowever, in
a wireless environment with mobile hosts the main bottlelkémr communi-
cations has been and still is the wireless link and using &eaerver in the
wired network does not improve the ef ciency of the use ofsthesource.

Private cachingi.e. caching done in the user device has been used to
store a copy of each page or object on the disk of the systerchwhduces
the traf c between the local host and the local network. In &eless envi-
ronment this can increase the ef ciency of communicationsrobile hosts.
However, in its simplest form, it does not help when a mobitvite tries to
access data which it has not accessed before. Simulatialesthave shown
that caching is more effective when done in a proxy serven thrathe local
system due to overlapping requests from different end sstén a mobile
network environment this suggests that caching would beeb&al to per-
form in a proxy server located in the mobile network.

Transparent cachingnables use of caching without con guration of the
end users systems. In a mobile network environment this iss&rdble char-
acteristic as mobile devices will enter and leave the nekwor

Caching can be done reactively, i.e. by storing documentsctiare re-
trieved based on a client request and assuming that theybeilfequested
again. Conversely, a cache can us¥edictive cachingo prefetch data be-
fore a client requests for it. Predictive caching can be ugednprove the
ef ciency of using heterogeneous wireless networks byetng in advance
data when low cost fast networks are available. Furthemitosaused to han-
dle periods of disconnection as proposed by Kuenning andeRofi.6], who
use a predictive caching for a network lesystem. Howewveiplementation
of more general predictive caching in low power mobile desds challeng-
ing due to limitations in the processing power, storage aattdyy capacity
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in these devices.

In all caching, the effectiveness increases with increadechge available.
In the early studies, it was assumed that all possible docdsneould be
stored and the client requests could always be deliverenh floe cache.
However, with the increased amount of networked contensihot practical
for a cache server located in a mobile network to store sugelamounts of
data. Even with a dedicated cache server inside a mobile adtwt would
not be practical to cache all possible content. Thus, it isegsary to only
store a subset of the available information. Thus, predictand cache re-
placement policieg12], [7], [105] become critical for ensuring a higthit
ratefor the cache.

A proxy architecture for mobile networks have been propdsedodriguez
et al. [82] and Chakravorty et al. [14]. In their proposalgbapages are com-
pressed in a proxy server to which the proxy clients connedtaaching is
used to improve the performance. In [14] the proxy clients &cated in
the mobile devices, while in [82] the client is located in tiMobile Router.
Both the proxy server and clients employ caching. The aettiire is similar
to the idea proposed in this dissertation (P6). However,atehitecture in
this dissertation uses multiple cache servers on the wietdiark side to take
advantage of locality.

3.8 Security of Network Mobility Management
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The use of mobility management protocols changes delivdryraf ¢ be-

tween the end hosts. In the case of NEMO, the Mobile Router dddme

Agent reroute traf c owing between Mobile Network Nodes dnCorre-
spondent Nodes using tunneling, so that the mobility anddbon of the
Mobile Router is hidden from the Mobile Network Nodes and tlorre-
spondent Nodes. This redirection would open vulnerabdgiin the Cor-
respondent Nodes, the Home Agent of the Mobile Router and khebile

Network Nodes, unless the signaling used in NEMO was securkdthe

design of NEMO it is assumed that the Mobile Router and the HerAgent
share a trust relationship which can be used to secure theasilgg with IPsec
message authentication [57], [58]. The keys are derivedgittie IKEv2 key
establishment protocol [21] based on pre shared secretsrtiraates.

Use of route optimization between the Mobile Network Nodeglwe Mo-
bile Router and the Correspondent Nodes can not in generdy @ pre
existing trust relationships, since the Mobile Network N@dmay commu-
nicate with any nodes on the Internet [37]. However, solasobased on
the Mobile IPv6 route optimization can leverage the secyntechanism de-
ned in [52] for route optimization, since the support for Geespondent
Node functionality already exists in many IPv6 stacks. Hil 8IP based
mechanisms have different security characteristics ang b able to use
the security mechanisms designed into the protocols.

Localized mobility management protocols, such as FMIPvB]|[&nd HMIPV6 [27]

assume a trust relationship between the Mobile Router argl dlbcess net-
work which can be used for authorizing access to the link anabitity sig-
naling. However, authorization of access to the serviceotssaf cient, the
Mobile Router needs to show that it has ownership of the agskes it uses in
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the signaling to prevent traf ¢ hijacking and denial-of segre (DoS) attacks.
This is challenging for localized mobility management. Wieas in Mobile
IPv6 and NEMO the Mobile Node has a xed home address which da@
used in a certi cate or a database, in the case of HMIPv6 andIP¥%, the
Mobile Node communicates with the nodes in the access netwwith a lo-
cation speci ¢ Care-of Address which can not be bound to a lukey or
shared secret in advance. Therefore, mechanisms such psognaphically
generated addresses [5] have been proposed for providowf pf address
ownership for Care-of Addresses for signaling in FMIPv6 EiMiPVv6.

4 PROPOSED ARCHITECTURE

This section presents an architecture for network mohiliize architecture
depicted in Figure 4 consists of four key components: 1) aeaptimiza-
tion scheme enabling ef cient routing for visiting mobileades, 2) a mobile
caching architecture based on the route optimization sclegr) an access
technology independent handoff scheme, 4) a localized nlibbimanage-
ment scheme for vertical and horizontal handoffs, and 5)@use con gura-
tion protocol for the architecture.

Home
Network

Home

Agent

Content
Rrovider

Make-Before-
Break

Figure 4: An overview of the proposed architecture.

The architecture provides a basic mobility management soluusing in-
frastructure independent Make-Before-Break handoffsrasgmted in pub-
lications P1 and P7 to minimize the disruptions from the mbty. The
scheme enables a Mobile Router to provide seamless conntgcto the Mo-
bile Network Nodes without any support from the network, alinwould be
the case in handoffs in legacy networks, such as the WLAN oksvof today
and also in handoffs between different operators netwols.overview of
the scheme is presented in Section 4.3 and a detailed detsonifis given in
publication P1.
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However, if the network operator supports mobility, the mitypmanage-
ment architecture can exploit the support to minimize the pact of handoffs
on the connections of Mobile Network Nodes and to increase #f ciency
of the communications. The proposed SafetyNet localizedaiftity manage-
ment solution proposed in publications P2 and P3 for losslesizontal and
vertical handoffs improves the handoff performance frora basic solution
by enabling recovery of packets lost during handoffs whahnot be com-
pleted before losing connectivity with the old network. Awesview of the
SafetyNet mechanism is given in Section 4.4 and a detailezsigteis given in
publications P2 and P3, with P3 presenting a motivation arishgic design
and P2 improving the design and applying it to vertical haffdo

The ef ciency of the communications is increased using a bang archi-
tecture, Bandwidth Fuellingtogether with a route optimization mechanism
for NEMO, OptiNets OptiNets Route optimization mechanism, proposed
in P1, uses the capabilities of Visiting Mobile Nodes to eleablobile IPv6
based route optimization between the Visiting Mobile Nodgexl Correspon-
dent Nodes. The Mobile Network Nodes use topologically eatr Care-of
Addresses from the visited network address hierarchy éoraihte optimiza-
tion. The Mobile Router acquires and manages the Care-of rkddes from
servers in the visisted network. An overview of the OptiNetshanism is
given in Section 4.1 and the mechanism is presented in moreadén Pub-
lication P1.

Bandwidth Fuelling, as proposed in publication P6, uses i&rdl side
cache server in the mobile network to serve the clients datiang periods
of low speed or limited connectivity. The cache of the cliesitle server is
updated opportunistically from server side cache servemoged topologi-
cally close to the Access Routers to which the Mobile Rouger connect via
WLAN hot spots with high speed connectivity. This mechanidmilds on
the OptiNets route optimization mechanism to increase tHerency of the
cache update. An overview of the Bandiwdth Fuelling meclsmiis given
in 4.2 and a detailed description is presented in Publicatit.

The architecture can be con gured dynamically using a seewon gu-
ration protocol proposed in P5. The con guration and seayrof the archi-
tecture are discussed in detail in Section 4.5.

4.1 Optinets route optimization for visiting mobile nodes

As discussed in Section 3.4, use of the NEMO protocol gives tb non-
optimal routing and protocol overheads. In this section, @ptimization
technique proposed by Perera et al [84] is incorporated ihi architecture
to overcome non optimal routing for mobility capable nodeghin the mo-
bile network. This dissertation improves the optimizati@echnique further
and implements, measures and analyzes the effects of usimgechnique.
In order to cater for the nodes present in the network thatdhag mobil-
ity management capabilities, the NEMO Basic Support pratbbides the
mobility from all the nodes in the mobile network. This desigestricts the
MIPv6 enabled nodes from achieving better performance. hi Visiting
Mobile Nodes (VMNs) within the mobile network were aware bEtcurrent
location, they would be able to perform standard MIPv6 RoQtptimiza-
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tion and avoid indirect routing via both Home Agents i.e. th®ome Agent
of the Mobile Router and the Home Agent of the Visiting Mobildode.
In OptiNets Route Optimization, this is achieved by requig the Mobile
Router to advertise a network pre x acquired from the foreigetwork on its
mobile network interface. Using the pre x, the MIPv6 capa&ahodes within
the mobile network can then auto con gure a location speciCare-of Ad-
dress.

In this work, the OptiNets technique is improved from [84] lbgstricting
the use of the location speci ¢ CoA auto con gured by the Misig Mo-
bile Nodes using the foreign network pre x only for the pugm of route
optimization with Correspondent Nodes. This enables thesitihng Mobile
Nodes to use the location speci ¢ CoA for communication withe Corre-
spondent Nodes avoiding indirect routing via the Home Agewhile avoid-
ing the overhead of idle Visiting Mobile Nodes (i.e. VisitrMobile Nodes
which are not actively communicating) performing a netwdayer handoff
each time the Mobile Router changes its point of attachmemttie Internet.
Idle Visiting Mobile Nodes do not use this newly acquired Cad\register
with the Home Agent, i.e. these nodes will not use the locatspeci c CoA
until they start to communicate with a CN. Further, a speci@MPv6 op-
tion in the Router Advertisement (RA) is used for the foreigriwork pre x
advertised by the MR in order to ensure that only Visiting MebNodes
(and not Local Fixed Nodes) would use the pre x to con gure ao® for
route optimization.

To acquire the pre x from the foreign network, the Mobile Reer runs
the DHCPV6 pre x delegation protocol with the current AcceRouter. The
Mobile Router then advertises this delegated pre x on itshi® network
interface using a special ICMPV6 pre x option in the Routedyertisement
message. Using this pre x the Visiting Mobile Nodes can aatm gure a
CoA for route optimization. The active VMNSs will then initi Mobile IPv6
route optimization with the Correspondent Nodes they areroounicating
with as speci ed in the Mobile IPv6é RFC [52]. Figure 5 depicthe op-
eration of the mechanism. The mechanism is described in mdegail in
publication P1.

VMN MR AR HA VMN CN
DHCP solicit

DHCP reply
RA
Mobile IPv6 Route
Optimization signaling
—PITzation signafing |

Data //

— | Data

_—

Figure 5: Signaling chart for OptiNets Route Optimization.
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4.2 Caching

22

The architecture introduces a Mobile Cache Server whichwses data to Mo-
bile Network Nodes and Roadside Cache Servers which enaixdalized

cache updates for the Mobile Cache Server. Roadside Royengde high

bandwidth, low-latency WLAN access to the Roadside Cachee&3s. An

overview of the proposed bandwidth fuelling architecturghwoadside net-
works is given in Figure 6.

Roadside

@ Roadside

router

Roadside
WLAN .
Roadside

router
router

Mobile
Cache
Server

Figure 6: Bandwidth fuelling architecture.

Normally Mobile Routers would be equipped only with a WWAN Eags
interface for connecting to the WWAN access network and a LAYNVLAN
ingress interface connecting to the mobile network. In arder a Mobile
Router to connect directly to the Roadside network, it wouleed to be
equipped also with a WLAN Egress interface.

The fast WLAN connection together with the localized senadiows the
Mobile Cache Server to be updated during the time span thag tobile
Router is in the coverage area of the Roadside network. A stdadNet-
work could consist of one or more Roadside Routers conneties Road-
side Cache Server. The technical aspects of the architectwe given by rst
considering access to a Roadside Cache Server via a singlisikle Router
while the mobile network is static, i.e. the vehicle has ste@. This will be
followed by the case of using a cluster of Roadside Routeraciess while
the vehicle with the mobile network is moving.

It is assumed that the Mobile Routers are precon gured witte tiden-
tities of Roadside networks controlled by their Roadsideeas providers.
Therefore the Mobile Router can detect the availability ab&liside Routers
belonging to these networks and connect. It can then acgaitdock of ad-
dresses from the Roadside Network and delegate an addréss Mobile
Cache Server as proposed in the OptiNets Route optimizatimthanism.
The Mobile Cache Server then uses the location speci ¢ adskdrom the
roadside network to communicate directly with the Roadsitkche Server.
This is in contrast to the indirect routing normally used WiNEMO where
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packets to and from the mobile network are routed via the hareéwork of
the Mobile Router.

In the case, where the mobile network is within the coverageaaof
a Roadside Network consisting of multiple Roadside RoutkesMobile
Cache Server needs to maintain the connectivity to the Radelache
Server for the duration of the cache update. Although thisldde achieved
with the NEMO tunneling via the Mobile Router and its Home Age as
shown before, this would potentially mitigate the bene fsusing a Roadside
Cache Server. Therefore as in the static case the OptiNetsi&0Ohanism is
used to enable the Mobile Cache Server to obtain a locatioecsg address
via the Mobile Router. In order for the Mobile Cache Serverltene t from
the location speci ¢ address and perform direct routing wh@e network is
moving the Mobile Cache Server needs to be MIPv6 capable. iAgthe
MIPVv6 capability would enable the Mobile Cache Server to uke location
speci ¢ address and communicate directly with the Roaddtkche Server.

Upon receiving a request for data, the Mobile Router wouldt mttempt
to retrieve the information from the Mobile Cache Servertlie information
is not available on the Mobile Cache Server, the Mobile Rauteould use
its WWAN connection and serve the device. If the Mobile Rouig unable
to handle the request at the given time, it will inform the mikdodevice of
the delay in serving the request. The architecture can bemjzed to handle
such situations. For example, the Mobile Router could reguthe Mobile
Cache Server to start pre-fetching the information as sapassible. The
idea of pre-fetching via the Mobile Cache Server could besexted to enable
customized services such as online audio or video clips.

This dissertation proposes the idea of using context infdrom in order
to enable pre-fetching of data to a Roadside Cache Servarddhe Mo-
bile Network enters the road side network coverage areas bntext infor-
mation can be based on a combination of geographical conéext vehicle
route information. Mobile Router uses the context inforraat and identi es
the network it is about to enter and looks up the address ofctireespond-
ing Roadside Cache Server. It then informs the Mobile Cachengr of
the address of the Roadside Cache server. Using this agdtitebde Cache
Server sends a request for pre-fetching to the Roadsidee&C&ehver using
NEMO tunneling. Successful pre fetching of data to the Roa#gsCache
Servers would ensure that the customized data are ready tiivaloaded
ef ciently using the low cost WLAN connection while the mola network is
in a coverage area of the Roadside network.

Timely fetching of customized data to the Roadside CachevBerde-
pends on the ability to predict mobility correctly. Howeyaven without
mobility prediction the Roadside Cache Server would be aol@rovide the
Mobile Cache Server with fresh non-customized data, sucltioasl news,
tourist information and traf ¢ information.

4.3 Infrastructure independent Make-Before-Break handés

CDMA networks introduced make-before break handoffs udimiglayer soft
handoffs, in which a mobile station is connected to multiglase stations si-
multaneously [59]. The CDMA soft handoffs are based on theafaility of
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the CDMA network interface in the mobile station to listen toultiple base

stations simultaneously. The soft handoffs extends Ma#esB-Break hand-
offs by delivering data via multiple paths simultaneouslyaisynchronized
manner, so that the Mobile Station can combine the streamsté\that this

capability is not present in many of today's networks, sughEEE 802.11

networks.

However, it is possible to perform Make-Before-Break héfisdmn the IP
layer by using multiple interfaces simultaneously. The cept of IP layer
Make-Before-Break handoffs using multiple network irdeds was rst in-
troduced by Matsuoka et. al in their work which proposed swihdoffs
with packet level bicasting with forward error correctiodb]. This emu-
lates closely CDMA behaviour. In publication P1 and P7, theitihoming
part of their solution is adopted and and integrated into YEMO handoff
procedure to perform seamless handoffs using two intestadelike in Mat-
suoka et al.'s work bicasting is not used due to the reassossied below.

Bitlevel bicasting with forward error correction provide=tter performance
in overlap areas with low signal to noise ratios than uniogstsince the re-
ceiver can combine the two bit streams using the forward recarrection
algorithm. It is possible that packet level bicasting wopldvide similar
bene ts. However, to the best of my knowledge the bene ts atket level
bicasting is still an open research issue with no strongexadd on its feasi-
bility. Further, the technique may not be generically apgdible to common
networks. Since the use of packet level bicasting with forward error-c
rection creates signi cant data transmission overheadsnduthe handoff
period and the bene ts of the approach are uncertain, the eggzeh is not
used in the proposed architecture. However, use of bicgstiith a different
error recovery mechanism is introduced in the SafetyNetgasal in the next
subsection and in publications P2 and P3.

A lossless Make-Before-Break handoff can be performedeleeattwo ac-
cess networks using two network interfaces using the dhgoiilustrated in
Figure 7. The algorithm differentiates between an activeenface and a scan-
ning interface. The MR uses the active interface for delimgitraf c between
the mobile network and the Internet. The scanning interfasaised to scan
for new access points (APs) and perform a handoff, when &ibAR than
the current one is found. The algorithm for making the hanélafecision
is abstracted in Figure 7, and can be implemented using axgstechnolo-
gies such as signal to noise ratio comparisons [6] combin#d mvovement
prediction algorithms [64]. The handoff is started when thedicted signal
strength of the current access point at the time when the hathds nished
would be below an acceptable level and a candidate accesd poiuld ac-
cording to the prediction have acceptable signal strengtinat point. When
the handoff is completed the data traf c is switched to theanmterface and
the original active interface becomes the scanning integfa

Using the above described algorithm it is possible to perfoompletely
lossless handoffs, provided that the coverage of the olesaceetwork and
the new access network overlap suf ciently and the handeffigion is done

3Due to the CRC mechanism employed in IEEE 802.11 networks,itdoror in a packet
leads to discarding of the packet before the IP layer resdite packet and can correct the
error.
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Figure 7: Seamless handoff algorithm for two interfaces.

at the correct moment. This aspect is analyzed in more detaBection 5.1.

4.4 Localized handoff management

Use of Make-Before-Break handoffs enables lossless tigndaofie Mobile
Node can nish the handoff before losing connection with thgevious Ac-
cess Router. If the connection is lost early, which may gdslppen with the
long handoff latencies present in NEMO, the Mobile Routerliibse pack-
ets. Use of a localized mobility management, such as Fastddaers for Mo-
bile IPv6 reduces the handoff latency signi cantly. Howeyvthe Fast Han-
dovers for Mobile IPv6 protocol is designed for Break-Betdake handoffs
and does not perform well in Make-Before-Break handoffshasvn in P2
and P3.

In SafetyNet, the Fast Handovers for Mobile IPv6 protocahdapted to
t the architecture presented in this dissertation by extery it to support
Make-Before-Break handoffs. The design of SafetyNet allmeovery of
packets lost during the handoff when attaching to the newe&sscRouter,
as described in the following paragraphs. The protocol seokon FMIPvV6
Bicasting with Selective Delivery (FMIPv6-BSD) proposedpublication
P3, a protocol for seamless horizontal handoffs.

At the initialization of the handoff, the previous AccessuRs (pAR) starts
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n-casting packets to candidate new Access Router(s) (résRsg¢ll as to the
Mobile Router to ensure that any packets lost during the hafiidan be re-
covered. Packets lost during the handoff, i.e. packetstti@aiMR did not
receive directly from the pAR, are delivered to the MobilelRer at the -
nalization of the handoff from the buffer of the new AccessuRn. The
PAR marks the packets it n-casts during the handoff usingjaesee num-
ber which allows the Mobile Router to notice which packetsnissed and
request those when it arrives at the link of the nAR. This ciitle delivery
mechanism, ensures that only the lost packets are delivieced the buffer,
as opposed to the entire contents of the buffer which wouldHeecase with
Fast Handovers for Mobile IPv6 [61].

Using a vertical handoff timing algorithm based only on tihgral strength,
the Mobile Router would nalize the handoff immediately adt the initial-
ization of the handoff. As opposed to this, in the SafetyNatdoff timing
algorithm, the Mobile Router keeps using the pAR until it Iyi@es at a nAR
of the preferred lower cost network type, allowing it to avaivertical hand-
off and instead perform a horizontal handoff, or until it 2des an amount of
packets deemed intolerable to the application thus reaqugra vertical hand-
off. When either of these conditions is met, the Mobile Routgtaches to
the selected nAR and nalizes the handoff. Figure 8 gives aargiew of the
operation of the SafetyNet protocol and the timing algonthThe algorithm
is described in more detail in publication P2.

"
WWAN Base station, ) MR wwax

Multicast copies for
buffering at nARs

WLAN Access Point

Mobile Nod&~ _

Safety net handoff
initialization threshold

~

A
Safety net Path B

handoff
finalization
threshold

Figure 8: Safetynet Architecture.

In Figure 8, the Mobile Router initializes the handoff towds both the
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WLAN 2 and WWAN Access Routers. It then delays the nalizatiof the
handoff until either of the two conditions described abosgemet. In the case
of the Mobile Router moving on Path A, the delaying of the nzdtion of
the handoff allows it to perform a horizontal handoff to thAR of WLANZ2.
In the case of Path B, the Mobile Router eventually performisaamdoff to
the nAR of the WWAN. In this case, the delaying of the handathlization
may incur some packet loss. However, the use of the Safetpitgocol
allows the Mobile Router to recover any packets lost durhrghtandoff. The
algorithm for the delaying of the handoff uses applicatiartransport state
for the decision. For example, streaming applications haveuffer which
allows for delaying of the handoff until the data in a misseatket would
be used. By nishing the handoff so that the missed packet loamelivered
before the data needs to be accessed by the applicatiorpasisible to hide
the packet loss from the application while at the same timer@asing the
dwelling time in the WLAN. The algorithm is described in moréetail in
P2.

OptiNets and caching use the SafetyNet architecture to daeabansfer
of OptiNets pre x delegation context and bandwidth fuelircache contents
between the previous and new access routers. This redueesvir the air
signaling required to re-establish the pre x delegatiordazache state and
reduces the latency of the handoff. Further, the transfehefcache contents
enables colocation of the road side cache server in the AcBeaiters, and
thus increases the bene ts gained from the locality of thedaide cache
servers.

4.5 Security of the architecture

This section describes the security of the proposed archite and the se-
cure con guration of the Mobile Router. The localized mobily manage-
ment and caching use AAA to establish keys between the Métolgter and
the visited network as speci ed in [40]. These keys are theadifor securing
the different protocols the Mobile Router runs with the assenetwork. Fur-
ther, the Mobile Router establishes security associatamtsa shared secret
key with the Home Agents in its home network with the help oéthome
network AAA server. Figure 9 shows an overview of the propsseurity
architecture.

The Mobile Router and the Handover Key Server in the visitestwiork
share a Handover Master Key. The Mobile Router and the Haretdgey
Server use the Handover Master Key to derive session kegadbrproto-
col using the Handover Key Protocol [40]. In the proposedhatexcture,
SafetyNet uses the Handover Key Protocol to establish a&dhsecret key
between the Mobile Router and the previous and new Accesstétsu The
SafetyNet signaling is then secured using message exten&o end point
authentication and integrity protection as speci ed in tlmevised proposal
of Fast Handovers for Mobile IPv6 in [62]. Since the Hando¥®y is es-
tablished with the current Access Router before the handave Handover
Key Protocol does not reduce the handoff performance as &sipe interval
between handoffs is suf cient for the protocol to nish.

The OptiNets optimized routing mechanism requires the MddiRouter
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Figure 9: Overview of the Security Architecture.

to delegate a pre x from the visited network using DHCPvV6 preelega-
tion. To ensure that the pre x is from a valid Access Routedahat an
authorized Mobile Router gets the pre x, the DHCPv6 messageed to be
authenticated. The authorization and authentication ishéeved using the
DHCPv6 message authentication mechanism de ned in [29]8]2with a
second Handover Key established using the Handover KeyEubt

As opposed to the Handover Key used with SafetyNet, the Hagdikey
Protocol is run after the handoff with the new Access Routéis increases
the handoff latency. However, the use of SafetyNet or infuasure inde-
pendent Make-Before-Break handoffs ensures that the MoRibuter can
deliver packets to and from Mobile Network Nodes with addessfrom the
old delegated pre x until the new Handover Key is establidlad the new
OptiNets pre x becomes available to the Mobile Network Naxle

A third Handover Key is established between the mobile casdreer and
the roadside cache server for authentication and integitytection of the
cache update requests and retrieval of cached content. Tdwhe update
request and retrieval messages are protected using a reeaghgntication
code created with the Handover Key over the contents of eaessage.

In addition to securing the Mobile Router - Access Router ¢coumica-
tions, AAA is used for establishing an IPsec security adgmotifor NEMO
and a shared secret key for secure home agent discovery dseMR and
the home network. The Mobile Router establishes the shasstet with the
home network Handover Key Server to enable the use of therselsame
agent address discovery protocol de ned in publication P&th the address
of the Home Agent known, the Mobile Router can run IKEv2 as ded
in [21] to establish security associations with the sekk¢ieme Agent and
to discover a home address [26]. Further, using an extengilddEMO sig-
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naling as proposed in [102], the Mobile Router can get a MebNetwork
Pre x from its Home Agent.

Figure 10 presents an overview of the signaling used to kstahe secu-
rity associations and shared secret keys when a Mobile Rstags up. The
Mobile Router and the Access Router re-establish the Hard#eys after
every handoff, whereas the Handover key for Dynamic HomenAéeldress
Discovery between the Mobile Router and the home network HoAgents
can be used as long as the Mobile Router is running. If the MeliRRouter
needs to switch its Home Agent using Dynamic Home Agent Disag pro-
tocol, it needs to re-run IKEv2 with the new Home Agent to gablish the
IPsec security associations.

Visited network AAA
Access Router server/ Home AAA server/ Home
1.8021 Handoff Key Server Handoff Key Server Agent
. Ax

4 authentication A 1. Acges_s 4 4 4
authentication

Mobile
Router

2.
for SafetyNet,
OptiNets and caching

3. DHAAD key
negotiation

4. Secure DHAAD

_ 4. DHAAD key
5. IKEv2 key negotiation and negotiation
7. DHCPV6 prefix delagation ove 6. Mobility service

authorization

Prefix

Figure 10: Signaling for establishing the security asdmoa and Handover
Keys.

5 ANALYSIS

In this section, the architecture is evaluated accordinghte criteria de ned
in Section 2.2 and compared with related solutions. Since tklated work
consists mostly of solutions to the individual problemswénhead, caching,
handoffs and con guration, the proposed architecture isrgmared against
the relevant partial state of the art solutions in each ciéte

5.1 Uninterruptibility

The most important criteria is uninterrupibility, i.e. thadhe communica-
tions of users of the mobile network are not affected neghtitay handoffs
of the Mobile Router. This section presents the central fesérom publi-
cation P1 and P7 for infrastructure independent handoffsl &lom P2 for
the SafetyNet localized mobility management proposal. ifiddally, new
analysis is presented on handoff success rates for fastrmantzand the im-
pact of incorrect handoff decisions on the connections of Ble Network
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Nodes. Further, the comparison of the two handoff schemets wther so-
lutions in P1 and P7 for the infrastructure independent Makefore-Break
handoffs, and in P2 and P3 for the SafetyNet mechanism isneldd to cover
the relevant state-of the art proposals discussed in $e8tio

Analytical and numerical evaluation of the viability of thelnfrastructure
independent Make-Before-Break and SafetyNet handoff sahes

A Mobile Router can perform seamless horizontal handoffsising two ra-
dio interfaces. In other words, the infrastructure indepent Make-Before-
Break handoffs do not affect the applications running bedwéhe Mobile
Network Nodes and Correspondent Nodes at all. The empirpaiformance
is evaluated for UDP and TCP traf ¢ in detail in publicationB1 and P7.
The empirical results in P1 show that the handoffs do notetftéDP or TCP
traf c between the Mobile Network Nodes negatively, as lasthe handoff
can be performed as a Make-Before-Break handoff and theference be-
tween the radio interfaces is minimized. Further, the empal comparison
in publication P7 shows that the handoff performance of thaké-Before-
Break handoffs is better than that of infrastructure basast Handovers for
Mobile IPv6 for TCP.

In order to perform a Make-Before-Break handoff, the cogerareas of
the previous and the new networks need to overlap suf cignslo that the
handoff to the new access network can be nished before thebNMoRouter
leaves the effective coverage of the previous access tetwidre effects
of this requirement are analyzed below for the infrastruetindependent
Make-Before-Break handoffs proposed in publication P1.

The required overlapoyenap depends on the speed of movemery, and
latency of the handoft,,. This can be described more formally using the
following equation:loyeriap ~ Vmr  tho. Thus even with two interfaces it is
worthwhile to minimize the handoff time, since this allows increase the
speed of the Mobile Router with a given overlap, or optimike bverlap of
cells for Mobile Routers moving with a certain maximum speed

In real radio networks, the cell geometry is rarely regulae ¢b the radio
characteristics of the antennae used and the natural and mawole struc-
tures which, attenuate or completely block, and also re &t signals. For
example, in a road side environment with access points oe lségtions on
regular intervals along the road with directional antenntee cell geometry
may be simple and the overlap may be signi cant. In this drssion the cell
model is used for validating the applicability of Make-Bef@reak handoffs
to short range radio networks in as generically as possibherefore, an
ideal cell structure for open air propagation shown in Figutl is used to
keep the results as general as possible. However, thisechwy impact the
applicability of the results to speci ¢ scenarions.

The minimum overlapping coverage area between the cells nnideal
open air cellular model was de ned by Hsieh et al. [47] as éolls, with
r depicting the cell range andl the difference between the effective cell
coverage radius and the good cell coverage radius:

P 3 d

3
=2r sin - in — 1 - 1
a r sin 3 arcsin > . Q)
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Figure 11: Overlapping area in an ideal cellular access roekw

Using the above equations the minimum available time for queting
the handoff as a Make-Before-Break handoff is analyzedwasctidn of the
speed of movement in a cellular WLAN network with cell radiuss 80m
andd = 8m in Figure 12. A small cell size was selected to show that the
handoff can be completed as a Make-Before-Break handofiedds up to
22 m/s as long as the handoff latency can be kept under 1 s.

If the Mobile Router is moving at speeds which result in a haffcevery
few seconds, it needs to constantly scan for better accésts ja a rate of
several times a second using active WLAN scanning. In otherds; the
inactive WLAN card needs to switch to a new channel and send@e
and wait for a reply for a short period of time before movingtorihe next
channel. This limits the rate of handoffs, since with 11 cimets in WLAN, a
waiting period for the probe replies on each channel and arotea switching
latency of 5-19 ms, as measured in [90] the scanning lateh@l channels
becomes several hundreds of milliseconds. The resultsiaediioy Ramani
et. al in [90] show a total WLAN scanning latency of 350-400farsPrism2
based cards and 500 ms for an Atheros based card under Windioywsb-
lication P1, a total handoff latency of 200 ms was observea f@rism 2.5
based card. As a part of the handoff, all channels were schnAessum-
ing that the association with the new access point takesthess 10 ms as
suggested in [90], the time required for one scan would be &80 If a min-
imum of 3 samples are required as suggested in [47], then taargng of
all channels for 3 times will take 570 ms. After this the M@&Router can
select the best next Access Point and the Access Routerd&haccording
to the AP selection algorithm discussed in Section 4.3.

If there is not enough time for a well informed handoff decsi the Mo-
bile Router may either end up losing connectivity with thercent Access
Router before nishing the handoff which would lead to a cotege or par-
tial Break-Before-Make handoff or having to perform a hahtased on in-
complete information about the best candidate for the nextéss Router.
However, it may be possible to optimize the scanning prodssskipping
the channels on the second and third scan which did not havg ancess
points on the rst scan.

In case the handoff decision is made only after losing conteith the
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current Access Router, the resulting Break-Before-Makelb# would im-
pact any on-going communications. In experiments done fablcation P1,
this impact was approximately 230 ms, due mostly to the WLAAhsIng*.

The detailed breakdown of the handoff latency is presenteg@ublication

P1 and depends on the network topology, and whether the nétwopports
network level optimizations, such as Fast Router Advertesgs [18], [17].

Figure 12: Maximum handoff time for achieving Make-Befdseeak handoff
as a function of the speed of the Mobile Router with a xed cglter = 80m
and difference between good and effective covearge area®@m.

A handoff decision based on a limited number of scans may keaan
erroneus selection of a new Access Router. An erroneus Haddasion re-
sults in a second handoff immediately after the rst one prded by three ad-
ditional scans to ensure selection of the right Access RoidtAccess Router.
In a scenario of very fast mobility, the second handoff womdgtd to be
performed as a Break-Before-Make handoff. It is assumddhkaviobile
Router moving from A' to B' in Figure 11 performs three scamnsl dased
on them performs a handoff rst to access point at C with a pabliity of
Praiure  @nd to access point at B with probability Pyajiure - If the Mobile
Router connects to C, it will notice the low signal to noisdicaof C and
start looking for a better access point. To do this, it rstfpems 3 scans
and then initiates a handoff towards B. If the time it takesltothese opera-
tions exceeds the dwelling time in the overlapping area, Mabile Router
will lose connectivity for a time of gis;yp: With the maximum handoff delay
TMaxHandoffDeIay from Figure 12.

Tdisrupt = I:)failure maX(O; 2 (3 Tscan+ Thandoff ) TMaxHandoffDeIay )+

(1 I:)failure ) max(0;3 Tscan + Thandoff TMaxHandoffDeIay )
The impact of an erroneus handoff decision for the infrastire inde-

pendent Make-Before-Break handoffs as a function of thedué the Mo-
bile Router is analyzed in Figure 14. It can be seen that thepauot of an

4in the WLAN driver used for P1, the scanning is always perfednas a part of the
handoff in the driver used, even if the channel and hardwadglr@ss of the next Access
Point are known.
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Figure 13: Maximum handoff time for achieving a Make-Befddeeak hand-
off as a function of the cell size with a given speed 14m=sfor the Mobile
Router. The difference between good and effective coveargas is set as
d=8m.

erroneus handoff decision does not affect the on-goingaraitil the speed
of the Mobile Router reaches 10 m/s. At higher speeds the irgwe of
a correct handoff decision increases and even the smallgdvity of 10%
of an incorrect handoff decision starts to disrupt the tafo and from the
Mobile Network Nodes.

The SafetyNet protocol enhances Make-Before-Break hdadsfdiscussed
in publications P2 and P3. It enables the Mobile Router to eae all the
packets lost during tim&@gisrupion  from the buffer of Access Router B' after
attaching to it. This is possible due to the use of multiplendalate access
routers in the SafetyNet architecture which allows initat of handoff to-
wards multiple new Access Routers and nalization of the Haff according
to the SafetyNet timing algorithm. In the case of SafetyNiie Mobile
Router moving from A to B on the line between A’ B' would initeathe
handoff toward B and C at A’ and nalize it towards B after giog) the line
C'S. Even with SafetyNet it would be possible that the Molieuter would
still lose packets, but the probability would be signi cnsmaller than with
the infrastructure independent handoff mechanisms or widst Handovers
for Mobile IPv6 which enables a handoff only towards one AAsc&outer.
The tradeoff of increased buffer space and over-the wira ti@nsmission
and signaling costs to increase the success rate of a haisdarfalyzed in
publication P2 and shows that it is feasible to use the cdpawithe wired
network to increase the success rate of the handoff.

To analyze the sensitivity of the SafetyNet protocol to imeot handoff
decisions, assume that the Mobile Router initiates the hafiitbwards B and
C and tries to nalize the handoff with C. If the Mobile Routemanages
to nalize the handoff, before noticing the handoff was iisited towards the
wrong access router, it needs to initiate a new handoff tdwa and B. It
does not have to perform a full scan due to it already havingt®f candidate
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Figure 14: Disruption caused by a handoff as a function of fpeed for
the Mobile Router for different probabilities of erroneusleaction of next
access router with a xed cell size = 80m and difference between good
and effective covearge areis 8m.

access points and the access routers behind them from theqare handoff
towards the Access Routers at B and C as described in P2. yitneslds to
compare the signal strength of A, B and C which would lead toetagt of 3
* (10+2) ms. Further, this scan can be done after initiatiftngthandoff, so it
does not affect the critical delay of establishing the fodivay.

The delay for establishing the bicast forward tunnel to tr@wnAccess
Router at B is the sum of the Round Trip Time (RTT) between theokile
Router and the Access Router at C and the RTT between the AcResiters
at B and C. In the case of a WLAN network with a 80m cell radidsstla-
tency could be estimated to account for 50 ms. After the fodtanneling
is established, the Mobile Router will be able to recover pagkets it misses
due to moving out of the coverage area of C before connectm@t The
connection to the Access Router B would take approximatéh2@ ms, due
to the RTT between the Mobile Router and B. After connectiriige Mobile
Router would be able to receive any packets it did not recdivectly during
the connection time from C. Thus, the maximum disruption tienwould be
approximately 50 ms from the start of the second handoff,the duration
of the initialization of the second corrective handdff nqotfinit - However,
if the Mobile Router does not manage to connect to the AccesstBr at C,
it will instead nalize the handoff with B and therefore nobse any pack-
ets. The expected disruptiofyisup: for the SafetyNet protocol is given with
Praire  denoting the probability of nalizing the handoff with thenicorrect
Access Router at €

SAfter the n-cast forwarding is established, all packetsdogng the handoff can be
recovered from the buffer of the nAR.

5The second case of trying to nalize the handoff with the incect Access Router, but
failing is counted as a success, since it does not lead togtien of traf ¢ in the ideal cell
topology model.
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Tdisrupt = I:)failure maX(O;Tscan+Thandofflnit +Thand0ffFinaIize +Thand0ff|nit
TMaxHandoffDeIay )+(1 I:)failure ) maX(O; Tscan+Thand0ffInit TMaxHandoffDeIay )

The negative impact of erroneus selection of the Access &auth which
the handoff is nalized is analyzed numerically in Figure 1% is assumed
that the handoff can always be nalized with Access RouteC aso as to re-
quire a second handoff to simplify the analysis. Howevegpewith this pes-
simistic assumption the use of SafetyNet improves the h#fnukrformance
signi cantly and allows disruption free handoffs up to sge®f 46 m/s. Since
the Doppler shift has a strong impact on the performance dEHEB02.11b
at least for downlink UDP traf ¢ at speeds much lower than 9@smand thus
limits the maximum speed [80], it can be said that the Safetyldrotocol
provides suf cient handoff performance for IEEE 802.11 netrks. More
generally, it can be concluded that the use of the SafetyNetvimles dis-
ruption free connectivity to any combination of short or lpmange radio
networks with handoff processes with similar or lower lates than IEEE
802.11 and with a cell radius larger than 80 m at speeds up tm80

Figure 15: Expected disruption time caused by a handoff agratfon of
the speed for the Mobile Router using the SafetyNet protdooldifferent
probabilities of erroneus selection of next access routttr av xed cell size
r = 80m and difference between good and effective covearge area®m.

In the above analysis it was assumed that all the packetsdredshe link
of the previous Access Router could be delivered from thedvuivithout
delaying new packets. The ability to recover packets fromtibffer of the
new Access Router requires suf cient bandwidth on the linkdeliver all the
packets from the buffer that were missed due to connectinthéincorrect
new Access Router at C at an accelerated rate so as to notttelaglivery
of fresh packets arriving in the buffer. On saturated linkis tmay lead to
delaying of packets. An overview of the impact of saturatekslon the
performace of SafetyNet is given in Section 5.1 and disaligsenore detail
in publication P2.
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Comparison of infrastructure independent handoff perfornance

The architecture presented in this dissertation uses systad protocol level

improvements to minimize the negative impact of the hanadfir horizontal

and vertical handoffs. The handoff performance is compangith the state

of the art infrastructure independent proposals, which i@ds$ the network
and link layer handoff latencies.

Table 1 presents the theoretical handoff latency minimarietwork level
handoffs for NEMO, NEMO with Fast router advertisements |1}18] and
NEMO with Optimistic DAD and Fast Router Advertisements @aRAS)
without link layer handoff components from publication P1n reality, the
handoff latencies are always larger than this due to the R&fMeen the Ac-
cess Router and the Home Agent, the RTT between the Mobile foand
the Access Router and due to the additional latency causeithdyink layer
handoff. In the research leading to P1, the link layer harfidafencies were
found to be between 100 ms and 1400 ms, depending on the use@M/L
hardware. Thus, the use of network layer protocol optimizas alone is not
suf cient for achieving lossless handoffs.

Table 1: Theoretical Minima for Network Layer Handoff Lateres with

NEMO.

Handoff NEMO with- With Fast With With Fast RAs

type out optimiza- RAs ODAD and ODAD
tions

Home to 2.75s 25s 1.25s 1s

Foreign

Foreign to 1.75s 15s 0.25s Os

Foreign

Foreign to 0.25s N/A 0.25s Os

Home

The protocol level optimizations can be complemented witfstem level
optimizations, as proposed in publication P1. This enaliles mitigation of
packet loss resulting from the remaining handoff latency. Table 2, the
effectiveness and applicability of previously proposetesy level improve-
ments is compared with that of the proposed NEMO Make-BefBreak
handoffs. The performance values for the other proposastaken from
Brik et al's study [10].

SyncScan and the Neighbor Graphs proposal rely on infrastme sup-
port from the access points to enable the fast handoff, wasetiee MultiScan
proposal [10] utilizes two interfaces in a somewhat simiay as the pro-
posed mechanism. However, Multiscan requires that the sM#e¢C and IP
address are used on both interfaces. Since the rst 64 bitBwh addresses
depend on the network topology, it is possible to use the skdragdress on
the primary and secondary interface only, if the old and neecéss Points
are part of the same IP network. This requirement prevents fsam using
their scheme for handoffs between different access prosidetworks or be-
tween different parts of a larger network divided into diéf& IP networks,
e.g. a campus network with outdoor Access Points conneceddifferent
Access Router than the Access Points inside a building. ;TtmgsMultiScan
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Table 2: Comparison of system level handoff improvement¥Ya AN hand-
offs.

Number of Effective Access Inter-
required handoff Point network
radio latency support handoff
interfaces required support
MultiScan 2 0O ms no no
SyncScan 1 2-3ms yes no
Neighbor 1 40 ms yes no
Graphs
Make-Before- 2 0ms no yes
Break

proposal is not applicable as such to improving the perfarogaof IP level
handoffs.

The proposed Make-Before-Break scheme for NEMO provides s
rable performance to the leading competing proposal Mutié® and pro-
vides this performance regardless of the network topolagike MultiScan
which depends on the old and new Access Point belonging toshme IP
(sub)network. Further, the system level mechanism in NEMCak&-Before-
Break handoffs is combined with changes to the NEMO logic &ke ad-
vantage of the Make-Before-Break handoffs which mitigtesiegative ef-
fects from the handoff latency from the round trip time betwvethe Mobile
Router and the Home Agent, as described in more detail in jicddion P1.

Comparison of infrastructure assisted handoff performaec

The architecture improves upon infrastructure based hontal and vertical
handoff mechanisms. The proposed approach in P2 and P3 ispaoed
with related work: with Hierarchical Mobile IPv6 (HMIP), F&t Handovers
for Mobile IPv6 [61] (FMIPv6), with a combination of Fast Halovers for
Mobile IPv6 and Hierarchical Mobile IPv6 (F-HMIP and FF-HM®P) and
with Synchronized MIP [46], [47].

Hierarchical Mobile IPv6 (HMIPv6) [97], [27] uses a hierdrg of Mobil-
ity Anchor Points to eliminate the component of handoff laty resulting
from the signaling latency between the Access Router andHbene Agent.
Fast Handovers for Mobile IPv6 (FMIPv6) [61], [62] uses lauiiig in ac-
cess routers to reduce or eliminate packet loss from lingdéandoff latency.
Both F-HMIP and FF-HMIP combine Hierarchical Mobile IPv6 vih Fast
Handovers for Mobile IPv6 to reduce the signaling load on thieed part of
the network and FF-HMIP additionally reduce the impact ofter-domain
handoff using chaining of Mobility Anchor Points. In addith to the func-
tionality of F-HMIP, S-MIP synchronizes the delivery of pats to improve
the handoff performance.

The functionality of the handoff schemes is summarized irbl&a3. All
the FMIPVv6 based schemes can prevent packet loss throughstef buffer-
ing, provided that there is enough bandwidth to deliver aktpackets from
the buffer after the handoff. This aspect and its problenss discussed in
detail in publications P2 and P3. However, only Fast handsvi®r Mo-
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bile IPv6 with bicasting and Safetynet enable the Mobile Reruto receive
packets continuously during the handoff by utilizing bistiag or in the case
of SafetyNet, n-casting. For longer link layer handoff faties, this func-
tionality has a large impact on handoff performance, as showthe next
paragraph. Both SafetyNet and S-MIP use buffer managemestirtiques
to improve handoff performance, although for different poses. SafetyNet
uses buffer management to ensure that no duplicate packetdeivered to
the Mobile Router in spite of bi-casting or n-casting of tmaftc, whereas
S-MIP uses synchronized delivery of packets from bufferitammze packet
loss.

Table 3: Functionality comparison of the infrastructure del handoff
schemes.

Name of Scheme Lossless Gap-free Buffer man- Inter-
handoffs connectivity agement domain
handoffs
FMIPv6 yes no no no
FMIPv6 with bi- yes yes no no
casting
S-MIP yes no yes no
HMIP no no no no
F-HMIP yes no no no
FF-HMIP yes no no yes
SafetyNet yes yes yes yes*

*Architecture supports inter-domain handoffs with the NEMMake-Before-
Break handoffs.

A summary of an experimental comparison for Fast Handowrsibbile
IPv6 and the proposed architecture is presented in Figure The gure
shows the impact of the handoff on the progress of TCP and theunt of
data which is resent because of packet loss or delays iredgliVhe graph is
created from TCP sequence number data for the handoffs inlfation P2.
The TCP progress is measured during the handoff period tisigufrom the
start of the handoff and ending after the TCP data rate habiltad after
the handoff. The TCP resent data is measured from the amoudrsegments
that are resent. The methodology of the experiments usetvéngn Section
4.1 and more extensive results are given in Section 4.2 ofipation P2.

The resending occurs due to congestion on the link of the neecéss
Router when the new Access Router starts delivering thegiacskhich have
accumulated into the buffer during the link layer handofff the available
bandwidth of the new link is equal to the sending rate of ther@spondent
Node or smaller than the rate, the wireless link of the new ésxRouter will
become saturated, thus delaying the delivery of the buffgrackets and also
fresh packets arriving. The resending of packets in Figéréot FMIPv6 and
FMIPv6 with bicasting is due to this. This behaviour is armdg in more
detail in publications P2 and P3 for Fast Handovers for MebPv6.

Table 4 extends the performance comparison to Mobile IPv8/IR, F-
HMIP, FF-HMIP and S-MIP using the results from publicatiofsl and P2.
The results for HMIP can be extrapolated from the resultsNtwbile IPv6,
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Figure 16: Experimental performance comparison for lozall mobility
management.

since the hierarchical registration scheme mitigates thgact of the net-
work latency between the Home Agent and the Mobile Router.the case
of Mobile IPv6é (NEMO) handoff in P1, this part of the handofbatributed
to 20 ms of the total latency of 1780 ms. The results for S-NEPIMIP
and FF-HMIP are extrapolated from the results for FMIPv6.HMIP and
FF-HMIP do not change the buffering mechanism in FMIPv6, aridere-
fore they would suffer from the same performance limitagsaas FMIPV6.
The model used in design of S-MIP aims to eliminate the impathetwork
latencies between the different network elements, but doetsaddress the
more critical element of link layer handoff latency. The knlayer handoff
latency would have the same effect on an implementation &I®-in the
testbed used in P2 and P3 as for FMIPv6, since the receivingaokets in
S-MIP is interrupted for the duration of the link layer hanif@as in FMIPV6.
Therefore, S-MIP would perform similarly as FMIPv6 in Figud6. For the
synchronized packet delivery mechanism to improve the genfance of S-
MIP over FMIPvV6, the latencies in the processing of packeis the network
latencies in the wired part of the testbed would have needethe signi -
cantly higher than in the experimental testbed. Therefaitee performance
of S-MIP was approximated to be the same as for FMIPV6.

The performance differences can be explained by the diffiess in the
functionality of the protocols. FMIPv6 and all the protosoterived from
it avoid packet loss for UDP traf ¢ by utilizing buffering #fte new Access
Router. However, this is not suf cient for a seamless hahddien the band-
width of the ow to the Mobile Router is close to the bandwid#vailable at
the new link and the handoff latency is signi cant, and thuset Fast Han-
dovers for Mobile IPv6 handoff shows a large performanceaichpn TCP.
The use of bicasting allows the Mobile Router to receive pslduring the
handoff with the Fast Handovers for Mobile IPv6 and the Sgfedt proto-
cols. However, redelivery of already received packets ftwrbuffer after
the link layer handoff has a large negative impact on TCP, iasubsed in
publication P2. The use of selective delivery of packetsftbe buffer af-
ter the link layer handoff in SafetyNet ensures that the tieai wireless link
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bandwidth is used ef ciently and that TCP does not see any likgies, thus
minimizing the impact of the handoff.

Table 4: Extended comparison of intra-domain handoff perance.
Name of Scheme Impact of handoff Impact of handoff

on TCP on UDP
FMIPVv6 49% 0%
FMIPv6 with bi- 39% 0%
casting
S-MIP* 49% 0%
HMIP** 20% 17,5%
F-HMIP*** 49% 0%
FE-HMIP*** 49% 0%
SafetyNet 0% 0%

*Results for S-MIP are extrapolated from FMIPv6 performamt P2. **Re-
sults for HMIP are extrapolated from performance of NEMO il P**Re-
sults for F-HMIP and FF-HMIP are extrapolated from FMIPv6rfamance
in P2.

5.2 Performance

40

In this section, the performance overhead of using the psgzbmobility
management archictecture is compared with other proposkte overheads
are compared for network mobility management and for lopadl mobility
management.

The use of NEMO incurs protocol header and routing overhead$he
proposed architecture employs OptiNets Route Optimizatpgrotocol to re-
duce these overheads for mobility capable mobile networke® In pub-
lication P1, the effectiveness of OptiNets Route Optimiaat protocol is
compared with NEMO and Mobile IPv6 routing and it is shown théhe
use of OptiNets Route Optimization reduces the communicais overheads
when multiple Mobile Network Nodes are communicating, evéar frequent
handoffs. Further, the use of OptiNets reduces the endftd-retwork la-
tency which may improve TCP performance as dicussed in P1ogerview
of the experimental results from P1 is given below and ex¢ehid to other
route optimization schemes.

The TCP performance of a NEMO Local Fixed Node, a Visiting Mdb
Node with out route optimization, a Visiting Mobile Node witMobile IPv6
route optimization (i.e. avoiding the Home Agent of the \tisg Mobile
Node), and a Visiting Mobile Node with OptiNets (i.e. avoidj both the
Home Agent of the Visiting Mobile Node and the Home Agent ofktivo-
bile Router) is compared experimentally using the methamp described
in Section I11.D of publication P1.

The performance is measured in a static case, in which the MoRouter
is located in a foreign network and in a dynamic case, in whilse Mobile
Router moves between two foreign networks. The resultdi®static case,
as shown in Figure 17, indicate that the performance of thieentschemes
decreases as the latency between the MR and the Home Agelied{1b-
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bile Router increases, whereas the performance of the OgtsNscheme is
not affected. The results for the dynamic case in Figure 18vslthat the
performance of the OptiNets scheme is comparable with ttaistcase. The
TCP performance of the other schemes is the same as in thie stase, and
therefore only the NEMO Local Fixed Node performance is shofer com-
parison.

18 T
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Figure 17: TCP Performance Comparison in Static Case.
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Figure 18: TCP Handoff Performance Comparison for LFN, MI®WN
OptiNets RO.

In addition to the analysis done in P1, the OptiNets schemeampared
here with state of the art route optimization schemes. TheP'@erformance
gained from using ORC scheme [88] depends on the vicinity afr@spon-
dent Routers to Correspondent Nodes. If the Correspondenit®r is on the
shortest (or fastest) routing path between the Mobile Roated the Corre-
spondent Node, the ORC scheme would perform comparably taifpts.
However, this would be the best case for ORC. Jeong et alsfdbdposal
would provide similar TCP performance as OptiNets. The TCRrfor-
mance with the HIP based mobile network protocol would degeon the
processing power of the Mobile Router and the Correspondémtie and the
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used encryption and authentication algorithms. With sukait computing
resources the HIP based approach would perform similarlheoOptiNets
based scheme.

The per packet header overhead did not have an effect in tleijous two
measurements, since the TCP performance was limited by thé-®-end
latency and not by the available bandwidth (2 Mbps), due te tise of the
default TCP window size. In Figure 19 the relative overheddhe differ-
ent schemes is analyzed. A 64 kbps Constant Bit Rate stretdm220 byte
packets as traf c is used and the amount of signaling and jaekpt protocol
overhead is calculated relative to the total amount of deta sver the air in-
terface between the Mobile Router and the Access Routelaitle seen that
the use of OptiNets incurs the smallest total overhead ofNlEMO variants
regardless of the handoff frequency, when one Mobile Netwgode is com-
municating up to one handoff per second, which is the maximdiaquency
speci ed in [52]. The results show that the use of OptiNetsluees the per
packet overhead to a level comparable to that of a route agtchMobile
IPv6 Mobile Node connecting directly to the Access Routeyphlssing the
Mobile Router.
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Figure 19: Overhead Comparison for 1 Mobile Network Node ning Con-
stant Bit Rate Traf ¢ with varying Handoff Interval.

The effect of multiple Mobile Network Nodes with the same tatype
as in Figure 19 is analyzed and the results given in Figureriiicate that
the relative overheads of NEMO and OptiNets decrease as timaber of
MNNSs increases. This is due to the aggregation of the mop#gignaling.

In this introduction, the comparison presented above froabfication P1
is extended to Jeong et al's Proxy Mobile Router proposaltiiftdiMobile
Router scheme using experimentally measured message fsizdsong et
al's proposal shown in Table 6 and for HIP shown in Table 5. Bhge sizes
and calculations from publication P1 are used for OptiNetor one Mo-
bile Network Node, the over the air overhead between the MelRouter
and the Access Router of OptiNets is slightly higher (72 gythan that of
Jeong et al's proxy based scheme, due to the larger sigralerpead of run-
ning DHCPv6 with Pre x Delegation (280bytes) when compareith proxy
neighbor discovery used in Jeong et al's proposal whichuatisdo 208 bytes.

5 ANALYSIS



5 ANALYSIS

Table 5: HIP Network Mobility Message Sizes in Bytes.

Name of Message Size Use
11 80 Start
R1 800 Start
12 864 Start
R2 168 Start
Readdress M1 288 Handoff
Readdress M2 256 Handoff
Readdress M3 232 Handoff

Table 6: Mobile Router Proxy Route Optimization MessageeSim Bytes.

Name of Message Size Use
Neighbor Solicitation for DAD 64 Handoff
Neighbor Solicitation for Care-of 72 Handoff
Address

Neighbor Advertisement for Care-of72 Handoff
Address

However, in OptiNets the DHCPV6 signaling is run once regast of the
number of Mobile Network Nodes whereas in the Proxy MR scheeaeh
Mobile Network Nodes results in 208 bytes of signaling. ®fere, as the
number of Mobile Network Nodes increases to 2 or more, therbead of
OptiNets becomes lower than that of the Proxy Neighbor Digey Scheme.

For HIP based network mobility, the overhead is at least 1I§ft2s for the
initiation of the HIP security associations at the starthed session between
the Mobile Network Node and the Correspondent NodeThen every time
the Mobile Router moves, that is changes its Care-of Addteesipdating of
the security associations incurs an overhead of 776 bytddpleile Network
Node. These gures assume that the RSA signature algoritB#] [s used
with HIP. However, HIP is not directly comparable to NEMO andobile
IPv6 based network mobility due to the increased securitvted by HIP,
unless it is used solely for the purpose of providing connégtto the Mobile
Network Nodes.

The use of a localized mobility management protocol incungeetheads
from both the signaling and packet delivery mechanisms. Severheads
occur both on the radio link between the Mobile Router and tiecess
Router and also in the wired part of the network. Table 7 comgsathe
over the air overheads for the localized mobility managei@otocols and
Table 8 the over the wire overheads. The signaling overheddile proto-
cols do not vary much except for FF-HMIP which combines thgrsling of
FMIPv6 and HMIPv6. However, as analyzed in publication PRTCP is
used and the retransmissions of TCP are counted towardsdbeaf running
a protocol, the differences in the total costs between thatquols become
signi cant. Figure 21 illustrates these differences for FW6, FMIPv6 with

"The delegation of authority from the Mobile Network Nodes the Mobile Router
requires sending of larger certi cates and the overhead doe several hundreds of bytes
larger.
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bicasting and SafetyNet. Based on the analysis in Tablegictists for S-MIP,
F-HMIP and FF-HMIP can be extrapolated to be close to thos&blPV6.

5.3 Sparetime usage

The caching architecture proposed in publication P6 enablaore ef cient
utilization of available low cost wireless bandwidth by aerefetching of
data to the roadside cache servers and transfer of the cawiterds to the
mobile cache server using unutlized bandwidth. The effgetiesss of the
scheme depends on the caching algorithms used and contaqested by
users. With full prediction, i.e. the caching algorithm capredict all the
content requested by users, and a suf cient number of WLANSpwts, all
non-real time content could be delivered via the roadsideleaservers. The
use of the localized road side cache servers together wiéhnbbile cache
server as proposed architecture increases the ef ciencadfie updates by

Table 7: Comparison of over the air overheads of the protacol
Name of Scheme Signaling overhead Data transmission

overhead
FMIPVv6 328 bytes 40 bytes per packet
FMIPv6 with bi- 328 bytes 40 bytes per packet
casting + bicasted packets
S-MIP* 328 bytes 40 bytes per packet
HMIP 160 bytes 40 bytes per packet
F-HMIP 328 Bytes 40 bytes per packet
FF-HMIP 488 bytes 80 bytes per packet
SafetyNet 378 bytes Lost packets + 40

bytes for each lost

packet

*Qverheads for S-MIP are extrapolated from FMIPv6 overtsead
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Table 8: Comparison of over the wire overheads of the praaco

Name of Scheme Signaling overhead Data transmission

overhead

FMIPv6 184 bytes 40 bytes per packet
FMIPv6 with bi- 232 bytes 40 bytes per packet
casting

S-MIP* 184 bytes 40 bytes per packet
HMIP 160 bytes 40 bytes per packet
F-HMIP 184 bytes 40 bytes per packet
FF-HMIP 344 bytes 80 bytes per packet
SafetyNet 232 bytes 40 bytes per packet

*Qverheads for S-MIP are extrapolated from FMIPv6 overtead

Figure 21: Total over the air cost comparison for localizedbility manage-
ment.

up to 100% over the use of only a mobile cache server whichenats data
from remote servers, as shown in publication P6.

The Mobile Access Router (MAR) proxy architecture suggastsmewhat
similar architecture, involving a proxy server in the xeétwork and proxy
clientin the mobile network [82]. However the focus is more ef cient use
of WWAN networks. The methods used in MAR and [13] include cpras-
sion of data, caching of tcp connections to minimize the defeom start-up
of new connections and transforming of web pages to suit Hpabilities of
a mobile device. These approaches could be used to furtherease the
performance of the architecture proposed in this disséstat

5.4 Security

5 ANALYSIS

The proposed architecture has the goal or criteria of prongda mobility
management framework for mobile networks without introthg new vul-
nerabilities. Section 4.5 presented the security of thehaecture. In this
section, the architecture is evaluated according to théofeing common se-
curity criteria used in networking:
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1. Integrity, it should not be possible for an attacker to tamper with mes-
sages in transit.

2. Source authentication it should not be possible for an attacker to pose
as one of the participants in the protocol.

3. DoS resiliency, it should not be possible for an attacker to halt the
operation of the participants of the protocol or use the goants of
the protocol to ood third parties with unwanted traf c.

4. Con dentiality , con dential contents should be protected from at-
tackers able to hear the messages.

The infrastructure independent Make-Before-Break harfisildb not change
NEMO signaling and as such are as secure as NEMO. NEMO is based
Mobile IPv6 which can be considered to be secure againsichtes, as long
as the Mobile Router or Home Agent, or the home AAA server artecom-
promised. This is due to the security of Mobile IPv6 beinge@shed for
a decade and no vulnerabilities have been discovered in #dfunction-
ality of sending Binding Updates and receiving Binding Aokriedgements
when IPsec is used with integrity protection [57], [58] tasee the signaling.
Securitywise, the signi cant change in NEMO, is that the goxol extends
Mobile IPv6 to allow the Home Agent to reroute traf ¢ owingat the mo-
bile network pre x instead of a single Home Address. The meulsm used
in Mobile IPv6 for authorizing Binding Updates to the Home Angt is based
on IPsec security association for the Home Address of a Mdidde. In
NEMO, there is an access control list in the Home Agent which used
for binding the pre x scoped Binding Updates to the Home Adds. If this
mechanism is implemented and used properly, NEMO signaloan be con-
sidered secure.

As with standard NEMO, a rogue Mobile Network Node could caus
a denial-of service (DoS) attack on the wireless link betwte Mobile
Router and the Access Router. The scope of this threat caretbeced by
using access control mechanisms in the Mobile Network toverg unau-
thorized access and by enabling auditing. Further, QuatifyService mech-
anisms can be deployed in the Mobile Router to prevent hogghresources
by a single Mobile Network Node and to ensure fair sharinghef tesources.

SafetyNet changes Fast Handovers for Mobile IPv6 protogohtyoduc-
ing bicasting of packets and selective delivery of packeta the buffer of
the new Access Router. These changes should not open up névenabil-
ities, and therefore security mechanism detailed in [40pshl be suf cient
to protect the participants of the protocol as well as thiattpes against at-
tackers targeting the protocol.

The OptiNets route optimization scheme uses a key estabtishith the
Handover Key Protocol with DHCP message authentication][&@9ensure
that only Mobile Routers authorized to receive pre xes cat them and that
an attacker can not pose as the Access Router. Further the P¥Omes-
sage authentication ensures that the packets can not be ¢asadgn transit.
To ensure that a rogue Mobile Router can not starve the Ac&saster of
available OptiNet network pre xes, the amount of pre xesadlable to each
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Mobile Router needs to be limited. Since the pre xes are nancdential,
the messages do not need to be encrypted.

The bandwidth fuelling cache architecture is protected eg attacks
from attackers outside the Mobile Network. However, if theaaker is a
rogue Mobile Network Node, it may be able to request large amis of
data from the Mobile Cache server, resulting in ooding ofetwireless link
between the Roadside cache server and the Mobile Routels gireventing
valid cache requests from being ful lled. To prevent thigadk from suc-
ceeding to starve the other cache users, the Mobile Cache/&eand the
Road Side Cache Server need to connect the cache update sgusith
user or Mobile Network Node identities requesting the comte@nd balance
the load from the different users. Further, cache contentieval packets
will be marked with user speci c IPv6 owlabels. This enalsléhe Access
Router to use different traf c queues to enforce fair shariof the wireless
link resources.

5.5 Deployability

The solutions should require as few changes to entities enrthtwork as pos-
sible. The architecture is designed to use standard IPv6ihtpprotocols as
building blocks to minimize the changes to Mobile Nodes, MitdoRouters,
access and home network infrastructure and Correspondestds.

The use of infrastructure independent Make-Before-Breakdovers is
transparent to Correspondent Nodes, Home Agents and doeieqaire any
support from the Access Network infrastructure. Howevedoes require
the capability in the Mobile Router to connect to the previeand new ac-
cess network simultaneously for the duration of the handiofthe case of a
horizontal handoff between two access networks of the sgpe this often
translates to the requirement of having an additional raiditerface. How-
ever, the work done by Ramani et al. in [90] suggests that timetnation of
fast switching between two access points in 802.11 and theotibuffering
together with virtualized connectivity as suggested in][dfay enable the
use of infrastructure independent Make-Before-Break ladfsdwith a single
radio interface. Further, equipping a Mobile Router with additional in-
terface may be feasible for Mobile Routers serving multidiebile Network
Nodes, due to increased network performance during hargdédf all the
nodes. This would be the case for example for a Mobile Routeated in a
bus or a train serving the passengers and on-board embegsishs.

The use of SafetyNet localized mobility management proto@muires
support from the Mobile Node and the access network. It isi$@arent to
the Home Agent and the Correspondent Nodes. In the Accesswigk, the
Access Routers need to have suf cient memory to enable buffeof packets
during the handoff. The buffering requirements in the AcedRouters are the
same as for Fast Handovers for Mobile IPv6, Witfy;; depicting the length
of the buffer,Thangort  handoff latency andBw data rate:

Loutt = Thandott BW

In a 802.11g WLAN network with a theoretical maximum dataeraif
54 Mbps, the maximum required buffer for a Mobile Router ugimll the
bandwidth of an Access Point would be approximately 1.08 biafhandoff
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taking 200 ms. Therefore, the buffering requirements shibnbt limit the
deployment.

OptiNets route optimization requires changes to the MobReuter and
the Mobile Network Nodes which take advantage of the protoétowever,
it is backward compatible with Mobile Network Nodes not suppng the
protocol. The Access Routers need to support DHCPvV6 pre ledation to
enable the use of the OptiNets protocol. Correspondent Nedaking part
in the OptiNets route optimization only need to support MdeilPv6 route
optimization to take advantage of the scheme.

Bandwidth fuelling cache architecture requires protocapgport from the
Access Network infrastructure, the Mobile Router and the ile Cache
Server. The Road Side Cache Servers can be integrated irgoAttcess
Routers serving the road side networks or be stand alonersdocated in
close proximity of the road side networks. If the road sidevoeks are con-
nected to the core access network using fast links, they sarawsingle road-
side cache server. However, if the roadside networks araexted to the
core networks using slow links, which is often the case forANLdeploy-
ment, the architecture would bene t from denser deploymeoit Roadside
Cache Servers, possibly even of colocating them with WLAKess points.

The security architecture proposed in the dissertatiorlizeis standards
based protocols from the Internet Engineering Task Force decussed in
Sections 4.5 and 5.4, and modi es only the Dynamic Home Agé&uadress
Discovery protocol to enable secure discovery of Home Agiethen com-
pared with the Internet Engineering Task Force proposal @blacing the
Dynamic Home Agent Address Discovery protocol with a DHCPe8ed so-
lution, the secure DHAAD mechanism proposed in this disséidn enables
con guration of the Home Agent from any network, even fromeswhich
do not have a trust relationship with the Home Network. Thisables the
deployment of the Home Agent for example in the de-militatikzzone of a
corporate network while using any Internet Service Provglaccess network
for connectivity.

The architecture proposed in this dissertation does notunegsupport
from Access Networks or Correspondent Nodes, or Mobile MekWNodes
for seamless handoffs. However, it can take advantage pbdujpom the
access network to increase the handoff performance in i@l cases.
Further, it can utilize additional mobility management capilities in Mo-
bile Network Nodes to increase the ef ciency of communiaatis with the
help of limited support from the Access Network. In a hetengous en-
vironment, the architecture adds capabilities to the Ma@bRouter and the
access network to increase the utilization of spare banthwidlow cost net-
works through the SafetyNet handoff timing algorithm andtBandwidth
fuelling caching architecture.

6 DISCUSSION

In this section, the impact of the proposed solutions is aéssed. The pro-
posed architecture focuses on Mobile Routers able to cohmecenultiple
access networks simultaneously. Currently, most mobilgats do not have
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this capability. An exception to this is mobile phones oraleards employing
CDMA radio technology which enables them to connect to twoskesstations
simultaneously. However, this is only possible when theebgtations are
connected to the same operators network. The emphasis odéls&n of ra-
dio, link, and network technologies has been on solutioret tten cope with
a wide range of conditions, for example UMTS networks supgarying user
movement rates from walking speed to users travelling intfagms at over
a hundred kilomteres per hour. This has lead to complex systevhich are
expensive to manufacture, deploy and use.

The ability to have multiple radio interfaces in a Mobile Rtar enables
the use of less complex radio technologies when they ardadlaiand the
rate of movement is slow enough. However, as discussed ito8et 1, it is
crucial that the Mobile Router can switch between the wiretetechnologies
without disrupting the communications of the Mobile Nodes the Mobile
Network. The mobility management protocols being standzed at the mo-
ment in the MIPSHOP [68] and MIP6 [67] working groups of the ternet
Engineering Task Force [49], such as Hierarchical MobilesBand Fast han-
dovers for Mobile IPv6, have been designed for mobility ngeraent in a
Break-Before-Make environment in which a Mobile Node or Reuwill lose
connectivity with its current network before establishit@nnectivity with a
new one. This design impacts the performance in Make-Bef8reak hand-
offs as discussed in publication P2 for Fast Handovers fdrid®Pv6 and in
publication P1 for Mobile IPv6.

The architecture proposed in this dissertation enablesrdess handoffs
in a multi radio environment, when the Mobile Router is capabof Make-
Before-Break handoffs within network technologies andueein different
network technologies. With seamless handoffs betweenal®srtechnolo-
gies, a Mobile Router can opportunistically take advantaféhe cheaper
and higher bandwidth WLAN networks to provide better seevio the Mo-
bile Network Nodes. When the low cost WLAN networks becomeauail-
able or the rate of movement increases the tolerance of thidingpmech-
anisms, the Mobile Router can resort to the higher cost, loWwandwidth
WWAN radio technologies. By using the proposed SafetyNetqarol and
handoff timing algorithm, this can be done in a way which makzes the
usage of the low cost networks without sacri cing applioatperformance.

The deployment of the SafetyNet protocol in the access routeould
be done without changing the hardware, since the buffer gpamuired to
support handoffs are low. The increase in network traf afrdi or n-casting
is another potentially limiting factor to its deployment.odever, the way the
n-casting is used limits the impact to the wired section @& #tcess network,
since only a single copy of each packet is delivered over ihelegs link to
the Mobile Router.

The wired connection between the Access Routers of a singtevork is
typically controlled by a single operator, and therefore tost of running the
protocol should not be prohibitive, as long as it does notuisg upgrading
of the networking equipment connecting the Access Routdtany wireless
access networks have overprovisioned wired parts with ittedesas last hop
acting as the bottleneck. For example, WLAN access poirnisnofonnect
to a switched 100 Mbps or 1000 Mbps wired ethernet in corperagtworks.

6 DISCUSSION 49



50

Thus, | believe that the use of SafetyNet would be feasibknen the net-
works of today. Further, the use of the OptiNets route opsation together
with SafetyNet would reduce both the over-the air and therete wire over-
heads of the traf ¢ and optimize the routing path, thus ottsgg the handoff
overheads of the SafetyNet protocol.

In this dissertation, the SafetyNet localized mobility nag@ment proto-
col was shown to improve the performance of downlink TCP tréifom the
Access Routers to the Mobile Router due to the selectivevdeyi of packets
lost during the handoff. However, the SafetyNet protocalickbe improved
further to include recovery of packets sent uplink from theoMle Router
to the Access Network which are lost during the handoff peritue to bit
errors. A similar mechanism is already in use in the GPRS lanker con-
trol protocol as described in [94] in Section 6.9.1.2.2 ik 11 and 12
for Break-Before-Make handoffs, allowing the Mobile Siatand the new
Serving GPRS Support Node, i.e. the new Access Router tomessend-
ing of packets in both directions from the correct packet. e the use of
Make-Before-Break handoffs in SafetyNet, the recoverypsefream packets
would require additional signaling between the new and threypous Access
Routers to retrieve the information (sequence numbers)haf packets the
previous Access Router received from the Mobile Routermyithe handoff
and a message from the new Access Router to the Mobile Rooiterquest
for the messages.

The seamless horizontal handoffs enable moving betwedardiit access
points or base stations of the less complex network teclgnesavithout sacri-
cing the connection quality for Mobile Network Nodes. Thiallows Mobile
Routers to use overlapping low cost networks from the sand#ferent op-
erators as long as they remain within the coverage area aig¢hgorks. For
example in urban areas, there are often several WLAN netsvarkailable.
With companies such as FON [41] providing ubiquitous WLAN werage
through consumer's home access points, the ability to perfeeamless hori-
zontal handoffs would enable continuous roaming within WNA as long as
the speed of movement would be relatively low. In a city eonment, this
would enable a Mobile Router to provide connectivity to tedters in buses
and trains via overlapping WLAN networks.

As discussed in Section 3.1, there have been simulationestudiscussing
the limitations of the WLAN coding which could affect the tbughput of
IEEE 802.11 noticeably for high vehicular speeds. Howeaagording to
Gaertner [42] et al. speeds up to 50 km/h should not impact gesfor-
mance. A simulation and experimental study done in a raifcnviron-
ment [93] showed that speeds up to 90 miles per hour did noehanegative
impact on the performance of 802.11b. Ott et al. showed tHa2.81b could
be used for providing Internet access with TCP to cars mowhgpeeds up
to 180 km/h. Further, an experiment done by Amico and Laus8][@s-
ing rockets suggests that 802.11b can be used even at speagodtam600
m/s, at least for uplink packets. Therefore, use of WLANslsaronsidered
realistic even for vehicular Mobile Routers, especiallyaim urban environ-
ment. Further, the use of the proposed architecture would it the rate
of movement for speeds up to 90 m/s due to the limitations ef¢bding in
IEEE 802.11b and the transport protocols in a high mobility VAN scenario
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discussed above.

An important characteristic of any technology is the costofieployment
and use. The proposed architecture enables the seamlesdoffanwithin
and between access technologies with a cost that is comjgacabower to
the currently standardized approaches. The use of routéenupation and
caching further increases the ef ciency of the communiaats in a hetero-
geneous environment, by reducing the signaling and protas@rheads and
enabling delay tolerant applications to focus their comneations over low
cost networks. This enables the use of the lower bandwidtiwoeks for
interactive or real time communications.

The results presented for the SafetyNet protocol and hahtiwing and
the infrastructure independent Make-Before-Break hamslafi the analysis
section are applicable not only to Mobile Routers, but to MiegbNodes
in general. The infrastructure independent Make-Beforee&8k handoffs re-
quire the ability to connect to a new network before losinghnectivity with
the previous one. In many network types, such as WLAN and GRRIS
would require two network interfaces which would increase tsize, cost
and power consumption of a mobile device. Therefore, thehtemlogy may
be more suitable to vehicular Mobile Routers which are lesastrained by
the power and size limitations and the extra cost may be plsie by the
seamless connectivity in legacy networks. However, it maypdssible to
use the scheme with a single network interface by utilizingualization as
proposed in [15]. Although virtualization as such would mbvide much
bene t for link layer handoffs due to the switching delay,wbuld allow a
Mobile Router or Mobile Node to avoid packet loss during thetwork at-
tachment and network layer (Mobile IP or NEMO) handoff.

The security architecture enables roaming between muétigiperators
networks securely by making the con guration and securifytiee global
mobility management services independent of the localizeavices. This
allows the mobility service provider to act as an aggregaitdne different
access network providers networks, i.e. combinining tiifecknt access net-
work provider's services to a single service which is peovtd the users of
the mobile network. The additional services of pre x deléga, localized
mobility management and caching provided by the access igerg allow
improved service for the mobile users when available andicedthe use
of wireless resources in the access networks. However,dtleetaccess
technology independent nature of the proposed global mibpihanagement
scheme, the Mobile Router can provide seamless roamingrdégss of the
capabilities of the access networks.

7 CONCLUSION

Deployment of a Mobile Router allows aggregation of molilihanagement
and routing. In scenarios such as vehicle networks, it adlowe of external
antennas and external power sources, and can thus provitterbmnnec-
tivity to Mobile Network Nodes. Further, the aggregationmbbility man-
agement reduces mobility related signaling and allows ussrople Mobile
Network Nodes which do not support mobility management.
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Mobile Routers can be equipped with single or multiple wiesk network
interfaces. Use of a single radio technology enables a MdRduter to pro-
vide service to the users of the mobile network accordindheodharacteris-
tics of the selected network technology. In a heterogenemiwork environ-
ment there are often several wireless network technolagagable simulta-
neously. These technologies have different charactesstnaking some of
them suitable for use at vehicular speeds at a higher codewsbime provide
high data rates at low cost but can not deal as well with thééigpeeds. By
dynamically selecting the technology which best matchesdhbst, speed and
guality of service requirements of the users of the netwarkiobile Router
can provide better service at a lower cost.

High speed mobility within the heterogeneous network eoviment would
result in frequent handoffs. These frequent handoffs codiktupt the com-
munications of the Mobile Network Nodes, if not handled céully. Seam-
less handoffs, i.e. the ability to switch between the tedbg®s without
disrupting user traf c, are therefore a prerequisite fofeetive use of het-
erogeneous wireless networks for potentially high speadar& mobility.
Further, high speed mobility in areas covered by multiplegirange WLAN
networks results in frequent handoffs between the AcceiséRaf the WLAN
networks. Seamless horizontal handoffs are required feruge of overlap-
ping WLAN networks to provide continuous connectivity to lite Network
Nodes without disruptions.

This dissertation presented an architecture for networkoitity manage-
ment in heterogeneous IPv6 networks. The architecture desala Mobile
Router to provide seamless connectivity to users withinnttodile network
in spite of changes in the network point of attachment of thebile Router.
The seamless connectivity is achieved using a localized itplnanage-
ment scheme for infrastructure assisted vertical and loorial handoffs. The
architecture enables ef cient use of network resourcestiyh optimized
routing, caching, and handoff timing algorithms with suppdrom the net-
work infrastructure. However, roaming in legacy network®etween com-
peting operators networks may result in the infrastructsupport not being
present. Seamless handoffs in these cases are suppornbedthinfrastruc-
ture independent Make-Before-Break handoffs.

The architecture was analyzed through experimental and euical stud-
ies. The empirical analysis of the performance of the amettitire validated
the design in an indoor testbed. The numerical analysis edél the valida-
tion to a mobile environment with ideal cell and radio modelshe analysis
showed that the use of the architecture reduced the impachafdovers
when compared with state of the art mobility management poals, such
as Fast Handovers for Mobile IPv6. Further, the performaneerheads of
the proposed architecture were shown to be in most casedemtiahn those
of the existing proposals. However, further work needs tddree using out-
door testbeds to analyze the impact of vehicular speeds esglthan ideal
radio environments on performance of the architecture.

Deployment of the proposed architecture would allow fordeaging of
the complementing characteristics of the different netwaechnologies to
provide a seamless wireless overlay in which the most daitedtwork could
be used according to the situation. The seamless handofidenpmssible
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by the architecture are a key enabling factor in the use ofehageneous
networks for potentially high speed Mobile Routers. Theltag and route
optimization would make the use of potentially scarce Wassd Wide Area
Network resources more ef cient by exploiting unused netlwaapacity of
Wireless Local Area Networks and by reducing the overheatdefmobility
management.
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